eSentire MDR with
Microsoft 365 Defender
Simple, fast and cost-effective security outcomes.

From a security standpoint, most organizations are chasing the expansion of their
environment to various services and applications that live in the cloud. The answer
to this challenge is typically stronger and more robust security tools. At first glance,
the logic makes sense. If my network is expanding at a speed I can’t keep up with,
then I need to upgrade my security vehicle to catch up to it.
Not so fast! More often than not, this actually creates a new problem. You end up
chasing two runaway trains instead of one: an expanding IT environment and
an expanding network of security tools with questionable return on investment.
This is to say nothing of the substantial resources and staff required to maintain
a successful threat detection and response operation.

51%

39%

of organizations are concerned
about security technology spend
post-COVID 19.

of organizations reported they
receive security alerts from seven
or more different tools.

- IS2 Cybersecurity Workforce Study

- Neustar International
Cybersecurity Council, 2020

By combining eSentire Managed Detection and Response (MDR) with your existing
investment in the Microsoft 365 ecosystem, you can significantly reduce your
cybersecurity total cost of ownership, improve ROI and achieve better security
outcomes. Let’s break down the numbers:

Do-it-yourself
Security

eSentire MDR with
Microsoft 365 Defender

Technology Stack
Technology Cost (per user)

Technology Cost (per user)

$90

$57

Minimum

Minimum

$32

Microsoft 365 licence (E3)

Incl.

• Data security and compliance
tools included

• Data security and compliance
tools included

Endpoint protection platform

$18

• Next-generation antivirus
• Endpoint detection and response

$40

Additional security tools
•
•
•
•

Microsoft 365 licence (E5)

Email
Cloud
Identity
Centralized platform (SIEM, XDR, etc.)

Minimum

Microsoft Defender
for Endpoint

Incl.

• Endpoint protection platform
• Endpoint detection and response

Incl.

Additional security tools
• Microsoft Defender for Office 365
• Microsoft Defender for Identity
• Microsoft Cloud App Security (CASB)

eSentire XDR Platform
(provided as eSentire service)

Technology Implementation and Maintenance

15%

Of annual tech spend

10%

Of annual tech spend
(5% cost reduction from included
implementation and maintenance with eSentire)

Annual Management Costs
4-6 FTE Security Analysts and
Administrators for 9-5 coverage

24x7 eSentire MDR
• Direct Security Operations Center (SOC) access
• Dedicated counter-threat research and development
• Named customer success manager

$500k - $600k

$75k - $200k

Minimum

(Varies on customer size and overall scope)

“DIY” security stacks are
notoriously costly and
unruly to maintain.
* Model based on approximate per-user costs of enterprise-grade
security tools; industry standard implementation and management
budgeting and approximate salary for security professionals.

Better security tool efficacy,
managed by a team of eSentire
security experts 24X7, for less.
* Model based on Microsoft 365 E5 licencing; typical implementation
and management budgeting and approximate eSentire MDR
management costs.

eSentire MDR with Microsoft 365 Defender

~35%

~50%

Technology cost savings

Reduction in total
implementation and
maintenance costs

~80%

Reduction in total
management costs

~50%

Reduction in overall
threat detection
and response TCO

Reduce your cybersecurity total cost of ownership (TCO)
by 50% with eSentire MDR with Microsoft Defender for Endpoint.
Improved ROI. Better security outcomes. Reduced business risk.

Ready to get started? We’re here to help.
Reach out and schedule a meeting to learn more.

eSentire, Inc., founded in 2001, is the category creator and world’s largest Managed Detection and Response (MDR) company, safeguarding businesses of
all sizes with the industry-defining, cloud-native Atlas platform that removes blind spots and enables 24x7 threat hunters to contain attacks and stop breaches
within minutes. Its threat-driven, customer-focused culture makes the difference in eSentire’s ability to attract the best talent across cybersecurity, artificial
intelligence and cloud-native skill sets. Its highly skilled teams work together toward a common goal to deliver the best customer experience and security
efficacy in the industry. For more information, visit www.esentire.com and follow @eSentire.

