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Introduction: The State of Cloud Adoption

Over the past few years, organizations have begun to migrate away from the traditional on-premises environment to cloud 
adoption. In fact, the adoption of cloud-based workloads is accelerating increasingly and there are no signs of this trend 
slowing down. According to Gartner’s Outlook for Cloud Security study, approximately 40% of all workloads are hosted in 
public cloud and this number is expected to rise to 70% by 20231. 
 
As we begin to look at how organizations are utilizing a cloud infrastructure, there is a lot of evidence that points to the 
adoption of a multi-cloud infrastructure. Instead of taking advantage of one cloud vendor, organizations are leveraging 
different cloud service providers based on the individual, unique advantages offered by each provider. 
 
As seen in Figure 1, the 2020 Gartner study also showed that there are seven reasons why we believe many organizations are 
choosing to adopt a multi-cloud strategy, especially for infrastructure-as-a-service (IaaS).

 

 •  Business units across the organization having the autonomy to choose their own cloud provider:  
Organizations are consulting with different business units to determine the desired outcomes and choosing a cloud 
service provider that can deliver on those outcomes. This is an integral step in achieving a successful cloud migration 
as it allows you to gain buy-in across your organization.

 •  Geographic coverage: Customers are assessing where they’d like to deliver their content and picking a provider  
that has strong delivering capabilities within those geographic locations.

 •  Avoiding lock-in: Many customers prefer to have their applications and services spread across more than one cloud 
provider to avoid being impacted by service disruption or any other potential mishap.

 •  Negotiation pressure: When customers can utilize more than one provider, they may have more negotiation power  
over contract terms, pricing models, and breadth of coverage.

 •  Fulfill compliance requirements: If your organization is in a heavily regulated industry or if you’re subject to strict 
regulatory frameworks, there may be certain cloud providers that have more capabilities around attestation reporting. 
The ease of assessing compliance to the necessary regulatory frameworks is a major driver behind selecting a different 
cloud service provider for a specific business unit.

Figure 1 Top reasons why organizations are adopting a multi-cloud strategy.

1Outlook for Cloud Security, Gartner 2020
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 •  Capabilities: Every cloud service provider has unique capabilities and specializations that are better equipped to help 
your team achieve a certain goal (e.g., enabling stronger AI features for your product) over other providers  
due to the native services they offer.

 •  Improving availability: Organizations with mission critical services typically choose to deploy these workloads  
on more than one cloud platform so if there are any challenges (e.g., within a geographical region or with the  
cloud platform itself), there is a back-up provider.

Unfortunately, many organizations either rush their migration, don’t strategize in advance to plan the best migratory 
approach for each workload, or don’t have the sufficient expertise in-house to minimize the risk of cyberattacks against 
their cloud environments. These factors lead to cloud misconfigurations and result in an expanded attack surface for threat 
actors to target. 

Therefore, it’s critical that your organization leverage cloud security posture management (CSPM) and 24/7 threat 
detection and response for seamless monitoring, scanning, and control over your multi-cloud environment to deliver 
complete visibility and protection from cloud-specific threats.

In this white paper, we provide research-backed threat insights from eSentire’s Threat Response Unit (TRU) on the  
top tactics and techniques adversaries are using against our customers’ cloud environments, why misconfigurations  
are the biggest threat to the cloud, and how to prepare and execute your cloud migration strategy to minimize the risk  
of misconfigurations. 

2 2021 State of the Cloud & State of Multicloud Reports, 
3 The State of Cloud Security 2020 Report by Fugue,4 2021 Cloud Computing Market Report, 
5 State of Cloud Security Concerns, Challenges and Incidents 2021
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Preparing and Executing Your Cloud Migration

Planning your cloud migration is a key foundational step in executing the migration well, yet many organizations fail to  
take the step back at the beginning and do a workshop-type exercise to conduct an inventory of all the assets they have. 
Too many organizations jump straight into migration and decide what to do with each asset during migration, instead  
of planning ahead.

If a migration is not planned properly, your team will have to spend a lot of time and resources, not to forget money,  
to re-engineer your workloads. So, prior to starting the migration process, ensure that your team is ready:

 • Conduct an inventory of the assets that you have on-premises within your data centers.

 • Align any configuration details to the applications that you have so that you know which configurations you need.

 •  Consider your performance metrics and what your team is trying to achieve with the migration. What does ‘normal’  
and ‘abnormal’ data look like?

 •  Gauge your SLAs to ensure that your applications are performing well in your on-premises environment and get a  
clear understanding of any usage bursts or unusual spikes. This will help your team maintain your SLAs as you  
move assets to the cloud.

 •  Consider the architecture that you currently have so you can start with a baseline for any customizations you 
currently have in the existing architecture and get a clear understanding of any architectural changes you may choose 
to make during the migration to cloud.

 •  Bring in the subject matter experts (SMEs) for all the different assets, applications, and workloads you have locally. 
Once you identify who that SME owner is, involve them in the discussion as you’re assessing what migration strategy 
you plan to use for that workload.

4www.esentire.com
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After you’ve collected all the information, conduct a workshop for every workload, asset, and application you must determine 
the best migration strategy based on the level of effort your team would like to devote for each. As your team strategizes on 
the best decision, remember that several things could impact the decision on what you want to do with that workload.  

For example, if you’re workshopping a very mission critical workload that may be a too difficult to migrate to the cloud after 
consulting with the application owner, you may want to de-prioritize it. Instead, it may be better to start with workloads that 
are low-hanging fruits, migrate those first, and revisit the others once the process is complete.
 
The goal is to gain a clear idea of the different workloads you have and gain full visibility into your existing 
infrastructure before you start the migration process because it’s inevitable that your team may discover  
additional workloads they may be unaware of. 
 
There are seven key migration strategies, each requiring different levels of effort, that you can apply for each workload:

Remember, there’s no rule that your team can’t leverage different migration strategies based on each individual workload 
that you’ve assessed as part of the workshop exercise you’ve conducted with your team. In fact, you’re encouraged to do so.

Migration Strategy What It Involves

 RE-ARCHITECT

This involves moving an application and modifying its architecture by taking full advantage of  
cloud-native features to improve agility, performance, and scalability. This typically involves porting the 
operating system and database. Re-architecting a workload requires the most amount of effort, but it 
also has the most payoff.  
However, you must consider the cost-savings since re-architecting will provide you with a good  
estimate on what your costs will be upfront since many cloud providers have transaction-based billing 
or runtime-based billing.

RE-PLATFORM
This involves moving an application to the cloud and optimizing it based on the native capabilities of 
the cloud platform by introducing some modifications to the workload. So, the underlying application 
remains the same, more or less.

RE-PURCHASE
This involves switching to an entirely different product as part of the migration process.  
This is typically the strategy used when a workload is moved from a traditional license to a  
software-as-a-service (SaaS) model.

RE-HOST

Also known as the ‘lift-and-shift’ method, this involves moving an application to a cloud platform  
without making any changes to take advantage of the cloud capabilities. Although re-hosting is one 
of the easiest ways to complete your cloud migration, it may be the most expensive since you’re just 
taking a workload from your on-premises environment and virtualizing it. 
However, re-hosting is still a good strategy especially if your team is operating on a deadline or if 
they’re using a multi-phase strategy, wherein the workloads are re-hosted during the first phase  
and in the second phase, another strategy is used (e.g., re-architect) to finish the migration.

RELOCATE This involves moving the full infrastructure into the cloud without purchasing any new hardware, 
re-writing applications, or modifying your existing operations to run it within the cloud infrastructure.

RETAIN
This involves keeping applications in your source environment and implementing a hybrid approach, 
wherein companies continue their use of their on-premises environment while moving some  
workloads to a cloud platform. Your team may choose to retain certain workloads if they require  
major refactoring, or if they’re legacy applications that you need to retain.

RETIRE
Your team may realize that there are some custom workloads or applications that may have been  
created over time that are no longer necessary. In this scenario, you may choose to retire them  
entirely or fold them under another service or application.

https://www.esentire.com
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Insights from eSentire’s Threat Response Unit (TRU)
As your organization begins to undergo the migration process, it’s important to consider the areas where your team might  
see the most significant impact, where the risks will be, and the potential challenges you may come across. 
 
eSentire’s TRU team researched and analyzed the top threats observed within our customers’ cloud environments, how  
many cloud assets are compliant with the policies our team applied, and anomalous events identified by our team. 
 
Out of all the assets tracked over 2021, 5% of all assets have at least one policy violation and 2% of all assets have at least  
one high severity violation (e.g., a storage account that’s publicly accessible or a misconfiguration of a workload). When we  
look closer at the policy violations in particular, we found that 80% are medium severity, 17% are low severity, and 3% are  
high severity violations.

Our threat team also observed all anomalous events for insights into the type of tactics and techniques used by threat actors 
and mapped them back to the MITRE ATT&CK framework since the MITRE organization has a specific matrix for cloud service 
providers with the tactics, techniques, and procedures (TTPs) that are applicable to the cloud.

Number of policy violations tracked over all assets
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Figure 3 The number of techniques observed by eSentire’s TRU team based on the correlating attack tactic, mapped back to the MITRE ATT&CK framework.

Figure 2 The number of policy violations tracked by eSentire’s TRU team and severity of the violations observed. 

https://www.esentire.com


7www.esentire.com

Based on the data, here are the most popular tactics and techniques we’ve observed:

 •  Initial Access: Majority of the techniques observed were attempts at using cloud trust policies to gain access  
to accounts.

 •  Persistence: In these attempts, attackers try to insert themselves into an existing role, which would grant access to 
the company’s cloud environment or an application. The goal is to piggyback off existing roles so they can access the 
account easily later.

 •  Privilege escalation: Many organizations may have some misconfigured access or IAM policies that may let an  
attacker escalate privileges for themselves or even grant additional privileges to another account, which they  
can make use of later.

 •  Defense Evasion: Most attempts observed are changes to security groups, so an attacker may be trying to poke a 
hole in a network security group to access your application from a server on the Internet that they control. We have 
also seen attackers turn off all the available logging capabilities to impair your security team.

 •  Credential Access: These are mostly attempts at credential stuffing or executing brute force attacks. However,  
cloud service providers generally block these attempts, especially if they’re conducted through their web consoles, 
but they’re not perfect. We’ve seen organizations who have had their cloud details leaked previously targeted by 
threat actors using those old, leaked details.

 •  Discovery: Most notable techniques observed under this tactic include an adversary successfully gaining access into 
a cloud environment and beginning to discover the various assets or workloads they may have read access to or write 
access to. Typically, once an adversary gains access to the cloud environment, they make an unusual number of API 
calls to get a record of what’s in the environment, and unless the organization has a baseline for user activity, these 
attempts can be hard to detect.

 •  Lateral Movement: Most of the attempts involve an attacker gaining access to a console or to an API with some 
permissions, and then pivoting down onto instances to execute malicious code. This gives them access to the 
endpoint itself, rather than the cloud console.

 •  Collection: Much of what we’ve observed are attempts at gathering data, which involves the use of storage accounts. 
We’ve observed attackers creating new storage accounts or a creating a new directory on an existing account.

 •  Exfiltration: These attempts tie in with Collection techniques as we have observed threat actors beginning to 
exfiltrate the data by storing it into the newly created storage accounts.

 •  Impact: Not many attempts are observed with cloud service providers, but very rarely, we have seen attackers  
create instances to mine cryptocurrency or deleting data depending on what their motivations are.

No matter the tactics or techniques used, it’s unlikely that your organization will be able to stop and contain these threats 
without 24/7 threat detection and response. By enabling 24/7 threat detection and response, your organization can reduce 
the risk of security incidents, gain improved cloud visibility and MITRE coverage, reduce the threat actor dwell time, alleviate 
resource constraints, and improve cyber resiliency.

https://www.esentire.com
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Lack of Experience Strained Resources  Inadequate Cloud Migration Strategy

Unlike on-premises environments, 
cloud services are easy to deploy  
and set up by internal teams. 
So, if your organization has an 
inexperienced employee who 
doesn’t know much about proper 
cloud configuration, they are likely  
to miss key elements that must be 
enabled to maintain security.

Depending on the use of 
the cloud platform, many 
configurations are reliant 
on simple checkboxes that 
can easily be overlooked by 
overworked employees who  
wear multiple hats. Missing 
these critical details can lead 
to unintentionally exposing 
sensitive data to the public.

Often, organizations still using  
on-premises environments don’t 
have the in-house resources with the 
cloud-specific experience necessary 
to properly re-architect their 
environment as part of the cloud 
migration strategy. This means that 
many organizations simply  
“lift and shift” all workloads without 
considering the best migration 
strategy for each workload.

Misconfigurations: The Top Threat to Cloud 
Infrastructure
The biggest threat to your cloud infrastructure continues to be misconfigurations since many organizations fail to use 
proper settings when architecting and deploying services within the cloud platform. According to a Gartner report,  
99% of all cloud breaches will occur due to misconfigurations though 20256. Even the National Security Agency (NSA)  
has declared that misconfigurations are the most prevalent cloud vulnerability organizations are currently facing7 
 
Unfortunately, it is too simple to create, and deploy, workloads in the cloud. While mature organizations can implement 
policies and processes around who can create the workloads, how to deploy them, and ensure they’re monitored 
continuously, smaller organizations may be more lax about these practices. Without a firm process in place, any employee 
with access can create a new workload and make it publicly accessible by accident, exposing the data stored within the 
workload to the public. 
 
In fact, many of the most prominent cloud-related data breaches within the past few years–such as the Capital One data 
breach in 2019–have occurred due to misconfigurations within the cloud environment, rather than vulnerabilities being 
exploited to conduct the breach8. The presence of these misconfigurations has led to an expanded attack surface for 
cybercriminals to access any data stored within the cloud environment and increases the risk of a cyberattack.

So, why do these misconfigurations happen in the first place? Ultimately, there are three primary drivers:

6Outlook for Cloud Security, Gartner 2020, 
7Mitigating Cloud Vulnerabilities, National Security Agency 2020, 
8What We Can Learn from the Capital One Hack, Krebs on Security 2019
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Securing Your Cloud Environment with  
Cloud Security Posture Management (CSPM)
Given how easy it is for misconfigurations to arise, it’s critical for your team to pay close attention to how all the 
components on the backend of the cloud platform are configured. However, proper configuration is only one piece  
of the solution. 
 
The two most important capabilities you need to mitigate the threat of misconfigurations are having real-time monitoring 
and full visibility across your cloud environment. Both capabilities are crucial as they help your team retain more control over 
what’s happening within your cloud infrastructure by combining preventative measures with response capabilities, when 
needed. These capabilities are especially critical when dealing with a multi-cloud environment. 
 
It actively monitors the cloud infrastructure and assesses the configurations in real-time against best practice frameworks 
such as the CIS benchmarks. However, there may be business-specific reasons to deviate from specific line items on the  
CIS benchmark. Therefore, a strong CSPM solution will accomplish two things:

 •  Report any deviation from ‘good’ and notify you when your cloud resources are online and offline, since it’s a critical 
signal of malicious activity.

 •  Assess your cloud infrastructure against the configuration requirements of certain regulatory frameworks,  
such as PCI or HIPAA, to ensure that your cloud assets are configured to maintain regulatory compliance.

Additionally, cloud providers constantly add, or modify existing features within their platforms, so leveraging CSPM allows 
your team to ensure that any new features introduced by the provider will allow you to maintain compliance if you choose  
to utilize them. This removes the reliance for your team to be an expert on configurations, which helps alleviate your  
internal resources.

The foundation to eliminate cloud misconfigurations is rooted in  
enabling cloud security posture management (CSPM). 

9www.esentire.com
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Conclusion
Cloud adoption is here. As every organization moves to a cloud environment, even if it’s in a hybrid approach, the onus  
of protecting the data, assets, and workloads will rest with the organization. Cyber threats against cloud environments  
are very real and adversaries are evolving their TTPs at an extraordinary rate to bypass your cyber defenses. 
 
As a business leader, you do not have the luxury to accelerate your cloud migration without taking the time to plan  
the full migration strategy for each workload or deciding against investing in critical security measures to secure your  
cloud environment. 
 
Although 24/7 threat detection and response is important to detect threats in your cloud environment, reduce threat  
actor dwell time, and improve your cyber resiliency, cloud security posture management (CSPM) is critical to mitigate the 
risk of the biggest threat facing cloud infrastructures–misconfigurations. 
 
It’s far more cost-effective to invest in a cloud security solution that strengthens your overall cybersecurity  
posture and decreases cyber risk than to suffer the consequences of a crippling cyberattack, especially one that  
could have been prevented. 
 
So, as your team begins to plan your cloud migration, follow these four key recommendations to ensure the process is 
seamless and you’re minimizing the risk of misconfigurations:

1 2 3 4

Workload  
Assessment: 

Inventory all workloads 
within your infrastructure. 
Include information 
such as the owner 
of the workload, the 
departments/teams that 
utilize the workload, and 
software/technology used 
to enable the workload.

Migration  
Strategy: 

Determine the  
best migration strategy 
approach for each workload:  
 •    Re-architect  
 •    Re-platform  
 •    Repurchase  
 •    Re-host 
 •    Relocate  
 •    Retain 
 •    Retire

Plan for Shared 
Responsibility: 

For each of the cloud 
models you use – IaaS, 
PaaS, SaaS – plan for 
how you will monitor for 
configuration and threats. 
Do you have the expertise 
internally or will you need 
to outsource parts to a 
partner?

Socialize and  
Gain Buy-in:  

Hold information sessions 
with business units and 
workload owners to 
explain your strategy and 
solicit their feedback. 

https://www.esentire.com


Simplifying Multi-Cloud Security with MDR for Cloud
eSentire’s MDR for Cloud offering provides Cloud Security Posture Management (CSPM) as well as 24/7 Threat Detection  
and Investigation to ensure you have deep visibility into your cloud environment and that it’s protected from cloud-specific 
cyber threats. 
 
eSentire MDR has enhanced visibility and monitoring in place to identify threat actor behaviours, including post-compromise 
activity. With multi-signal attack surface coverage, powered by a strong XDR platform foundation and human expertise to 
identify, contain, and respond to threats bypassing existing defenses 24/7.

How We Help Your Outcomes

THREAT  
DETECTION AND  
INVESTIGATION

•    24/7 threat detection mapped to  
MITRE ATT&CK framework

•   Rapid human-led investigations
•    Purpose-built detections and automated  

disruptions from cloud-native XDR Platform
•    Detection engineering from the eSentire Threat 

Response Unit (TRU)

•    Reduced risk of security incidents in your  
multi-cloud environment

•    Improved cloud visibility and MITRE coverage
•    Reduced threat actor dwell time
•    Alleviate resource constraints
•    Reduced reliance on legacy security tools
•    Improved cyber resiliency

 
CLOUD SECURITY 
POSTURE 
MANAGEMENT

•    24/7 deep visibility and cloud control
•    Security rules and best practices governing  

and controlling your multi-cloud environment
•    Detect, investigate and remediate critical  

misconfigurations, security vulnerabilities,  
policy violations and Indicators of Compromise

•    Maximize ROI on multi-cloud environments
•    Enforcement of critical security rules
•    Cloud security program that scales
•    Reduced cloud knowledge gaps
•    Improved time to value in managing risks at the  

administration level of your multi-cloud environment

If you’re experiencing a security incident or breach contact us             1-866-579-2200

eSentire is the Authority in Managed Detection and Response, protecting the critical data and applications of 1000+ organizations in 70+ countries from 
known and unknown cyber threats. Founded in 2001, the company’s mission is to hunt, investigate and stop cyber threats before they become 
business disrupting events. Combining cutting-edge machine learning XDR technology, 24/7 Threat Hunting, and proven security operations 
leadership, eSentire mitigates business risk, and enables security at scale. The Team eSentire difference means enterprises are protected by 
the best in the  business with a named Cyber Risk Advisor, 24/7 access to SOC Cyber Analysts & Elite Threat Hunters, and industry-leading threat 
intelligence research from eSentire’s Threat Response Unit (TRU). eSentire provides Managed Risk, Managed Detection and Response and Incident  
Response services. For more information, visit www.esentire.com and follow @eSentire.

Contact Us

Ready to get started? 
To learn how eSentire Multi-Signal MDR stops threats before they impact  

your business, connect with a security specialist below.

https://www.esentire.com/get-started

