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About this paper

Executive summary
The sophistication and severity of ransomware attacks have emerged as a top threat to the
financial resilience and operational continuity of businesses across all sectors. Managing
a data breach or ransom denial of service demands that legal counsel, law enforcement,
insurance, and data forensics all bring their perspective to the coordinated effort to recover.
Unfortunately, most companies are woefully unprepared to deal with a cyber incident, and
rob themselves of valuable resources available from law enforcement because of perceived
risks of public exposure, potential liability, or knock on their door by regulators. This paper
explores how to engage law enforcement and other services to mitigate damages and
return to operations in a fraction of the time.
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The growing risk of ransomware
Sophisticated ransomware attacks have emerged as a top threat to the financial resilience
and operational continuity of businesses across all sectors. The H1 2020 Cyber Insurance
Claims report highlighted that nearly half of reported incidents and claims payouts stem
from ransomware attacks, and tend to be 2.5x more severe than other forms of attack.1
The attacks themselves combine persistent hands-on-keyboard (continuous adversary
control) and living-off-the-land (using your own applications, security controls and remote
access tools) tactics,2 to create multiple intrusions with an eye on significant operational
disruption as a motivation to pay ransoms.3 The cyber economy now offers ransomwareas-a-service, through revenue sharing models,4 and even boast affiliations with recognized
cybergangs to increase the legitimacy and severity of the attack.5
These ransomware campaigns generally involve phishing schemes to harvest employee
credentials as an initial entry into your environment. All too many organizations labor on the
misconception that these emails are self-evidently fake and easy to avoid taking the bate.
The reality is that adversaries socially engineer their targets, and use clever techniques to
infiltrate your business, posing as an insider.
In a recent case, criminals posed as a law student to befriend several attorneys and judges
under the pretenses of a mentorship. After several weeks, the criminal sent a link to a
weaponized version of a law school academic feedback form.6 The result was a massive
intrusion, leading to a virulent ransomware attack.
Organizations must assume that they will succumb to a sophisticated ransomware attack,
and prepare as part of the firm’s incident response and business continuity planning. Like
most emergency events, the first 24 hours is critical to the outcome of the patient. Rapid
response can prevent operational disruption, and recover lost or stolen funds. Part of a
comprehensive response relies on engaging law enforcement, making an insurance claim
to mitigate or recover funds, and understanding the firm’s legal and regulatory obligations.
Too many companies spend the first 24 hours trying to assemble a response team and lose
valuable time working the ransomware problem.

https://www.coalitioninc.com/blog/coalition-releases-new-2020-cyber-insurance-claims-report

1
2
3
4
5
6

https://www.esentire.com/resources/library/threat-intel-insights-are-cybercriminals-using-microsoft-office-365-against-you
https://www.esentire.com/resources/library/defending-against-modern-ransomware-lessons-from-the-sunwalker-incident
https://www.crowdstrike.com/resources/reports/2020-crowdstrike-global-threat-report/

https://www.carbonblack.com/resources/global-threat-report-extended-enterprise-under-attack/
https://www.esentire.com/resources/library/2020-threat-intelligence-spotlight-legal-industry
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Incident Response
Successfully navigating a significant cyber incident is more about preparation than
response. Planning and practice is essential.7 It’s important to understand your legal
obligations, including regulatory and client notification. In the case of a massive ransomware
attack, it’s imperative that you engage law enforcement and your insurer before making
a payment. In many cases, law enforcement can provide indicators of compromise, has
decryption keys for known malware, and insurers can help navigate the pitfalls of payment.
Your response forms a defensible position that can mitigate or reduce future liability in
the form of regulatory fines, penalties or settlements, or any civil lawsuits resulting from
a breach. It demonstrates your commitment to privacy and security by design, and your
willingness to cooperate with regulators and your customers.
Never underestimate the emotional impact of a significant cyber incident. Incomplete facts
and time pressure decisions make good and thoughtful decision making challenging. Stress
responses and ill considered decisions can prevail in the crucible of ransomware situations.
Planning and testing helps reduce untested reactions, promotes response team cohesion,
and provides a more effective path to containment and recovery.

Planning and simulations
The incident response plan should not be a long and detailed document planning out a
step by step response to expected risks. Instead it should be a streamlined document
that sets up responsibilities and communications plans. Many times you actually face an
unanticipated situation where careful planning becomes moot. A good response plan should
cover tested methodologies, equipment and internal team members, and external parties
required to respond to a cyber incident. This should include internal and external notification
triggers, communication tools and templates, internal metrics for measuring performance,
and notification triggers for involving outside parties including partners and vendors, crisis
communications firms, regulators and law enforcement.
At least annually, you should run one simulation to determine the effectiveness of the
program and identify gaps. It is critically important that the c-suite participate to make the
exercise effective. They are the ultimate decision makers and need to practice the situations
they may face and more importantly how communication to key stakeholders will work.

https://www.coalitioninc.com/blog/coalition-releases-new-2020-cyber-insurance-claims-report
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Defining roles and responsibilities
The incident response plan should cover the following groups:
• Leadership: The leadership team should establish policy, budget and staffing. The
leadership team should be made up of representatives of each necessary “division”
within the company. The leadership team will ensure the proper start to the incident
response plan, contacting insurance (see below “involve your cyber insurance
carrier”,should provide final approval on key events such as internal, external
and public notifications; intentional system outages; and engagement with law
enforcement and regulators.
• Legal representation: Legal experts should review the plan and ensure it meets all
requirements. When triggered, legal representation should provide guidance on legal
requirements, contractually engage with security vendors such as incident responders
and crisis communications, and engage with law enforcement.
• Public relations: The public relations team should provide templates for anticipated
events, provide crisis communications training for spokespersons, and liaise with
media outlets.
• Human resources: HR representatives should work with employees suspected
of causing or contributing to an incident, and provide guidance or disciplinary
proceedings.
• Technical response: The technical team is responsible for communicating the status
and impact of the incident to the leadership team, identification and containment of
the incident, collection of forensics, and make recommendations for remediation.
Team documentation should include full contact information and secondary employees to
fill roles when their primary is not available.

Identification, containment and remediation
Rapid identification and containment is critical to reducing the impact of the incident. This
generally involves an alert from a cybersecurity system, logged events such as rapid-fire
failed log-in attempts, notification from a security vendor, or notification from an outside
party such as a cybercriminal or law enforcement agency. Identification should trigger an
immediate response to start the incident response plan. Given that cyber insurance policies
provide coverages from the point of identification (including containment, remediation,
forensics, etc.), company’s should ensure to notify their carriers immediately.
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Containment involves securing vulnerable access points exploited, and ensuring that
outside actors cannot regain access through the same vector. For more information, seek
expert advice. This is normally measured in Mean-time to Response (MTTr).
Remediation involves restoring all affected users, data and systems to normal operations.
This is normally measured as Mean-time to Restore or Remediation (MTTR). For more
information, seek expert advice.
In some cases, firms opt to contract an incident response firm that will engage as soon as
an incident is detected. For more information, seek expert advice.8

Forensics evidence and root cause analysis
As part of the investigation, it is imperative that all forensics data, logs, etc. are retained for
further examination, including in some cases by regulatory authorities or law enforcement
agencies. Root cause analysis should consider all factors that led to the event or incident,
along with recommendations to prevent the same or related incident from occurring in
the future.
When collecting information, it is critical to collect all available forensic information and
document how it was collected and preserved. Any transfer of information should be
documented to preserve the chain of custody which can be critical in further legal dealings:
• Data identification: location, serial and model numbers, host name and media access
control (MAC) address, IP address and other information
• Name, title and contact information for individuals who collected or handled
evidence during the investigation
• Time and date (including time zone) of each occurrence of evidence handling
• Locations (virtual and physical) where the evidence is stored

Reporting and communicating incidents
Reporting covers incident notification to affected parties, alerts or notifications to legal
authorities and regulators, and internal parties who play a role in incident response. Internal
parties include the team members.

For more information about incident response, including how to choose an IR partner,
see https://www.esentire.com/resources/library/getting-started-with-incident-response
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Internal communication
Internal communication includes communications between the incident response team,
and the broader employee base.
Internal communication strategies should include out-of-band channels of communication
(email, text and voice) with a back-up system that assumes primary channels are
compromised (for example, the email service is not available or is under the control of an
outside party).
Internal communications will likely be discoverable in future legal actions. It is imperative
to document all details including employee names and titles, technical details, and clear
decisions made.

Communication to affected parties
Communication to clients, partners, vendors, etc. are generally required in the event of a
data breach. Seek legal advice on the structure and content of this information. Often, your
insurer will provide guidance when providing information to affected parties. Always adhere
to state and industry regulations and data breach notification and local privacy laws.

Notification to regulators
In the event of regulatory policy violation or periodic attestation, it is important to provide
complete details including all details of the incident, a functional impact assessment, and
impact of data exposure and potential risks, and recovery from the incident. Seek legal
advice on the structure and content of this information.

Lessons learned
Continuous improvement is a core element of any cybersecurity program. A post-event or
after-action analysis is imperative to capture lessons learned and make recommendations to
improve the incident response program. Lessons learned should occur in a non-judgmental
environment where each participant can provide feedback with risk of reproach.
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The lessons learned session and documentation should cover:
•
•
•
•
•
•
•

Details of the event or incident with a timeline
Review of staff performance
Review of procedures (were they followed? Are they sufficient?)
Review any information or resources were needed and not available
Review alternative actions (what you would do differently)
Review information sharing
Review corrective actions and recommendations

For more information:
• Department of Financial Services NYCRR500 section 16: Incident Response Plan9
• NIST 800.61 Computer Security Incident Handling Guide10
• NIST 800-86 Guide to Forensic Techniques into Incident Response11

9

https://www.dfs.ny.gov/industry_guidance/cyber_faqs
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-86.pdf
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Engage with law enforcement
In a ransomware attack, time is the most precious commodity. Engaging law enforcement
early can mitigate operational shutdown, recover funds, and avoid regulatory and legal
penalties that result from a data breach. Yet, most firms don’t know how to engage with law
enforcement, or avoid notifying the police for fear of negative regulatory repercussions,
admission of guilt or failure with future liability resulting from future breach litigation, or even
criminal punishment.

Attribution and disruption, not punishment

In contrast, law enforcement agencies are not in the business of punishing victims of
ransomware attacks. These agencies focus on determining attribution and containing or
disrupting the attack to minimize impact. Law enforcement has considerable experience
with attribution, and are familiar with infamous criminal organizations and actors.
In many cases, can recover stolen money or funds paid in ransom schemes. They also possess
the decryption keys for common ransomware variants that accelerate recovery operations.
Agencies can quickly recognize indicators of compromise (IoCs), the signature tell-tale
signs that help identify adversaries, and are well acquainted with common points of entry,
signs of lateral movement in your organization, and identify variants of malware and activity
indicative of data exfiltration. All of these factors are critical to assessing the severity of the
attack, reputation of the criminals, and most effective ways to restore operations.
Law enforcement agencies do not provide mitigation or remediation services typical of
incident response (IR) firms. You are on your own to restore operations and increase controls
to prevent repeat events.
One of the greatest misconceptions about engaging law enforcement, is that the agency
will make the breach known through public announcements, or report your business to
regulators, state authorities, or privacy oversight agencies. On the contrary, engaging with
law enforcement can mitigate penalties with regulators and demonstrates your intention to
cooperate with authorities.
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Remember that law enforcement is tasked with attribution and disruption of criminal
activities. Their focus is to access IoCs and correlate with historical cases to determine
threat actors, apprehend suspects and generally frustrate criminal groups activities. They
are here to help, not punish the victims of cybercrime.

Sharing forensics evidence

As should be expected, system logs form the basis of any investigation. This includes
firewall and SIEM logs; active directory, DNS, remote access systems, cloud access, endpoint
telemetry (registry and file modification), and web services form the basis of the investigation.
In some cases, agents will request access to live (or virtual) forensics imaging and likely copies
of detected malware, email traffic and communications with criminal elements.
Your IR firm will also work directly with law enforcement during the investigation. The formal
IR report is no longer useful given the development time.
The agents and officers will also request details about any missing funds, funds
transferred under false pretenses, or even paid ransom or extortion fees. In these cases,
communications, and wire transfer information is critical.

Time is critical

Quick engagement with law enforcement increases the likelihood of funds recovery, or can
reduce operational downtime, and the costs associated with forensics investigation and
incident recovery. Firms should call law enforcement within 24 hours, but no more than 72
hours of the detection of an event.

Establish a relationship ahead of time

Don’t wait until you experience a cyber attack before contacting law enforcement. We all
know to dial 9-1-1 in an emergency, but are you as familiar with which agencies to contact
or local officers? The United States Secret Service (www.secretservice.gov/investigation/
cyber) has over 40 task forces across the country. Establish a relationship before your
business is in crisis. Most law enforcement agencies are happy to provide cybersecurity
awareness training and participate in incident response practice sessions. The US Secret
Service recently posted seven related documents on law enforcement engagement and
cooperation.12

12

https://www.secretservice.gov/investigation/Preparing-for-a-Cyber-Incident
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Consider your obligations
Most executives understand their fiduciary responsibilities, or are directed by compliance
and financial officers that provide corporate guardrails. Board members and C-suite
executives should seek cybersecurity expertise to establish the following obligations.

Fiduciary risk
Understand your obligations of duty of care and confidentiality in terms of cybersecurity
events and public data breaches. This can include a cost analysis of losses associated with
lost business, operational disruption, revenue losses, settlements and fines.

Contractural obligations
Understand the obligations based on the industry in which your business operates, related
regulatory compliance requirements, state or local regulations relating to data protection,
requirements determined by your role in a larger supply chain (specifically to government or
defense) and obligations to clients that are specific to contractual requirements.

Privacy obligation
The collection of specific information from citizens of global regions (such as the European
Union), or residents of certain US states brings obligations as a data controller or processor.

US State-level
California leads the charge with passing the California Consumer Privacy Act which became
effective January 1, 2020. It affords individuals a private right of action in the event of a
data breach where the information was not encrypted or redacted. In the November 2020
election, California residents passed the California Privacy Rights and Enforcement Act
(CPRA) which became effective January 1, 2023.
In March 2021, Virginia became the second state to sign a privacy law. Called the Virginia
Consumer Data Protection Act (VCDPA) it becomes effective January 1, 2023 and requires
companies to establish, implement, and maintain reasonable data security practices that
are appropriate to the type of data collected.
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Following California’s lead, multiple states are introducing privacy legislation designed to
protect consumers:
•
•
•
•
•
•
•
•
•
•
•
•

Florida Senate (Senate Bill 1670) and House of Representatives (House Bill 963)
Hawaii Consumer Privacy Protection Act SB 418
Illinois Personal Information Protection Act. (815 ILCS 530/)
Maryland Online Consumer Protection Act SB 613
Massachusetts Data Privacy Law S-120
Nebraska Consumer Data Privacy Act
Nevada Privacy of Information Collected on the Internet from Consumers Act
(NPICICA)
New Mexico Consumer Information Privacy Act (Senate Bill 176)
New York Privacy Act (NYPA) S5642 and Notification of a security breach: SHIELD Act
Senate bill S5575B
The North Dakota Bill HB 1485
Texas Consumer Privacy Act (TXCPA)
Washington Privacy Act (Senate Bill 6281)

European GDPR
In the European Union, the General Data Protection Regulation (GDPR) was established
before the Facebook scandal became known. It was implemented in response to many other
violations of trust and data collection – both intentional and accidental – as more and more
companies collect citizens digitized personal information. The GDPR lays out stringent
guidelines for what types of data organizations can collect and what they are allowed to do
with it, complete with hefty fines for noncompliance. U.S. companies conducting business in
the EU or holding data on EU citizens are subject to GDPR.

Canada PIPEDA
On November 1, 2018, the Canadian Breach of Security Safeguards Regulations1 of the
Personal Information Protection and Electronic Documents Act (PIPEDA) came into force,
mandating notification requirements triggered by the discovery of significant data breach.
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Classify data and identify privileged information

Identifying and classifying data is critical to your cybersecurity program; doing so forms the
foundation of understanding your obligations and measuring risk in terms of the cost of the
record in a breach, of resulting clean-up expenses or even of regulatory fines.
Once identified, this classification should be used to control access to the data, and to
determine specific controls (e.g., storage, transfer and destruction) that might be required
under specific regulations:

Protected data
Protected data includes specific information that is governed by a specific agency or set of
rules. Examples include personally identifiable information (PII) in terms of financial records
and contact information, PCI credit card information, banking transaction and accounting
information. It also includes healthcare records (under HIPAA), or medical testing and
certification records.
Access to protected data should be restricted to those employees who require this
information to complete their tasks. Protected data should be protected through least
privilege and controlled as required by any specific governing regulations.

Confidential
This includes employee records not governed by PII (e.g., performance management),
contracts and agreements. Confidential information should be protected through least
privilege but does not require specific controls under governing regulations.

Sensitive
This category includes business data such as intellectual property, manufacturing
processes, formulas, investment strategies, mergers and acquisitions records, etc. This
is information that is not controlled by governing regulations but is highly confidential and
potentially damaging to the business if this data was exposed or stolen.
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Reporting and communicating incidents

This is the most critical reporting and should be based on pre-approved risk criteria. These
events represent an incident with data exposure or expose a significant vulnerability that
represents material risk to the organization. These events should follow the incident
response plan with the appropriate contributors engaged at specific gates through the
identification, containment and response stages.
Incident reporting should include:
• The nature of the event with timelines and forensic details
• Risk impact: potential threats and mitigation strategies
• Business Impact: downtime, affected clients, lost revenue, one-time financial loss etc.

Internal communication
Internal communication includes communications between the incident response team, and
the broader employee base.
Internal communication strategies should cover available channels of communication (email,
text and voice) with a back-up system that assumes primary channels are compromised (for
example, the email service is not available or is under the control of an outside party).
Internal communications will likely be discoverable in future legal actions. It is imperative
to document all details including employee names and titles, technical details, and clear
decisions made.

Communication to affected parties
Communication to clients, partners, vendors, etc. are generally required in the event of a
data breach. Seek legal advice on the structure and content of this information. Often, your
insurer will provide guidance when providing information to affected parties. Always adhere
to state and industry regulations and data breach notification and local privacy laws.

Notification to regulators
In the event of regulatory policy violation or periodic attestation, it is important to provide
complete details including all details of the incident, a functional impact assessment, and
impact of data exposure and potential risks, and recovery from the incident. Seek legal
advice on the structure and content of this information.
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Involve your cyber insurance carrier
Cyber insurance provides more than funds to cover the expenses associated with cyber
incidents. As time is critical during a cyber event, it is in your best interest that you engage
your insurer, immediately. As noted above, notification should be a part of your incident
response plan. Along with providing your company with cyber coverage, your insurer chairs
an ecosystem of experts including legal counsel, incident response firms, forensics experts,
entities to assist with notification and crisis communications professionals. Working with
you and these various firms, your insurance company will act as a quarterback lining up
providers, making the road out of the cyber event that much smoother.

Recovering lost funds

As noted above, an insurance company can assist you smoothing the road during a cyber
event. However, your insurance company can also proactively work with you to reverse the
impact of a cyber event. An example of this occurs with recovering lost funds. By notifying
your insurer within 72 hours of a fraudulent transfer, your insurer can often recover funds
stolen. As time is critical, your incident response plan should include scenarios based on
fraudulent funds transfers (FTF) and triggers for insurance notification.

Paying ransoms

In some cases, firms face the prospect of paying extortion/ransoms to recover encrypted
data and restore operations. Your insurer is well versed in both the financial mechanics of
negotiating ransoms and transferring funds, and avoiding legal pitfalls.
In this case, you should ensure that extra benefits are within the policy. This includes simple
action items like making sure that the policy is a pay on behalf policy. This means that the
carrier will pay the ransom for the insured. While this might seem obvious, many policies only
reimburse the insured. That leaves the insured scrambling to pay $400,000, $1,000,000,
$2,000,000 to a bad actor. Not many companies have that money sitting around to spare.
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Considering OFAC sanctions

In late 2020, the U.S. Treasury issued an alert indicating that firms like yours and other
cybersecurity companies will have to register as a money business, and therefore are
obligated to report suspicious financial activity, such as ransom payments. Moreover, the
Treasury warns that companies that transfer funds to organizations on the Office of Foreign
Asset Control (OFAC) Sanctions lists could be penalized or prosecuted under specific acts.13
While the recent advisories do not lay out all of the rules regarding making a ransom
payment, the advisory does lay out three simple guidelines that must be followed before a
payment is made:
Step 1: Determine if the payee is on an OFAC sanctions list. OFAC does not specifically ban
the payment of ransoms; rather, OFAC blocks specific individuals and entities from receiving
payments from US entities. This is to ensure that you are not inadvertently funding enemies
of the state and terrorist organizations.
Step 2: Seek approval before paying a recipient on the OFAC sanctions list. If you discover
that the recipient is a sanctioned person or entity, the advisory makes clear that you MUST
follow the rules and seek approval before making payment. Failure to do so may result in
substantial fines and penalties.
Step 3: Engage law enforcement. OFAC stresses the importance of working with law
enforcement. You are required to complete a report with the Internet Crime Complaint
Center (IC3).14 Reporting the attack to law enforcement can help mitigate any later penalties
as a result of payment.
This is another area where your insurance carrier and the vendors retained will remove the
burden from your leadership team and advise regarding making payment in compliance
with OFAC.

Coverage

Cyber insurance can cover losses associated with financial loss, operational disruptions,
impact to your client base and reputational damage.

13
14

https://home.treasury.gov/system/files/126/ofac_ransomware_advisory_10012020_1.pdf

https://www.ic3.gov/
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Financial losses
Cyber incidents can lead to financial losses in a number of ways, including:
• Stolen funds from fraudulent invoices or wire transfer payments (in some cases, the
insurer can help recover funds)
• Lost business income resulting from an outage

• Breach response costs including legal, incident response, forensics, notification and
public communications expenses
• Extortion payments including ransoms paid to recover encrypted files

• Equipment loss including the costs of replacing or remediating affected computer
systems

Extended losses
In some cases, your insurer will cover costs associated with property and bodily injury
damages resulting from industrial control attacks, or even pollution damage.

Reputational losses
In some cases, your insurer will cover lost revenue resulting from negative press and even
pay for public relations work to repair your reputation.
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Getting started
1. Connect with law enforcement: including local municipal and state police, FBI and US
Secret service. Federal authorities have specific task forces and local representation.
2. Consult with your cyber insurer: understand your policy, minimum standards, what’s
covered, and rules of engagement.
3. Identify and inventory privileged data: Know what data you have under management,
map its flow through your internal and vendor systems, and document your privacy,
industry, regulatory and customer obligations.
4. Build your incident response plan: including team roles and responsibilities, contact
information, top 10 incident scenarios, triggers and notification strategies.
5. Conduct incident response scenarios: Gather your team and test specific scenarios.
Ensure you include executives, owners or managing partners.
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