
Getting Started with  
Incident Response
Ensuring your organization can detect, respond to and  
recover from incidents when the clock is ticking.



3 EXECUTIVE SUMMARY

4 INTRODUCTION TO INCIDENT RESPONSE

5 PREVENTION, POLICIES, PLANS AND PROCEDURES 

5  Prevention: Readying the defenses

6  Policy Elements 

6  Plan Elements

7  Procedure Elements 

8 SELECTING AN INCIDENT RESPONSE PROVIDER: QUESTIONS TO ASK

8  What IR services does our organization need?

8  What are the IR provider's qualifications?

8  Does the IR provider understand our organization?

9  How will we work together with the IR provider?

9  What related services does the IR provider offer?

11 FIVE COMMON MISTAKES THAT HAMPER INCIDENT RESPONSE

11  Moving too slowly

12  Not knowing your regulatory and contractual obligations

12  Mishandling evidence

13 CONCLUSIONS AND RECOMMENDATIONS

14 REFERENCES

Table of Contents



3Getting Started with Incident Response

Executive Summary

Incidents—whether attacks or accidents—can compromise personal and business data, severely impact 

operations and create legal consequences. So, it’s imperative to respond quickly and effectively when they 

occur. This capacity to respond—and ultimately to recover and to limit long-term damage—depends on what  

an organization does before and during an incident.

Incident Response (IR), therefore, is a crucial component of corporate governance and every business. 

Regardless of size or sector, organizations should make informed decisions about how to implement an IR 

capability. However, for many organizations, IR is an unfamiliar subject that too often is either conflated with 

cybersecurity or overlooked entirely.

Like the related domain of Managed Detection and Response (MDR), IR is very specialized. Because timing 

is crucial to containment, investigation and recovery, it is essential that companies either have a mature IR 

capability internally or have an IR partner on retainer. For all but the largest enterprises, developing an IR 

capability and executing effective response both require working with external domain experts.

An effective IR function depends upon having cybersecurity tools in place proactively. These tools provide the 

response team, which includes members of the company and the IR partner, with the capabilities needed to 

contain and investigate incidents and to restore information and systems.

Just as important to a successful response is having well-defined IR processes, which clarify roles and provide 

clear instructions for personnel throughout the organization while also ensuring notification requirements 

(whether contractual or regulatory) are followed.

Choosing an IR consultant or provider isn’t easy and is a decision that can have tremendous consequences for 

a business. The right external specialist will be able to assist your organization with assessing your needs and 

defining the Incident Response policy, plan and procedures, all of which are crucial to ensuring that Incident 

Response is performed effectively, efficiently and consistently.

Rather than costs to be borne, IR should be instead considered as a cost-effective investment in the business 

that reduces operational expenses relating to relatively minor incidents and dramatically lowers exposure and 

risk associated with the most severe incidents.
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Introduction to Incident Response 

In cybersecurity, an “incident” could be as simple as a laptop being lost or a violation of security policies. Or it 

can be as complex as an advanced persistent threat in which an attacker conducts prolonged cyberespionage 

or extracts personally identifiable information before suddenly encrypting critical systems.

While cybersecurity focuses on protecting computing systems (including hardware, software and data) from 

cyberattacks and MDR monitors threats and intervenes, IR focuses on understanding and investigating  

incidents, limiting their effects, assisting with recovery efforts and ensuring the organization is better  

prepared for the future.

In practice, there is some overlap between the response services offered by MDR and IR providers (Figure 1):

There are many reasons why reliable response capabilities are important for all organizations, including small and 

medium enterprises (SMEs) that likely lack the resources to have effective IR capabilities in-house. For instance:

 •  MDR capabilities empower organizations to respond to incidents systematically, ensuring that incidents are 

handled consistently and that all appropriate actions are taken

 •  MDR helps organizations to minimize loss or theft of information, to contain security incidents to limit 

disruption and damage, to identify gaps in defenses and to recover from incidents as effectively and  

as quickly as possible

 •  IR helps organizations recover from potentially business-altering incidents

 •  Many regulatory jurisdictions and fields (healthcare, for example) impose requirements relating to managing 

incidents and notifying third parties

To help organizations make informed decisions about IR, this document provides an overview of Incident 

Response policies, plans and procedures; examines questions to ask potential third-party IR providers and 

outlines common pitfalls that can derail IR efforts.

Managed  
Detection  

and Response  
(MDR)

Incident  
Response  

(IR)

Figure 1—Both MDR and IR are vital parts of your organization’s overall response  
capability, ensuring you can detect, respond to and recover from incidents.

 •  Typically, MDR includes remote Incident  

Response support, including containment and 

investigative capabilities, in addition to a range  

of cybersecurity services

 •  IR, on the other hand, can provide on-site 

response and extends into very specific  

areas including compliance reporting, legal  

assistance (e.g., expert witness testimony)  

and recovery efforts
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Prevention, policies, plans and procedures

Organizing an effective Incident Response capability 

requires making major decisions and carefully 

executing a large collection of actions. A good place 

to start is to define the term “incident,” so that all 

internal and external parties have a clear and shared 

understanding of the term’s meaning and scope.

Next, your organization should decide what services 

are needed to respond to an incident, which team 

structures are most appropriate and where necessary 

expertise can be found and secured, potentially  

including external parties.

The right external specialist will be able to assist your 

organization with assessing your needs and defining the Incident Response policy, plan and procedures,  

all of which are crucial to ensuring that IR is performed effectively, efficiently and consistently.

Of course, IR is an activity in which you never want to engage. With appropriate measures in place, you  

may seldom have to, and that’s where prevention comes into play.

Prevention: Readying the defenses

Every organization has different exposure to risk, but patterns emerge across organizations and industries.1 

For instance, eSentire’s research indicates that once an organization has six or more locations, it is a near 

certainty that it will experience a security incident in any given year. When more systems are connected 

and more systems are exposed, it becomes more difficult to introduce and enforce secure habits within the 

distributed employee base.

With these factors in mind, organizations should adopt restrictive policies governing which systems are externally 

exposed. If a system does not need to be accessible externally, do not give it exposure.

Organizations should also adhere to strict patching guidelines to keep systems up to date and to remove specific 

vulnerabilities before exploits can take advantage. While IT organizations can, and often do, fall behind, patching 

remains an important element of a multilayer, defense-in-depth security strategy.

Nevertheless, patching is incomplete and remains a race against time. Any delay between the development of 

an exploit and the release and subsequent application of a patch creates a window of opportunity for attack.

Additionally, organizations need to first and foremost have endpoint and network protection solutions in place to 

help address the gap of visibility in the IT estate. Having incomplete visibility into assets is a scenario common for 

many organizations and is a contributor to increased risk by inadvertently causing devices to be out-of-scope for 

endpoint protection and to fall behind on patching.

What does “incident” mean to you?

“Incident” can have many meanings. To make sure 

everyone is on the same page, work with your IR 

provider to define the term, so both parties know when 

to apply it and invoke Incident Response actions.

For instance, an incident may be as simple as a laptop 

being misplaced, lost or stolen, or as complex as a 

targeted long-term campaign of cyberespionage 

exfiltrating data from sites distributed around the world.
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Modern endpoint and network protection 

Faced with polymorphic malware, managed attack campaigns, fileless attacks, unavoidable windows of vulnerability 

and the ever-present human element, endpoint and network protection provide vital layers of defense. 

And, modern platforms utilize a cloud-native architecture, which shifts management and some of the analysis 

and detection workload to the cloud.2 Backed by dedicated security experts who continuously refine and harden 

policies to account for each organization’s unique threat landscape, these solutions provide crucial defense 

against threats that can readily bypass traditional antivirus solutions and take advantage of vulnerabilities.

Importantly, modern endpoint and network protection solutions also provide unfiltered telemetry to power 

effective research and response, delivering vital intelligence which can assist with IR efforts.

Policy elements

While the policy governing Incident Response should be customized to your organization, NIST 800-61 suggests 

a number of key elements, including:3

 • Statement of management commitment to ensure IR capabilities 

 • Purpose and objectives of the IR policy 

 • Scope of the IR policy (to whom and what it applies and under what circumstances) 

 • Definition of computer security incidents, related terms (for example, breach) and severity ratings 

 • Organizational structure, definition of roles, responsibilities, levels of authority and contact forms 

 • Measures to assess response performance for iterative improvement

It is absolutely crucial that your organization have a defined team (including a team captain and a backup), 

carefully consider legal and compliance matters, involve corporate communications and secure senior 

management buy-in or, better, outright leadership on the importance of a response capability.

Plan elements

NIST 800-61 recommends organizations have “a formal, focused, and coordinated approach to responding to 

incidents, including an Incident Response plan that provides the road map for implementing the Incident Response 

capability.” Essentially, the plan begins to implement concretely the IR policy. This plan should be tailored to 

your unique requirements and it should specify the necessary resources and management support (a recurring, 

important theme in IR). NIST 800-61 recommends that the plan be reviewed at least annually and include:

 • Mission, strategies and goals 

 • Senior management approval 

 • Organizational approach to IR 

 • How the team will communicate with the rest of the organization and with other organizations 

 • Metrics for measuring IR capability and its effectiveness 

 • Road map for maturing IR capability 

 • How the program fits into the overall organization

Prevention, policies, plans and procedures (cont.)
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Procedure elements

Procedures define the specific technical processes, techniques, checklists and forms used by the IR team,  

and they should be based on the IR policy and plan.

For many small and medium businesses, internal procedures may be quite limited, potentially covering only 

what is needed to attempt to contain an incident, to assign an initial severity and to determine whether or not 

a specialist Incident Response organization should be contacted. In contrast, the IR provider should have a 

comprehensive set of procedures. The right IR provider can help your organization determine appropriate  

in-house procedures to cover the period between suspecting or becoming aware of an incident and  

engaging the IR organization.

Prevention, policies, plans and procedures (cont.)
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Selecting an Incident Response provider: 
Questions to ask

Most large, sophisticated enterprises, lack the specialized expertise required to appropriately manage IR.  

For that reason, most organizations turn to third-party IR providers.

Choosing an IR provider isn’t easy, and it’s a decision you want to get right. With that goal in mind, here are some 

questions that can help you evaluate potential providers.

What IR services does our organization need?

Like many decisions, choosing the right IR provider for your organization begins with understanding your 

own needs. Of course, even this internal assessment can be challenging because it still requires substantial 

knowledge of IR. Thankfully, a consultative IR provider can help you identify functional gaps and make you aware 

of needs that you otherwise may have overlooked.

What are the IR provider’s qualifications?

When looking for an IR provider, be sure to ask about specific qualifications and experience.

Incident Response is a specialized field with countless domain certifications relating to information security, 

forensics, incident handling, intrusion investigation, etc. Broad cybersecurity is more general. This distinction is 

akin to the difference between a neurosurgeon and a general practitioner: both are important and both have 

qualifications, but you would approach each for different reasons. Potential IR providers should be ready and 

willing to provide you with a list of certifications.4

Next, go beyond qualifications and ask about practical matters and experience. How many IR cases has the 

provider handled? What references can they provide? Where are their team members based?

Does the IR provider understand our organization?

It’s important that your IR provider understands your organization; that way, you can jointly develop effective 

plans, agree upon division of responsibilities and, most importantly, assist each other during an incident.  

The IR provider should act as an extension to your threat detection and Incident Response teams, who have  

full understanding of the environment and can readily assist in the event of an incident.

To that end, your potential IR providers should be very curious about how your organization operates, what tools 

you use, your risk profile, your understanding of security policies and procedures and your incident readiness 

program. Moreover, IR providers should be willing to establish solid relationships with the senior leadership and 

security teams throughout the organization.

Additionally, you should ask potential IR providers if they have worked with other clients in your industry or field, 

if they are well-versed in the regulations governing your organization’s activities and operating geographies, if 

they are familiar with the tools and technologies you employ and other questions to determine the degree to 

which they truly understand your organization and your operational context.



9Getting Started with Incident Response

How will we work together with the IR provider?

From knowing when to contact your IR provider to understanding the operational details of Incident Response,  

it’s important that both parties understand the working relationship.

In reality, this question can only be answered by speaking with each potential IR provider and then by working with 

your chosen provider to precisely define your policies, plans and procedures. Because timely communication is 

critical during an incident, be sure to designate within your organization a point of contact and at least one backup.

What related services does the IR provider offer?

There are many proactive and reactive services related to IR that go beyond those activities directly involved in 

the literal Incident Response, and there is considerable benefit to finding partners who can offer such services. 

For example, doing so reduces the number of third parties involved, avoids complications relating to information 

sharing and maintains expediency.

Between your MDR and IR providers, you should inquire about:

 • Insider threat assessment and program development 

 • Cybersecurity framework assessment and program development 

 • Data privacy/compliance assessment 

 • Cloud cybersecurity assessment 

 • Forensic and logging readiness 

 • Signature/rule development for proactive threat detection 

 •  Detection engineering to increase the chances of detecting adversaries within your network (e.g., through 
recommendations of host and network-based security)

 •  Penetration testing, which pits your defenses against a human adversary emulating the actions and 
techniques used by advanced threat actors

 •  Threat intelligence, incorporating first-hand knowledge and third-party information to proactively inform  
you about the ever-changing threat landscape

Additionally, within the IR domain you may wish to explore the additional services outlined below.

Compromise discovery assessments

A compromise discovery assessment takes a holistic look at your environment, augmenting and verifying your 

security team’s capabilities. The provider will collect and analyze data from a range of sources, including external 

threat intelligence sources, your endpoints and your network traffic. The provider will assess the data using the 

same analysis techniques, tools and technologies employed during IR engagements.

The resulting insights improve your organization’s ability to identify and manage risk.

Selecting an Incident Response provider: Questions to ask (cont.)
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Tabletop exercises, crisis simulation and first responder training

One of the complicated aspects of managing a cybersecurity incident is that effective response requires 

participation from many different stakeholders within an organization. Major incidents frequently require 

coordination among legal, IT, PR/communications, the C-suite and the board of directors.

By simulating an incident and exploring your organization’s ability to respond, tabletop exercises provide an easy, 

no-risk way to get everyone on the same page and to identify issues.

These exercises also ensure all teams in the response structure know how to activate internal IR frameworks  

and incident playbooks, and prepare technical teams for the first 48 hours of an incident.

Red and purple teaming

Closely related to penetration testing and tabletop exercises, red and purple teaming determine how an 

enterprise can fare against an attack that emulates likely real-world threats. Red-teaming engagements are 

aimed at pointing out the vulnerabilities within an enterprise from an outsider’s perspective by testing various 

aspects of the security layers to identify potential weak points.

Post-incident reviews and other activities

It’s important to recognize that:

 • Incidents don’t end after the adversary is eradicated from the environment 

 • All incidents should have follow-up activities that extend well beyond the incident’s lifespan

Post-incident review is critical for determining the root cause of an incident, how it can be prevented in the future 

and identifying additional protections, processes and controls that are needed. It’s also important to review the 

IR activities to learn if the IR plan needs to be modified.

Beyond post-incident reviews, your IR provider may be able to assist with managing the legal fallout of an 

incident, including assisting your legal counsel with expert testimony.

Selecting an Incident Response provider: Questions to ask (cont.)
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Five common mistakes that hamper 
incident response

Cybersecurity and Incident Response are complex and demanding subjects, so it’s a practical certainty that 

mistakes will happen. Below, we explain the five most common mistakes we encounter. Taking proactive steps  

to avoid these pitfalls will have a very positive impact on your organization’s IR initiatives.

1 . Having incomplete preventative measures in place

Cybersecurity requires specialized expertise, organizational commitment, disciplined personnel and layers of 

modern tools to provide defense in depth. But even sophisticated organizations can make mistakes like failing 

to consider and cover the entire threat surface, intentionally or inadvertently maintaining out-of-scope devices, 

keeping services externally exposed, treating insecure behavior from executives as necessary exceptions or 

simply introducing defense solutions too slowly. Incomplete implementations of tools and allowing exceptions 

without compensating controls lead to issues within environments.

2. Thinking an incident won’t happen

The unfortunate reality is that at some point an incident will happen: Maybe configuration or patching issues will 

leave gaps, a laptop will be misplaced, a phishing attempt will succeed or a sophisticated attack will break through.

The prudent approach to risk management is to accept this unwelcome truth and prepare your organization, 

because with the right processes and systems in place you can at least limit the frequency, reduce the 

magnitude and be aware of incidents. (What you don’t know most definitely can hurt you.)

3. Moving too slowly

Time is of the essence when an incident occurs; delays negatively impact containment and recovery activities 

and can give threat actors time to destroy evidence. Failing to have an IR provider at the ready and decision 

paralysis are two major causes of delays that impact an organization’s ability to respond to an incident.

Not having an IR provider on retainer 

Having an Incident Response provider on retainer ensures you have someone to call when an incident occurs. 

The alternative requires you to pick up the phone, reach out to different providers, initiate conversations and 

negotiate contracts and legal terms during a period of time characterized by chaos and panic.

Decision paralysis (and failure to execute) 

It is crucial during an incident to designate someone within your organization with sufficient decision-making 

authority to enable and enforce timely responses. Avoid committees, as they create dangerous delays and lead 

to very conservative, least-objectionable thinking at a time when decisiveness is paramount.

Additionally, ensure the designated person is willing to make potentially tough decisions (for instance, taking 

customer services offline to contain an incident) and has real authority within the organization. An incident is not 

the time to debate power dynamics and to get pulled into political discussions, nor is it the time to discover that 

people feel empowered to disobey the instructions because they came from the “wrong” person.
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4. Not knowing your regulatory and contractual obligations
Regulations and contracts impose specific obligations upon your organization, and it’s crucial you understand them.

Automatically or incorrectly labeling an incident as a “breach” 

A “breach” has specific legal/contractual meaning and implications, and an incident should not be labeled as such 
until the specific conditions are met. Again, it’s important to understand regulatory and contractual details so you 

can reserve the term “breach” for incidents that meet the criteria, thereby avoiding unnecessary consequences.

Furthermore, your Incident Response plan should clearly identify who within your organization has the authority  
to label an incident a breach.

Not knowing your notification requirements 

Failing to properly understand your notification requirements can lead to two follow-on mistakes:

 1. Failing to send a notification when you were obligated to do so 

 2. Sending a notification when you were not obligated to do so

Both mistakes can cause significant damage. To avoid such errors, your organization needs to be keenly familiar 
with two sets of notification requirements relating to cybersecurity incidents:

 •  Regulatory body and government regulations: Bloc-, federal-, state- or provincial-level laws and statutes  

(for example, GDPR and PIPEDA) governing notification requirements and timelines, including when you are 

required to notify or involve law enforcement agencies

 • Contractual obligations: Upstream and downstream commitments to notify suppliers and customers

While many breach notification regulations and requirements contain similar components, there can be important 
differences. Moreover, as breaches rise in frequency and prominence, regulations and contractual obligations 

are changing, which requires organizations to stay up-to-date.

5. Mishandling evidence
Digital evidence is vital to many aspects of Incident Response. Inadvertent destruction of evidence and 
preventing the IR provider from accessing evidence are two common challenges that hamper IR.

Destroying the evidence 

In the rush to contain and clean up an incident, it’s common for well-intentioned personnel to destroy the digital 
evidence (for instance by rebuilding compromised assets).5 Unfortunately, doing so eliminates crucial information 
that the IR team needs to perform digital forensic analysis, to determine the full incident scope and so on.

Make sure the division of responsibilities between your internal team and your IR provider is clear, and unambiguously 
identify who has the authority to make decisions that can impact evidence. That way, you won’t accidentally destroy 

information your IR provider needs to fulfill their role.

Blocking access to evidence 

During the course of Incident Response, it’s entirely possible that your IR provider will need access to sensitive 
systems and information. As a simple example, consider a business email compromise: Investigating such an 
incident requires the IR provider to have unfettered access to your email systems (Office/Outlook, Gmail, etc.).

To prevent confusion during an incident, it’s important the IR procedures clearly explain which systems the IR 

provider can access and to ensure that all personnel involved (for instance, the email administrator) are aware.

Five common mistakes that hamper incident response (cont.)
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Conclusions and Recommendations

Cybersecurity incidents can compromise personal and business data, severely impact operations and lead 

to legal consequences. Therefore, it is imperative that small and medium enterprises invest in a capability to 

respond quickly and effectively when incidents do occur, as they inevitably will—whether by attack or accident.

Both MDR and IR are vital parts of an overall response capability, ensuring an organization can detect, respond 

to and recover from incidents.

MDR and IR are very specialized domains. Consequently, many small- to medium-sized companies turn to third 

parties for expertise and round-the-clock assistance. For both functions, which have some overlap, it is important  

to have capabilities in place proactively because time is a crucial factor when a cybersecurity incident does occur.

Recommendations

If your organization does not have MDR or IR in place today, then we strongly recommend initiating conversations 

with potential providers immediately.

Additionally, SMEs should take proactive steps to reduce the number and severity of incidents. While no single 

strategy or tool can prevent incidents, defense-in-depth is an effective approach to reducing the number of 

incidents and limiting their impact (e.g., by preventing or slowing lateral movement). More specifically, proactive 

mitigation strategies should address:6

 •  Preventing malware delivery and execution by blocking execution of unapproved programs and macros, 

quickly patching applications to protect against known vulnerabilities and hardening applications by 

disabling unnecessary features

 •  Limiting the extent of cybersecurity incidents by restricting administrative privileges, requiring multifactor 

authentication (MFA) and quickly patching operating systems

 •  Recovering data and ensuring system availability through back-ups and proven rebuild processes  

(e.g., for domain controllers)
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