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FINANCIAL INDUSTRY

Quantifying Endpoint Risk

COVID-19 has fundamentally changed the way we conduct business today and for the foreseeable future. Social responsibility
combined with local, state and territory government mandates mean that the majority of us are working from home to keep
business operational. Unprepared cybersecurity and IT teams are scrambling to shift priorities and budgets to quickly protect
a flood of distributed endpoints to mitigate new cyberthreats that unsecure connections present to operational systems.

With economic uncertainty also coming into play during this crisis, cybersecurity teams must be armed with the financial
business case for additional investment. To help financial organizations understand and quantify the increase in endpoint
risk, here is guidance on the incurred yearly financial risk organizations can expect to incur with a minimum of one endpoint
incident in a 12-month timeframe. Note: formula for calculation and inputs are on the second page in the footnotes:

Probability of one or more endpoint incidents over a 12-month period

This data represents the probability of an incident that bypasses existing security controls based on eSentire observed

data from our clients in the finance industry.

100% 80% 84% 87% 90%
75%
50%
25%
1 2 3 4 5 6 7 8 9 10
Locations

Conversion rate of incident to data disclosure: 22%

This statistic represents the conversion rate of incidents to data disclosure based on the Verizon BDIR report in

the finance industry.

Probability of an incident and it resulting in data disclosure (assuming minimal of one incident

in a 12-month period)

This data represents the multiple of incident probability and conversion of the incident into data disclosure in
the finance industry.
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Cost per record lost: $21 O

This data represents the cost per record lost for financial businesses in a data disclosure incident, according to the
2019 Ponemon Cost of a Data Breach study.



Financial Industry: Quantifying Endpoint Risk (cont.)

Minimum incurred yearly risk (assuming at least one incident in a 12-month period)

This data represents the minimum incurred yearly risk an organization has to account for from a risk outlay perspective.

It assumes that at least one incident will occur during a 12-month timeframe according to projected number of records lost.
Note: This also assumes the minimum of one incident during a 12-month timeframe. If additional incidents occur, financial
risk increases in relation to projected records lost for each incident. In selecting the financial risk appropriate to your
financial organization, choose the appropriate number of records lost for each incident.

Projected Records Lost

Probability of an
Locations r;’;fj',‘:iﬁ]"; anet 1,000 5,000 10,000 25,000 50,000 100,000
disclosure
1 4.50% $9,450 $47,250 $94,500 $236,250 $472,500 $945,000
2 8.30% $17,430 $87,150 $174,300 $435,750 $871,500 $1,743,000
3 11.20% $23,520 $117,600 $235,200 $588,000 $1,176,000 $2,352,000
4 13.40% $28,140 $140,700 $281,400 $703,500 $1,407,000 $2,814,000
5 15.20% $31,920 $159,600 $319,200 $798,000 $1,596,000 $3,192,000
6 16.70% $35,070 $175,350 $350,700 $876,750 $1,753,500 $3,507,000
7 17.80% $37,380 $186,900 $373,800 $934,500 $1,869,000 $3,738,000
8 18.70% $39,270 $196,350 $392,700 $981,750 $1,963,500 $3,927,000
9 19.40% $40,740 $203,700 $407,400 $1,018,500 $2,037,000 $4,074,000
10 20.10% $42,210 $211,050 $422,100 $1,055,250 $2,110,500 $4,221,000

If you want to better understand the incurred yearly
endpoint risk that your organization faces, download our

Making the Case for Advanced Endpoint Protection white paper.

eSentire, Inc., the global leader in Managed Detection and Response (MDR), keeps organizations safe from constantly evolving cyberattacks that
technology alone cannot prevent. Its 24x7 Security Operations Center (SOC), staffed by elite security analysts, hunts, investigates and responds in
real-time to known and unknown threats before they become business disrupting events. Protecting more than $6 trillion AUM, eSentire absorbs
the complexity of cybersecurity, delivering enterprise-grade protection and the ability to comply with growing regulatory requirements. For more
information, visit www.esentire.com and follow @eSentire.



https://www.esentire.com/resources/library/making-the-financial-case-for-outsourcing-endpoint-protection

