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                 HANDLING PRIVACY BREACHS  

The purpose of this Privacy Fact Sheet is to explain the process for handling a privacy breach. 

The [Local Government] stores personal information about employees, and residents that do 
business with the [Local Government]. Inappropriate use or disclosure of this information may 
constitute a breach of the Freedom of Information and Protection of Privacy Act (FIPPA) and may 
have significant, even devastating, impacts upon the affected individuals as well as reputational and 
financial harm to the [Local Government]. 

What is a Privacy Breach? 

A privacy breach occurs when personal information is accessed, collected, used, disclosed or 
disposed of without proper authorization. (Personal Information is recorded information about an 
identifiable individual, with the exception of the names and business contact information of 
employees, volunteers and service providers.) 

As a general rule, the [Local Government] staff members are authorized to access personal 
information on a “need-to-know” basis.  If you are not sure whether access was authorized, you 
should check with a supervisor or manager, or the Corporate Officer. 

How to Report a Privacy Breach 

All [Local Government] staff, contractors and volunteers have a duty to report suspected privacy 
breaches to the [Corporate Officer], who will then initiate an investigation. 

a) The Privacy Breach must be reported to the [Corporate Officer] using the [insert form name]. 

b) If there has been a computer security incident, then it must also be reported to the [IT 
Manager– insert appropriate title]. 

c) If there has been a theft or other illegal activity, it must also be reported to RCMP/Police. 

d) Loss or destruction of devices or equipment must be reported to Risk Management for 
insurance purposes. 
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The following process describes how privacy breaches are addressed.  
 

Action Required Position Responsible Recommended Timeline 

1. Contain the breach Department where breach occurred 

occurred 

Immediate 

2. Report Breach Staff: Report to manager/ supervisor  

Manager/Supervisor: Report to 
Corporate Officer  

Corporate Officer: Report to Mayor as 
required 

 

 

Same day as breach 
discovered 

3. Preserve Evidence [Corporate Officer or designate] and 
Department Manager 

Same day as breach 
discovered 

4. Contact Police if 
considered appropriate by 
City Clerk 

[Corporate Officer or designate] Same day as breach 
discovered 

5. Conduct analysis of risks 
and cause of breach 

[Corporate Officer or designate] Within 2 days of breach 

6. Determine if the breach 
should be reported to the 
Privacy Commissioner 

Corporate Officer in consultation with 
[Council/Board] 

Within 2 days of breach 

7. Determine if notification of 
affected individuals is 
necessary 

Corporate Officer or designate and may 
consult [Council/Board] 

Within 1 week of breach 

8. Review investigative 
findings and develop 
prevention strategies 

[Corporate Officer or designate] Within 1 month of breach 

9. Implement prevention 

strategies 

Department Manager Depends on strategy 

10. Monitor prevention  
strategies 

Department Manager Annual privacy/security 
audits 

 

Even with careful planning, a privacy breach can occur.  If you become aware of a privacy breach or suspect a 

privacy breach has occurred, it is critical that you report it right away so that measures can be undertaken to 

assess the situation and to contain it as quickly as possible.   

 

A potential privacy breach MUST be brought to the attention of the Corporate Officer, who can be reached 

by TEL: [insert] or email [insert email address] 

When in doubt, report the situation immediately and take whatever steps you can to stop the breach.   


