
  

 

 
USING PERSONAL EMAIL FOR BUSINESS PURPOSES 

The Freedom of Information and Protection of Privacy Act (FIPPA) applies to all records under the custody or control of 
local government. The Act allows members of the public to request access to records held by the public body, subject to 
limited exceptions. This includes work-related emails sent to or received from the personal email accounts of 
employees. The use of a personal email account for any communications involving business could jeopardize the 
security, integrity and recoverability of information.  

The Supreme Court of Canada has said that where a record is not in the physical 
possession of a government institution, it will still be under its control if these two 
questions are answered affirmatively: 

- Do the contents of the document relate to a departmental matter?  
- Could the government institution reasonably expect to obtain a copy of the 

document upon request? 

As a rule, any email that an employee sends or receives as part of her or his 
employment duties will be a record under a public body’s control, even if a 
personal account is used.  

 

FIPPA requires a local government to make every reasonable effort to assist 
applicants who make requests for information and to respond without delay to 
each applicant openly, accurately and completely. The local government must be 
able to prove that its search efforts have been thorough and comprehensive and 
that it has explored all reasonable avenues to locate records. The use of personal 
email accounts does not relieve the entity of its duty to comprehensively search for 
requested records and to produce them.  

 

FIPPA requires public bodies to take reasonable security measures to guard 
against unauthorized access, collection, use, disclosure or disposal of personal 
information. There is a risk that personal email accounts are less likely to comply 
with this requirement than the local governments email system. The terms of 
service for personal accounts may allow third-party access to content. Security 
features may also be inadequate. Any employee who uses personal email to send 
or receive personal information is risking non-compliance with FIPPA. There is also 
the risk of a privacy breach in the event an employee's personal email is 
compromised and emails contain personal information collected by or on behalf of 
the local government. 

FIPPA prohibits local government from storing or accessing personal information 
outside Canada, unless specific conditions are met.  

Fair Information Practices 
When employees of local government conduct business through their personal 
email accounts, accountability is easily lost.  

 
 

OPTIONS: Provide employees with an assigned email account. 
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PUBLIC PERCEPTION 

The use of personal email accounts 
for work purposes can give the 
perception that local government 
employees are seeking to evade 
the freedom of information process. 

FIPPA REQUEST FOR RECORDS 

The Information and Privacy 
Commissioner has the authority to 
compel the production of records in 
the custody or under the control of 
a person, including those in 
personal email accounts. 

SECURITY 

Personal email accounts exist 
outside of IT’s control: no backup, 
no archives for discovery, no 
security, no governance. 

SEARCH FOR RECORDS 

Employees may be reluctant to 
allow access to their personal email 
accounts. To address the risks 
inherent in using personal email for 
business purposes, create a policy 
on the use of personal email 
accounts for work purposes.  

DISCLOSURE OUTSIDE CANADA 

The use of webmail servers outside 
of Canada means information is 
being stored outside of a public 
bodies’ control. There is no way of 
knowing where data is stored, 
wherein the world it’s been 
transmitted, or who has accessed 
it. 


