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Abstract

The shift toward trustworthy artificial intelligence (Al) in healthcare marks a pivotal transformation. Traditionaly, clinical Al
systems have lacked dynamic trust integration across their lifecycle. With structured governance frameworks, Al in healthcare is
evolving—ushering in a new era of trust-enabling technologies. In this Viewpoint, we present a framework grounded in the
Assessment List for Trustworthy Artificial Intelligence (ALTAI) and applied within the Horizon Europe Al-PROGNOSIS
project to embed ethical, technical, and regulatory safeguards across the Al lifecycle. By surfacing implementation tensions and
integrating normative, technical, and regulatory safeguards, we outline a replicable path for building adaptive, trust-enabling
infrastructures in clinical practice, demonstrating that while clinical Al is not yet trustworthy, structured, lifecycle-oriented
governance makes it possible.
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Abstract

The shift toward trustworthy artificial intelligence (Al) in healthcare marks a pivotal
transformation. Traditionally, clinical Al systems have lacked dynamic trust integration
across their lifecycle. With structured governance frameworks, Al in healthcare is
evolving—ushering in a new era of trust-enabling technologies. In this Viewpoint, we
present a framework grounded in the Assessment List for Trustworthy Artificial
Intelligence (ALTAI) and applied within the Horizon Europe AI-PROGNOSIS project to
embed ethical, technical, and regulatory safeguards across the Al lifecycle. By
surfacing implementation tensions and integrating normative, technical, and regulatory
safeguards, we outline a replicable path for building adaptive, trust-enabling
infrastructures in clinical practice, demonstrating that while clinical Al is not yet
trustworthy, structured, lifecycle-oriented governance makes it possible.

Keywords: Trustworthy artificial intelligence (AI); Clinical AI; ALTAI Framework; AI-
PROGNOSIS European research initiative; Lifecycle safeguards; Ethical Al integration

Introduction

Artificial intelligence (Al) continues to expand its footprint in healthcare, with the
global Al healthcare market projected to grow from USD 20.9 billion in 2024 to
USD 148.4 billion by 2029, reflecting a compound annual growth rate of 48.1[1].
While this technological momentum has led to significant gains in diagnostic
accuracy, prognostic modeling, and treatment optimization, the integration of Al
systems into routine healthcare remains cautious and uneven. This reticence,
while partially attributable to regulatory inertia and data access limitations, is
fundamentally rooted in a deeper concern: the perceived trustworthiness of Al-
driven systems [2,3]. This is in fact a critical challenge, as performance alone is
insufficient without ensuring reliability, ethical alignment, and public trust [4],
especially as healthcare Al systems transition from proof-of-concept to clinical
deployment.

Trust in clinical Al transcends conventional performance metrics. It is not
reducible to algorithmic accuracy or validation statistics alone, but rather
represents a composite property that encompasses transparency,
interpretability, accountability, and alignment with both clinical values and
ethical principles [5,6]. Recent works have highlighted how the implementation
of Al in healthcare is increasingly shaped not only by technical feasibility, but by
the complex interplay of governance, institutional norms, and frontline practices
[7,8]. Trustworthiness in Al is increasingly recognized as a multidimensional
construct that encompasses not only compliance with technical benchmarks,
but also alignment with ethical principles and regulatory standards [9]. Such an
alignment must extend beyond end-product validation to permeate the entire
lifecycle of system development. Procedural approaches, those that embed
trust-oriented safeguards from design to deployment, are essential to achieving
this [10]. From the Viewpoint of end-users-including clinicians, patients, and
institutions-trust is not simply earned by retrospective audit or certification;
instead, it is cultivated over time, shaped by system behavior, user experience,
and organizational context [11].

Despite the proliferation of frameworks and normative guidance, ranging from
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high-level ethical principles to emerging regulatory instruments, a persistent
implementation gap remains [11,12]. Existing instruments frequently emphasize
outcomes rather than mechanisms; they evaluate trust post hoc, rather than
embedding it procedurally throughout the Al lifecycle. This disconnect highlights
the absence of a pragmatic scaffolding to guide trustworthy Al design and
deployment within high-stakes environments, such as healthcare.

This Viewpoint advances a procedural approach to trustworthiness in clinical Al,
drawing upon the Assessment List for Trustworthy Artificial Intelligence (ALTAI)
developed by the High-Level Expert Group on Al [13], as a representative tool
for operationalizing ethical and regulatory principles. Unlike purely aspirational
codes, the ALTAI framework offers a practical, step-by-step checklist that can be
directly integrated into project workflows. It delivers concrete guidance
throughout the entire Al lifecycle, including design specification, data
governance, model development, evaluation, and deployment, and includes
defined metrics and procedures to promote compliance and transparency [13].
To contextualize this approach, we examine the AI-PROGNOSIS project
(https://www.ai-prognosis.eu/), a European initiative focused on the
development of predictive models for Parkinson’s Disease (PD), as a case study.
The project aims to deliver a suite of Al-driven tools for risk assessment,
prognosis, and disease management. Specifically, the system integrates data
from multiple sources, including patient records and clinical databases, to (1)
estimate individual PD risk through probabilistic scoring, (2) predict changes in
PD progression over time, and (3) assess expected responses to medication,
including potential side effects. Rather than positioning the AI-PROGNOSIS
project itself as the contribution, it serves to illustrate how a procedural
framework can shape real-world system design.

By anchoring trustworthiness in procedural steps rather than retrospective
assessments, this Viewpoint contributes to a growing body of literature calling
for actionable strategies to embed ethical and regulatory principles into real-
world Al systems [7,8]. In the sections that follow, we articulate the conceptual
rationale for procedural trust, outline the ALTAI framework, illustrate its
instantiation across the Al development continuum via the AI-PROGNOSIS case
study, and reflect on the practical, ethical, and sociotechnical tensions
encountered during implementation in healthcare innovation.

From principles to procedure: why trust in Al needs a blueprint

The proliferation of ethical guidelines for Al has revealed a growing consensus:
trust is essential for the responsible deployment of Al in healthcare. Yet, despite
the emergence of high-level principles, such as fairness, transparency, and
accountability, there remains a persistent gap between normative aspirations
and practical implementation [14,15]. This disconnect has prompted calls for
procedural frameworks that can translate abstract values into actionable design
and governance strategies [16]. This approach has several benefits to
traditional principle-based frameworks of trust, which typically rely on specific
targets and retrospective evaluations.

Nevertheless, trust in Al is neither a monolithic concept nor an intrinsic property
of the system; rather, it is a system-level outcome shaped by dynamic
interactions among users, institutions, and broader sociotechnical environments
[17]. It emerges from the interplay of interrelated technical and ethical
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dimensions, such as explainability, robustness, and fairness, none of which are
sufficient in isolation. Cultivating trust therefore entails iterative, lifecycle-
spanning processes that embed normative safeguards into the design,
development, deployment, and governance of Al systems [18,19].

In alignment with the ALTAI framework [13] and ISO/IEC TS 5723:2022 [20], we
identify eight core dimensions, i.e., robustness, generalization, explainability,
accountability, transparency, reproducibility, fairness, and privacy, as
foundational to Trustworthy Al in healthcare. These dimensions reflect a
synthesis of normative principles and practical requirements for clinical-grade Al
systems. In particular, robustness refers to a system’s capacity to perform
reliably under uncertainty—such as noisy inputs, adversarial perturbations, or
incomplete records—without significant loss of function [9]. However,
robustness must coexist with usability and interpretability, particularly in clinical
environments. Closely related is generalization, the model's ability to
extrapolate to unseen data, which remains a fundamental challenge given the
risk of underfitting or overfitting, especially in small or biased datasets
[18,21,22].

Explainability is a context-sensitive construct that varies across stakeholders—
clinicians, patients, regulators, and developers [19]. It may be achieved through
post hoc methods (e.g. SHAP, LIME) or interpretable models, each with trade-
offs in fidelity and scalability [23]. Accountability demands clear traceability of
decisions to responsible entities [24], while transparency, its enabling
counterpart, requires open disclosure of model purpose, data provenance, and
performance characteristics [25]. Achieving transparency often involves
managing organizational or proprietary constraints. Reproducibility, a pillar of
scientific integrity, remains elusive in machine learning due to non-determinism
in training processes and hardware dependencies [26]. Fairness, arguably the
most socially charged dimension, seeks to mitigate bias introduced during data
collection, model design, and deployment [9,27]. Technical responses span pre-,
in-, and post-processing interventions and must be informed by socioethical
theories of discrimination and equity [21,27,28]. Finally, privacy safeguards not
only identifiers but also individual autonomy over data use [12]. While
techniques like differential privacy, de-identification, and data minimization offer
protection, they may constrain model expressiveness or transparency [29].
These trade-offs underscore the necessity of procedural frameworks that treat
trust not as a checklist but as a dynamic property shaped by ongoing design,
validation, and governance.

While often treated as discrete targets, the aforementioned dimensions are
deeply interwoven and must be addressed through integrated, context-sensitive
design strategies across the Al lifecycle [22]. Attempts to enhance one
dimension, such as increasing transparency, can inadvertently compromise
another, such as protecting proprietary data or patient privacy. This interplay
reinforces the need for procedural frameworks that consider trustworthiness as
a system-wide property, developed iteratively and contextually throughout the
Al lifecycle.

ALTAI as a procedural anchor

While core dimensions of Trustworthy Al, such as robustness, fairness, and
transparency, provide conceptual structure, their realization in clinical settings
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requires systematic, context-sensitive implementation. From the Asilomar Al
Principles [30] and the Montreal Declaration [31], to institutional efforts like
Al4People [6] and the OECD guidelines [32], much of this work has emphasized
normative commitments—fairness, accountability, transparency, and safety.
National strategies, including those from China [33], the United Kingdom [34],
the United States [35], and the European Union [36], have begun translating
these principles into policy and regulation. In the healthcare domain, oversight
by bodies such as the US FDA [35] and NIST [37] adds additional complexity,
particularly for high-risk systems.

Among these efforts, the EU’s Assessment List for Trustworthy Artificial
Intelligence (ALTAI) [38], developed by the High-Level Expert Group on Artificial
Intelligence (HLEG-AI) in 2020 [32], stands out as a concrete procedural
framework for embedding trust across the Al development lifecycle. Unlike
principle-driven charters, ALTAI codifies seven actionable requirements: human
agency and oversight, technical robustness and safety, privacy and data
governance, transparency, diversity and fairness, societal well-being, and
accountability. These dimensions are designed not as abstract endpoints, but as
iterative checkpoints, aligning design practices with ethical and regulatory
imperatives at each stage of Al development. Its web-based tool supports
structured self-assessment and generates visual diagnostics, such as radar
plots, summarizing strengths and deficiencies, thus enabling continuous
monitoring, recommended next steps, and targeted refinement.

Albeit scoring details remain opaque, ALTAI represents one of the most widely
adopted instruments for proceduralizing trust in Al workflows. To assess its
translational value in applied clinical research, we adapted ALTAI within the Al-
PROGNOSIS project. This adaptation aligned technical design efforts with
structured trust requirements, providing a foundation for identifying risk points,
embedding ethical safeguards, and supporting internal reflection among
development teams. In the following section, we present this case study as an
applied instantiation of ALTAI, illustrating how trust-oriented governance can be
realized through procedural integration.

Operationalizing procedural trust: the AI-PROGNOSIS case study

To evaluate the ALTAI procedural trust framework in clinical Al, we conducted a
structured assessment within the AI-PROGNOSIS project, that aims to generate
individualized PD risk scores, PD progression forecasts, and medication response
estimates, using machine learning techniques applied to multimodal health
data.

More
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integration across the AI-PROGNOSIS development cycle, ALTAl's seven
requirements were mapped to six core lifecycle stages, namely: design and
specification, data preparation, model development and validation, interface
design and deployment, external validation, and cross-cutting governance and
workflow (see Figure 2). This mapping, also presented in Appendix Table S1,
aligns with HLEG-Al's guidance on adapting trustworthiness frameworks to
specific system contexts. It enabled the identification of stage-specific trust
touchpoints and informed the implementation of safeguards, such as adversarial
testing, explainability benchmarking, and privacy-preserving data handling.
Beyond diagnostic value, the ALTAlI adaptation fostered internal reflection
among development teams, prompting early-stage deliberation on fallback
mechanisms, user interface accessibility, and the ethical implications of
probabilistic risk scoring. These insights informed both system architecture and
stakeholder engagement strategies, reinforcing the role of procedural
frameworks as catalysts for trust-aware design. Collectively, these findings
emphasize ALTAl's function not merely as an evaluative instrument, but as a
formative scaffold for embedding trust-oriented design logic throughout the
development pipeline, as well. This case study exemplifies how procedural
frameworks can facilitate the operationalization of ethical and regulatory
objectives in clinical Al, with technical teams serving as key intermediaries in
translating abstract principles into implementable system architecture.
Tensions in pursuit of Trustworthy Al

While procedural frameworks such as ALTAl offer structured guidance for
embedding trust into Al development, their translation into clinical practice
reveals persistent tensions. These tensions are not solely technical but emerge
from the entanglement of ethical, organizational, and regulatory constraints
with real-world implementation dynamics. Trust, correspondingly, is not a static
attribute in this context, but must be seen as a negotiated, adaptive property
shaped and actively maintained across the Al lifecycle by design choices,
deployment decisions, and end-user interactions'®3°, Staking out paths to
navigate these tensions should therefore be a procedural undertaking, allowing
dynamic adaptation on a case-to-case basis, yet offering a guiding rail. Below,
we outline key decision-points, and how they were navigated in the Al-
PROGNOSIS project, using this approach.

Engineering clarity under complexity

Design-time interventions within AI-PROGNOSIS emphasized risk mitigation
through adversarial robustness, constrained model behavior, and transparency
mechanisms. Structured data validation pipelines were established to ensure
completeness, consistency, and semantic fidelity of clinical inputs. Early-stage
vulnerability assessments leveraged tools such as the Adversarial Robustness
Toolbox [39] and CleverHans [40] to stress-test model responses under plausible
perturbations. These safeqguards were necessary but not sufficient, given that
trust is also shaped by user perceptions, system intelligibility, and the sociolegal
context of deployment.

Explainability was pursued through SHAP and LIME visualizations [41],
integrated into intuitive user experience/user interface (UX/Ul) elements, co-
developed through co-design sessions with patients, clinicians, and human-
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computer interaction specialists. The desired output included Ilayout
consistency, content hierarchy, accessibility, and performance optimization that
can ensure usability across user populations. Additionally, design principles,
such as Google’s Material Design or Apple’s Human Interface Guidelines offered
baseline frameworks for further validation through iterative testing with diverse
users. These interfaces incorporated risk disclaimers, scenario-specific
warnings, and model output rationales, elements shown to foster situational
awareness and calibrate expectations [42]. However, tension emerged between
model interpretability and predictive fidelity: simpler, more explainable models
sometimes underperformed in capturing longitudinal patterns, while high-
dimensional neural architecture offered superior accuracy at the cost of
intelligibility [43,44].

Transparency obligations are also intersected with institutional and commercial
constraints. Open disclosure of model behavior, data lineage, and source code
encountered resistance when proprietary IP, reputational risk, or liability
exposure were perceived. These experiences echo concerns documented in
broader Al governance literature, where explainability is seen as a boundary
object, interpreted differently by legal experts, regulators, engineers, and lay
users [16,19,45]. Trust, therefore, cannot rely solely on post hoc visualization
tools or interface overlays; it must be cultivated through continuous interaction
between technical artifacts and epistemic communities.

Generalization versus representativeness

Achieving generalization in clinical Al extends beyond algorithmic optimization.
It requires validating performance across subpopulations, healthcare settings,
and temporal shifts, domains where real-world complexity and structural
inequities surface. Within AI-PROGNOSIS, data were curated to reflect
heterogeneity across age, sex, and disease severity, with feature reviews
conducted alongside clinicians to de-risk unintentional bias proxies.

Still, key fairness checks were constrained by unavailable or restricted variables.
Under General Data Protection Regulation (GDPR) [46] and ethical review
protocols, collection of race, ethnicity, and socioeconomic indicators was either
prohibited or discouraged, limiting the granularity of bias auditing [9,27,28].
These limitations underscored the tension between privacy-preserving practice
and equity-informed auditing. Without disaggregated data, even well-calibrated
models can systematically underperform or generate disparate outcomes for
minority groups [47]. Moreover, generalizability was not static. Drift monitoring
using Evidently Al [36] enables temporal performance tracking but requires
careful configuration to avoid false alarms or blind spots. Participatory
workshops were convened with diverse stakeholders to co-define performance
thresholds, identify context-specific harms, and design explanation strategies
tailored to each stakeholder type [44,48]. In the same vein, external validation
ensures that Al systems generalize beyond development data. Explainable Al
(xAl) plays a central role during external validation. Explanation strategies
should be adapted to different user groups, from clinicians to patients to
engineers. At the same time, co-creation workshops or equivalent co-creation
processes (e.g., innovation jams, living labs, open innovation platforms, lead
user collaborations, and crowdsourced design challenges), are valuable for
defining these strategies and ensuring a shared understanding of outputs.
These findings suggest that generalization must be reframed: not only as an
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empirical measure of cross-sample performance, but as a sociotechnical process
of aligning predictive behavior with real-world variance, regulatory constraints,
and stakeholder expectations. Fairness, interpretability, and robustness cannot
be optimized independently; they must be co-engineered through continuous
iteration and value-sensitive design [15,49].

Institutional scaffolding for sustainable trust

Trust, to be enduring, must outlive model deployment. Within AI-PROGNOSIS,
governance mechanisms were embedded across the system lifecycle using
MLOps pipelines [50] managed via MLflow [51]. These supported reproducibility,
lineage tracking, and automated logging of model outputs for compliance and
audit purposes. Model documentation, following TRIPOD and Datasheets for
Datasets [52] gquidelines, facilitates reproducibility and informs external
reviewers about data provenance, development conditions, and known
limitations. Ethical and legal oversight structures were supported through
dynamic data governance plans housed in European Open Science Cloud’s
ARGOS [53], which offers version-controlled templates for privacy, security, and
access control compliance. An internal ethics board, comprising technical, legal,
and clinical representatives, was tasked with monitoring value drift, assessing
updates to explainability outputs, and coordinating stakeholder feedback loops.
Sustainability efforts address both environmental impact (e.g., energy cost of
training pipelines) and downstream clinical implications (e.g., deskilling risks or
overdependence on Al predictions) [15]. These are increasingly salient concerns
as healthcare systems adopt Al at scale and require not only functional models,
but systems that preserve professional autonomy and adapt to evolving
sociopolitical contexts [15,49]. Moreover, regulatory compliance, particularly
with the GDPR [46], is non-negotiable. Privacy-by-design principles should guide
system architecture. Data management teams must ensure ethical oversight,
secure processing, and adherence to data-sharing agreements.

Crucially, trust must be institutionally maintained. This requires aligning
development workflows with adaptive governance structures capable of
incorporating feedback, absorbing policy shifts, and ensuring ethical continuity
over time. Static checklists are ill-suited for this role; procedural frameworks, on
the other hand, can (and must) evolve into organizational capabilities, rooted in
accountability, reflexivity, and stakeholder engagement.

Outlook: building living systems of trust

This Viewpoint has outlined a procedural approach to embedding trust in clinical
Al, grounded in the ALTAI framework [38] and instantiated through the Al-
PROGNOSIS project. By integrating ethical, technical, and regulatory safeguards
across the Al lifecycle, we have demonstrated how trust can be operationalized
not only as a design goal but as a dynamic property of clinical Al systems.

Yet, as the field matures, it is increasingly clear that procedural scaffolding alone
has its limitations. Trustworthiness must be sustained through adaptive
governance, capable of responding to evolving risks, shifting stakeholder
expectations, and emerging regulatory mandates. In this regard, the newly
introduced European Artificial Intelligence Act (Al Act) [54] represents a pivotal
inflection point. Entering into force in August 2024, the Al Act introduces a
harmonized, risk-based legal framework for Al across the EU, with specific
obligations for high-risk systems, including those deployed in healthcare [54].
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These include requirements for transparency, human oversight, robustness, and
post-market monitoring, many of which align with ALTAI's procedural ethos but
now carry legal enforceability.

The AI-PROGNOSIS framework is being continuously adapted to anticipate and
respond to these and other regulatory and policy developments. Specifically,
future iterations will (1) integrate Al Act compliance checkpoints into
development workflows, (2) expand stakeholder engagement to include legal
and regulatory experts, and (3) establish mechanisms for continuous post-
deployment monitoring and redress. These steps reflect the broader approach,
shifting away from principle-based ethics towards procedural trust and
institutionalized accountability, where trust is not only designed and cultivated,
but governed.

Looking ahead, we argue that Trustworthy Al in healthcare must be
conceptualized as a living system, one that evolves through iterative feedback,
interdisciplinary and diverse collaboration, and regulatory responsiveness. This
requires moving beyond static checklists toward reflexive infrastructures that
embed ethical deliberation, stakeholder negotiation, and lifecycle oversight into
the core of Al development. As the regulatory landscape crystallizes and clinical
adoption accelerates, such infrastructures will be essential to ensure that Al
systems remain not only performant, but aligned with the values, rights, and
expectations of the societies they serve.
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