SIMR
Publications

The Leading eHealth Publisher

The Integration of Artificial Intelligence in
Telemedicine: A Systematic Review of Current
Applications, Challenges, and Future Directions

Martina Rossi, Shajeel Rehman

Submitted to: JMIR Preprints
on: April 29, 2025

Disclaimer: © The authors. All rightsreserved. Thisis a privileged document currently under peer-review/community
review. Authors have provided JMIR Publications with an exclusive license to publish this preprint on it's website for
review purposes only. While the final peer-reviewed paper may be licensed under a CC BY license on publication, at this
stage authors and publisher expressively prohibit redistribution of this draft paper other than for review purposes.

https://preprints.jmir.org/preprint/76711 [unpublished, non-peer-reviewed preprint]



JMIR Preprints Rossi et a

Table of Contents

L@ T N F= Y =T o TN 1S o ] o] SO ST SO RSSRPRPRRN 5

https://preprints.jmir.org/preprint/76711 [unpublished, non-peer-reviewed preprint]



JMIR Preprints Rossi et a

The Integration of Artificial Intelligencein Telemedicine: A Systematic
Review of Current Applications, Challenges, and Future Directions

Martina Rossi* PhD, MSc, BSc; Shajeel Rehman?

! Independent Researcher Strasbourg FR
2 Academic: Sony—The State University of New York New York US

Corresponding Author:
MartinaRossi PhD, MSc, BSc

Independent Researcher
Strasbourg, France
Strasbourg

FR

Abstract

Background: Telemedicine has revolutionized healthcare by enabling remote diagnosis, monitoring, and treatment. However,
challenges such as clinician workload, data variability and technologi-cal disparities hinder its full potential. Artificial
Intelligence (Al) offers solutions by auto-mating diagnostics, predictive analytics, and real-time monitoring, yet its integration
into telemedicine presents ethical, regulatory, and implementation challenges.

Objective: This systematic review aims to evaluate the current applications of Al in telemedicine, identify key challenges
associated with its implementation, and explore future directions for effective and ethical integration into remote healthcare
systems

Methods: This review explores the role of Al in telemedicine, identifying key applications, challenges, and future directions. A
systematic literature search was conducted in PubMed and the Cochrane Library, adhering to PRISMA guidelines. Relevant
studies were selected based on predefined criteria and thematic evaluation identified trends, barriers, and innovations in Al-
driven telemedicine.

Results: Al has been successfully implemented in diverse telemedicine applications. In dermatology, Al-driven image analysis
achieves diagnostic accuracy comparable to experts. Ophthalmol-ogy benefits from Al-enhanced screening for diabetic
retinopathy and glaucoma. Al-powered chatbots and digital assistantsimprove mental health support and patient triage. Wearable
devices utilizing Al facilitate continuous monitoring of cardiovascular and respira-tory conditions. Emerging technologies such
as blockchain-based digital pathology and de-centralized Al models enhance data protection and accessibility. However,
challenges per-sist, including algorithmic bias, data privacy concerns, regulatory inconsistencies and lim-ited real-world
validation of Al models.

Conclusions: Overal, Al significantly enhances telemedicine by improving diagnostic accuracy, patient monitoring, and remote
healthcare delivery. However, ethical considerations, regulatory compliance, and model generalizability require further research.
Addressing these gaps will ensure equitable, effective, and scalable Al-driven telemedicine solutions. Future efforts should focus
on improving interoperability, standardizing guidelines, and integrating priva-cy-preserving Al models to facilitate widespread
adoption.
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The Integration of Artificial Intelligence in Telemedicine: A
Systematic Review of Current Applications, Challenges, and Future
Directions

Abstract

Background: Telemedicine has revolutionized healthcare by enabling remote diagnosis, monitoring,
and treatment. However, challenges such as clinician workload, data variability and technological
disparities hinder its full potential. Artificial Intelligence (AI) offers solutions by automating
diagnostics, predictive analytics, and real-time monitoring, yet its integration into telemedicine
presents ethical, regulatory, and implementation challenges.

Objective: This systematic review aims to evaluate the current applications of Al in telemedicine,
identify key challenges associated with its implementation, and explore future directions for effective
and ethical integration into remote healthcare systems.

Methods: This review explores the role of Al in telemedicine, identifying key applications,
challenges, and future directions. A systematic literature search was conducted in PubMed and the
Cochrane Library, adhering to PRISMA guidelines. Relevant studies were selected based on
predefined criteria and thematic evaluation identified trends, barriers, and innovations in Al-driven
telemedicine.

Results: Al has been successfully implemented in diverse telemedicine applications. In dermatology,
Al-driven image analysis achieves diagnostic accuracy comparable to experts. Ophthalmology
benefits from Al-enhanced screening for diabetic retinopathy and glaucoma. Al-powered chatbots
and digital assistants improve mental health support and patient triage. Wearable devices utilizing Al
facilitate continuous monitoring of cardiovascular and respiratory conditions. Emerging technologies
such as blockchain-based digital pathology and decentralized AI models enhance data protection and
accessibility. However, challenges persist, including algorithmic bias, data privacy concerns,
regulatory inconsistencies and limited real-world validation of AI models.

Conclusion: Overall, Al significantly enhances telemedicine by improving diagnostic accuracy,
patient monitoring, and remote healthcare delivery. However, ethical considerations, regulatory
compliance, and model generalizability require further research. Addressing these gaps will ensure
equitable, effective, and scalable Al-driven telemedicine solutions. Future efforts should focus on
improving interoperability, standardizing guidelines, and integrating privacy-preserving AI models to
facilitate widespread adoption.

Keywords: Artificial Intelligence; Telemedicine, Machine Learning; Digital Health; Remote
Healthcare

Introduction

Telemedicine has become an essential tool in modern healthcare, revolutionizing the way medical
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services are delivered across the globe [1,2]. It enables remote consultations, disease diagnosis,
patient monitoring and treatment via digital communication technologies, significantly improving
healthcare accessibility, specifically in underserved regions [3]. The World Health Organization
(WHO) defines telemedicine as the provision of remote healthcare services by healthcare
professionals through information and communication technologies for diagnosis, treatment,
prevention of diseases as well as health promotion [4]. Over the past two decades, telemedicine has
experienced a significant growth, driven by advances in digital health technologies, the increasing
burden of chronic diseases, and the need for more efficient healthcare delivery methods [1,5]. The
COVID-19 pandemic further supported its adoption, as global healthcare systems faced
unprecedented challenges that required a shift from in-person medical care to remote healthcare
services [6,7].

While telemedicine offers several advantages, spanning from overcoming geographical boundaries to
decreasing healthcare costs and enabling timely interventions, its implementation also presents some
challenges [1]. These include of technological limitations, disparities in virtual infrastructure, data
security concerns, and regulatory compliance that varies across specific regions [1]. A major
limitation of modern telemedicine models is their dependence on human healthcare providers,
leading to increased workload for clinicians and exacerbating current shortages of clinical specialists
[8]. Moreover, telemedicine relies heavily on patient-generated data, which varies in quality and can
introduce challenges associated with scientific rigor and decision-making [9]. The ability to analyze
vast amounts of complex healthcare data in real time remains a significant challenge in maximizing
telemedicine’s full potential [10].

Artificial Intelligence (AI) has emerged as a promising strategy to address many of these challenges
and enhance the effectiveness of telemedicine. Al, particularly through machine learning (ML) and
deep learning (DL), facilitates automation of medical image interpretation, predictive analytics for
disease progression, real-time patient monitoring, and decision support systems [11,12]. Applications
of Al in telemedicine have demonstrated significant potential across diverse medical specialties. For
instance, Al-driven computer vision algorithms have been successfully integrated into dermatology
and ophthalmology, allowing the automatic detection of conditions such as melanoma and diabetic
retinopathy with diagnostic accuracy similar to human specialists [13—18]. Furthermore, AI-powered
chatbots and digital assistants are being used to triage patients, provide mental health support, and
streamline teleconsultations [19-21]. Wearable devices combined with AI allow for continuous
tracking of vital signs, enhancing early detection of conditions such as cardiovascular and respiratory
diseases [22—-24].

Despite these improvements, Al-driven telemedicine is still in its early stages, and significant gaps
remain in our understanding of its broader impact on healthcare. Many studies have explored Al
applications in unique fields; however comprehensive evaluations of AI’s integration into
telemedicine as a whole are limited. Critical issues such as ethical considerations, algorithmic bias,
data privacy, regulatory approval, and interoperability between Al-driven telemedicine platforms
remain unresolved [25,26]. Moreover, the effectiveness of Al models in real-world clinical settings
remains a matter of debate, with concerns raised on transparency, generalizability and clinician
reliance on Al-generated outputs [27,28].

Given the rapid advancement in Al and its growing integration into telemedicine, a systematic
evaluation of the current state of research is essential. This systematic review aims to analyze Al
applications in telemedicine, identify key challenges and limitations, and explore future directions
for optimizing Al-driven healthcare solutions. By synthesizing the current literature, this review
offers insights into how Al is shaping telemedicine, the obstacles hindering its full-scale adoption,
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and potential strategies for overcoming those barriers to ensure ethical, effective, and equitable Al
implementation in remote healthcare.

Methodology
Search Strategy

This review article was guided by the Preferred Reporting Items for Systematic Reviews and Meta-
Analyses (PRISMA) reporting guidelines [29]. Comprehensive search strategies were carried out
across two main databases: PubMed and Cochrane Library. The following Boolean query was used
to find relevant articles:

For PubMed: ("Artificial Intelligence” OR "AI") AND ("Telemedicine" OR "Remote Healthcare")
AND ("Machine Learning" OR "Deep Learning" OR "Clinical Imaging" OR "Predictive Analytics")
AND ("Ethics" OR "Data Privacy" OR "Legal" OR "Infrastructure” OR "Policy Development" OR
"Education Programs" OR "Global Collaboration™) AND ("2015"[Date - Publication]: "2024"[Date -
Publication]) AND "English"[Language].

For Cochrane Library: ("Artificial Intelligence” OR "AI") AND ("Telemedicine” OR "Remote
Healthcare") AND ("Machine Learning” OR "Deep Learning” OR "Clinical Imaging" OR
"Predictive Analytics") AND ("Ethics" OR "Data Privacy” OR "Legal" OR "Infrastructure" OR
"Policy Development" OR "Education Programs" OR "Global Collaboration").

Filter for Cochrane Library search included Publication Year: 2015-2024 and Language: English.
Inclusion and Exclusion Criteria

The inclusion and exclusion criteria were carefully designed to ensure the selection of high-quality,
relevant studies that provide a comprehensive overview of Al integration in telemedicine. The
following criteria guided the methodical screening and selection process:

Inclusion Criteria:

¢ Studies that were published between 2015 and 2024.

e Studies that specifically address Al applications in human healthcare, with specific focus on
telemedicine, such as machine learning, deep learning, clinical imaging, predictive analytics,
and wearable devices.

e Research on ethics, data privacy, legal frameworks, infrastructure, policy creation,
educational programs and international collaboration.

* Peer-reviewed journal articles, systematic reviews, and meta-analyses.

e Articles that were written in English.

Exclusion criteria:
¢ Studies not related to Al integration in telemedicine or focusing on non-healthcare or non-
human applications.
Grey literature including conference abstracts, editorials, and opinion articles.
Articles written in languages other than English.
Duplicate studies that were identified during database searches.
Case studies or prospective studies that were not included in larger meta-analyses or
systematic reviews, due to their poor generalizability.

https://preprints.jmir.org/preprint/76711 [unpublished, non-peer-reviewed preprint]
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Data Extraction and Management

The study selection procedure was carried out in two steps. First, a title and
abstract screening was performed to swiftly assess the relevance of the
retrieved articles using the established inclusion and exclusion criteria. Articles
that passed the initial assessment underwent a full-text examination to confirm
they met all requirements. Data extraction was conducted systematically using
Zotero, an open-source reference management tool. Important information
about each selected study was collected, including the authors, year of
publication, study aims, methodologies, key findings, and thematic focus. To
reduce bias, two researchers conducted the whole evaluation procedure,
including data extraction, independently. Any disagreements in study
evaluations were settled through discussion, with the primary investigator
making the final decision. This data was organized into a structured table to
aid thematic analysis and ensure thorough coverage of key findings. The
extraction process ensured that essential details from each study were
documented in a manner that allowed for seamless synthesis and
interpretation.

Review Framework

A PRISMA flow diagram used to document each step of the study selection process, including the
number of articles retrieved, screened, excluded (with reasons) and eventually included in the review
(Figure 1).

https://preprints.jmir.org/preprint/76711 [unpublished, non-peer-reviewed preprint]
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Analysis

A thematic analysis was conducted to identify major trends, challenges, and solutions for Al
integration in telemedicine. The findings were divided into three categories: Al applications in
telemedicine (such as clinical imaging and remote patient monitoring), challenges (including data
privacy concerns, regulatory gaps, and infrastructure limitations), and proposed solutions (such as
policy recommendations and training programs for healthcare professionals). Quantitative data from
the reviewed articles were synthesized and displayed in tables to highlight patterns and associations,
providing a clear visual representation of the findings.

Results

This systematic review investigated the implementation of Al in telemedicine across a variety of
medical domains, highlighting advances, challenges, and potential future directions. The search
strategy implemented yielded a PubMed search result of 38 articles and a Cochrane Library search
result of 2 articles. Articles not meeting the inclusion criteria were excluded, leaving 31 for review.
The studies examined demonstrated how Al-powered tools are transforming remote healthcare
delivery by improving diagnoses, monitoring, and treatment. To provide a concise summary, Table 1
summarizes the main findings, applications, and technological contributions of the selected studies.

Table 1: Summary of selected studies on Al applications in telemedicine highlighting major topics covered.

Title Authors Year | Major Topic Covered
Artificial Albert T. Young, Mulin 2020 | Al in teledermatology is primarily used for triage
Intelligence in Xiong, Jacob Pfau, and referral to dermatologists, with studies
Dermatology: A | Michael J. Keiser and showing diagnostic accuracy comparable to
Primer [13] Maria L. Wei experts. However, real-world clinical validation
is lacking, and challenges such as performance
assessment, interpretability, and ethical
considerations need to be addressed for wider
adoption.
Teledermatology | Paola Pasquali, Sidharth 2020 | Teledermatology is a key telemedicine
and Its Current Sonthalia, David Moreno application used for consultations, second
Perspective [14] | Ramirez, Pooram Sharma, opinions, education, and monitoring, facilitated
Mahima Agrawal, Somesh by electronic communication tools. Key topics
Gupta, Dinesh Kumar, include its basic concepts, the integration of
Dharmendra Arora noninvasive imaging and Al, and ethical and
legal considerations.
The Potential Cara G. Campbell, Daniel | 2020 | AI shows promise in glaucoma detection and
Application of S.W. Ting, Pearse A. management, with machine and deep learning
Artificial Keane, and Paul J Foster algorithms matching or surpassing human
Intelligence for experts. Its potential applications in telemedicine
Diagnosis and include virtual review clinics and second-opinion
Management of support, though concerns remain about clinician
Glaucoma in deskilling and the need for external validation of
Adults [30] Al models.
Applications of Chenchen Zhang, Jing 2022 | Al is increasingly used in myopia detection,
Artificial Zhao, Zhe Zhu, Yanxia Li, diagnosis, progression prediction, and treatment
Intelligence in Ke Li, Yuanping Wang and through telemedicine platforms and imaging
Myopia: Current | Yajuan Zheng techniques like fundus photography and OCT.
and Future Challenges remain in dataset standardization,
Directions [15] user acceptance, and ethical and regulatory
issues, but AT also shows promise in behavioral
interventions using wearable devices.
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Artificial Yong Li, Michelle Y. T. 2023 | Al and digital technologies offer solutions for

Intelligence and | Yip, Daniel S. W. Ting, myopia screening, risk stratification, and

Digital Solutions | Marcus Ang progression prediction, aiding both early

for Myopia [16] detection and intervention. Innovations like
multimodal Al, explainable Al, and wearable
devices enhance accessibility and monitoring,
though challenges remain in infrastructure, data
management, and clinical validation.

The Application | Xinjia Xu, Mingchen 2024 | Al, particularly deep learning, has advanced

of Artificial Zhang, Sihong Huang, diabetic retinopathy detection from binary

Intelligence in Xiaoying Li, Xiaoyan Kui diagnosis to severity assessment, improving early

Diabetic and Jun Liu detection and treatment. With FDA-approved

Retinopathy: models like IDx-DR, Al is increasingly

Progress and integrated into telemedicine to address healthcare

Prospects [17] disparities, though challenges remain in bias,
transparency, and ethics.

Diabetic Jakob Grauslund 2022 | Al-driven deep learning models improve diabetic

Retinopathy retinopathy screening by automating image

Screening in the analysis, enhancing diagnostic accuracy, and

Emerging Era of reducing healthcare burdens. While regulatory-

Artificial approved algorithms and telemedicine-based

Intelligence [18] screening programs show promise, challenges
remain in clinical implementation, legal
regulations, and software integration with
national screening systems.

Prospective, Tiarnan D.L. Keenan, 2021 | Home OCT telemedicine systems enable daily

Longitudinal Michaella Goldstein, self-imaging for neovascular age-related macular

Pilot Study: Dafna Goldenberg, Dinah degeneration, with automated Al analysis

Daily Self- Zur, Shiri Shulman, Anat showing high agreement with human grading.

Imaging with Loewenstein This approach allows personalized disease

Patient- monitoring, potentially optimizing retreatment

Operated Home decisions while reducing unnecessary clinic

OCT in visits and injections.

Neovascular

Age-Related

Macular

Degeneration

[31]

Industry 4.0 Khulekani Sibanda, 2024 | Industry 4.0 technologies, including Al,

Technologies in Patrick Ndayizigamiye, telemedicine, and wearable devices, are

Maternal Health | Hossana Twinomurinzi transforming maternal healthcare by optimizing

Care: care processes, treatment methods, and

Bibliometric automated pregnancy monitoring. Key research

Analysis and focuses on risk prediction, digital health, and

Research self-care, though challenges remain in

Agenda [32] governance, adoption, infrastructure, and data
security.

Revolutionizing Smruti A. Mapari, Deepti 2024 | Al is transforming maternal healthcare by

Maternal Shrivastava, Apoorva improving early complication detection,

Health: The Role | Dave, Gautam N. Bedi, personalized care, and remote monitoring,

of Artificial Aman Gupta, Pratiksha particularly benefiting underserved areas through

telemedicine. While AI enhances diagnostic
accuracy and intervention timing, challenges like
data privacy and algorithmic bias must be
addressed to ensure ethical and equitable
integration.
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Revolutionizing Samidha Borkar, Swarupa | 2024 | Digital health is reshaping oncology by
Oncology: A Chakole, Roshan Prasad, improving early detection, personalized
Comprehensive Spandan Bansod treatment, and patient care through Al, predictive
Review of Digital analytics, and virtual technologies. While these
Health innovations enhance efficiency and accessibility,
Applications [34] challenges like data privacy and equitable access
must be addressed to ensure ethical
implementation and patient-centered progress.
Tele-robotics and | Emily P. Rabinovich, 2020 | Robotic surgical systems and Al-driven
Artificial- Stepan Capek, Jeyan S. technologies are transforming cerebrovascular
Intelligence in Kumar, Min S. Park procedures, offering precision and accessibility
Stroke Care [35] improvements. However, challenges such as
limited clinical experience, ethical concerns, and
regulatory barriers hinder widespread adoption.
Ongoing research in Al and tele-robotics may
unlock new possibilities for neurovascular
surgery, enhancing patient outcomes.
An Artificial A. Pelah, V. Sarangi, E. de | 2021 | The StepSense platform leverages Al-driven gait
Intelligence Villiers, N. Shenker, T. analysis and VR biofeedback to aid rehabilitation
Platform for Stone, P. Estibeiro, E. in complex pain and Long Covid. Clinical trials
Movement Barenholtz, X.Levy, G. suggest improved mobility and patient
Analysis and Fields satisfaction. With Long Covid affecting millions,
Rehabilitation: Al-based solutions like StepSense offer
Clinical innovative approaches for assessment and
Applications of therapy.
Stepsense to
Complex Pain
and Long Covid
[36]
Health data Martin Baumgartner, 2024 | The Health Data Space node infrastructure
space nodes for Karl Kreiner, enables privacy-preserving linkage of medical
privacy- Aaron Lauschensk, data to support secondary use in healthcare. A
preserving Bernhard Jammerbund, real-world implementation in a heart failure
linkage of Klaus Donsa, Dieter Hayn, registry demonstrates its feasibility, aggregating
medical data to Fabian Wiesmiiller, over 5.2 million data points. This initiative aligns
support Lea Demelius, with the European Health Data Space vision,
collaborative Robert Modre-Osprian, fostering secure, collaborative health data
secondary Sabrina Neururer, analysis.
analyses [22] Gerald Slamanig,
Sarah Prantl,
Luca Brunelli,
Bernhard Pfeifer,
Gerhard P61zl and
Giinter Schreier
Improving Hemang Subramanian, 2022 | A blockchain-based digital pathology system
Diagnosis Susmitha Subramanian leveraging NFT smart contracts and
Through Digital decentralized storage addresses cost, security,
Pathology: and data transmission challenges. By separating
Proof-of- metadata from file storage, the prototype
Concept enhances accessibility, privacy, and Al-driven
Implementation diagnosis, paving the way for more efficient and

scalable digital pathology solutions.
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Mobile Roni Baron and Hossam 2024 | Al-driven mobile diagnostic clinics enhance
Diagnostic Haick accessibility to healthcare by integrating
Clinics [38] advanced technologies for real-time screening,
diagnosis, and continuous monitoring. Key
challenges include data privacy, system
integration, and ensuring ethical, bias-free Al
implementation.
aEYE: A Deep Narayani Wagle, John 2022 | A deep-learning model (aEYE) was developed to
Learning System | Morkos, Jingyan Liu, detect nystagmus in video-oculography
for Video Henry Reith, Joseph recordings, achieving an AUROC of 0.86 with
Nystagmus Greenstein, Kirby Gong, 88.4% sensitivity and 74.2% specificity.
Detection [39] Indranuj Gangan, Daniil Performance remained stable with lower image
Pakhomov, Sanchit Hira, resolutions but declined with reduced sampling
Oleg V. Komogortsev, rates, highlighting its potential for automated
David E. Newman-Toker, neuro-ophthalmic diagnosis.
Raimond Winslow, David
S. Zee, Jorge Otero-Millan
and Kemar E. Green
The Impact of Shenouda Abdallah, 2023 | Al and machine learning enhance the diagnosis
Artificial Mouhammad Sharifa, and treatment of rare genetic disorders by
Intelligence on Mohammed Khaleel I.KH. enabling early detection, personalized therapies,
Optimizing Almadhoun, Muhammad and drug discovery. Key advancements include
Diagneosis and Muneeb Khawar Sr., Unzla improved data analysis, patient-centric care, and
Treatment. Plans | Shaikh, Khaled M. ethical considerations in Al-driven healthcare.
for Rare Genetic | Balabel, Inam Saleh ,
Disorders [40] Amima Manzoor, Arun
Kumar Mandal,
Osatohanmwen
Ekomwereren, Wai Mon
Khine, Oluwaseyi T.
Oyelaja
Combining Sofian Berrouiguet, Maria | 2019 | Smartcrisis leverages smartphone sensors,
Mobile-Health Luisa Barrigén, Jorge wearable technology, and Al-driven signal
(mHealth) and Lopez Castroman, Philippe processing to assess suicide risk based on
Artificial Courtet, Antonio Artés- changes in sleep and appetite. Real-time digital
Intelligence (AI) | Rodriguez and Enrique footprint for mental health monitoring was
Methods to Baca-Garcia analyzed while addressing ethical and security
Avoid Suicide concerns.
Attempts: The
Smartcrises
Study Protocol
[19]
Posture Issei Shinohara, Atsuyuki 2024 | Combining MediaPipe-Hands with machine
Estimation Inui, Yutaka Mifune, learning significantly improves the accuracy of
Model Kohei Yamaura, Ryosuke thumb radial abduction angle estimation from
Combined Kuroda video images. This system enables reliable,
with Machine Le contactless functional assessment, with potential
arning Estimates applications in telemedicine and rehabilitation.
the Radial
Abduction Angle
of the Thumb
With High
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Enhancing Sasan Adibi, Abbas 2024 | Sensor-driven digital twin technology enhances
Healthcare Rajabifard, Davood healthcare in smart environments by integrating
through Sensor- | Shojaei and Nilmini 10T, Al, and wearable health devices for real-
Enabled Digital | Wickramasinghe time monitoring and telemedicine. This approach
Twins in Smart improves personalized care, emergency response,
Environments: A and healthcare delivery while addressing key
Comprehensive challenges and opportunities.
Analysis [21]
First Do No Dusty-Lee Donnelly 2022 | Al-powered medical robots and systems operate
Harm: Legal Pri with a degree of autonomy, posing legal and
nciples ethical challenges in South Africa’s healthcare
Regulating the framework. Key reforms include updating
Future regulations for Al-driven medical devices,
of Artificial modernizing restrictive telemedicine guidelines,
Intelligence in and revising liability laws to ensure patient
Health Care in protection and accountability.
South Africa [41]
Ethical Issues in | Nicole Martinez-Martin, 2021 | Ambient intelligence in healthcare improves
Using Ambient Zelun Luo, Amit Kaushal, safety and efficiency through contactless sensors
Intelligence in Ehsan Adeli, Albert and wearable devices that collect and analyze
Health-Care Haque, Sara S Kelly, Sarah data using machine learning. However, its
Settings [42] Wieten, Mildred K Cho, widespread use raises ethical concerns, including
David Magnus, Li Fei-Fei, privacy, data management, bias, and informed
Kevin Schulman, Arnold consent, which must be addressed for broader
Milstein acceptance.
The Crucial Role | Mischa Dohler, 2024 | 5G and future 6G networks enable robotic
of 5G, 6G, and Shady Saikali, telesurgery by minimizing latency and ensuring
Fiber in Robotic | Ahmed Gamal, data reliability for real-time remote operations.
Telesurgery [43] | Marcio Covas Moschovas Ultra-low latency and high data transfer rates
and Vipul Patel support critical modalities like kinesthetic,
audiovisual, and tactile feedback. Kinesthetic
data require particularly low latency for effective
surgeon control. Network reliability, Quality-of-
Service agreements, and Al-driven predictive
analytics in 6G could further enhance
telesurgery’s precision, safety, and accessibility,
shaping the future of remote surgical care.
Applications of Naveen Jeyaraman, 2024 | Fog computing enhances real-time healthcare by
Fog Computing | Madhan Jeyaraman, enabling rapid diagnostics, continuous
in Healthcare Sankalp Yadav, monitoring, and telemedicine through localized
[44] Swaminathan data processing. Addressing interoperability,
Ramasubramanian, scalability, and security challenges is key to
Sangeetha Balaji, Sathish maximizing its impact.
Muthu, Chithra Lekha P,
Bishnu P. Patro
The Challenges Yujie Song, Lauréene 2021 | Telemedicine in rheumatology improves access
of Telemedicine | Bernard, Christian and continuous monitoring through
in Rheumatology | Jorgensen, Gilles Dusfour teleconsultations, mobile apps, and Al-driven
[45] and Yves-Marie Pers tools. Challenges include data security, legal

issues, reimbursement, and guideline
implementation.

https://preprints.jmir.org/preprint/76711

Rossi et al

[unpublished, non-peer-reviewed preprint]



JMIR Preprints

of Artificial Intel
ligence in Health
Care: Systematic

Review [50]

Jan Baumbach

Rebirth of Manzoor Ahmed Khan and | 2021 | Federated learning enables Al-driven smart city
Distributed AI— | Najla Alkaabi services by ensuring data privacy and reducing
A Review of training time. Its application in eHealth requires
eHealth addressing design goals, technical requirements,
Research [46] and existing challenges.

Digital Jodo V. Cordeiro 2021 | Digital health technologies, including Al,
Technologies and telemedicine, and wearable devices, promise to
Data Science as transform healthcare but raise ethical, legal, and
Health Enablers: social challenges. Key concerns include patient
An Outline of autonomy, data security, equity, and the evolving
Appealing role of human interaction in medicine.
Promises and

Compelling

Ethical, Legal,

and Social

Challenges [47]

Privacy- Laura Arjona, Yasha 2023 | Alow-cost ultrasonic platform with machine
Preserving Iravantchi, Alanson learning enables automatic, privacy-preserving
Automatic Sample, Marcos L. uroflowmetry at home. The Multi-layer
Collection of Alvarez, Alfonso Bahillo, Perceptron classifier achieved 97.8% accuracy,
Acoustic Voiding | Elba Canalon supporting urology telemedicine in resource-
Events [48] limited settings.

Harnessing the Seema Yelne, Minakshi 2023 | Al is transforming nursing and healthcare
Power of AL: A Chaudhary, Karishma Dod, through personalized care, diagnostics, and
Comprehensive Akhtaribano Sayyad, predictive analytics, but challenges like data
Review of Its Ranjana Sharma privacy, ethics, and algorithmic bias remain. To
Impact and harness AI’s full potential while preserving
Challenges in human-centered care, interdisciplinary

Nursing Science collaboration and ethical frameworks are

and Healthcare essential.

[49]

The Economic Justus Wolff, Josch 2020 | Despite Al's growing role in healthcare, few
Impact Pauling, Andreas Keck and studies rigorously assess its economic impact,

and existing analyses suffer from methodological
shortcomings. Future research must incorporate
comprehensive cost-effectiveness evaluations,
including initial investments, operational costs,
and viable alternatives, to support informed
decision-making in Al adoption.

Al and Telemedicine Integrations Across Medical Specialties

Teledermatology

Rossi et al

Teledermatology was one of the first fields in healthcare to integrate Al and telemedicine, owing to
the image-based nature of dermatological diagnosis and increasing service demand (Figure 2). In
teledermatology contexts, Al-supported deep learning models outperform primary care physicians
(AUC 0.45) with diagnosis accuracy comparable to dermatologists (0.67 vs. 0.63) [13]. Smartphone
apps for skin lesion imaging and triage are available, though their real-world diagnostic accuracy is
still insufficient [13]. Al-enhanced teledermatology has increased access to care, particularly in
underserved and rural locations, by expediting referrals and lowering wait times. The store-and-
forward model is particularly useful in these situations [14].
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Ophthalmology

Al has shown great promise in ophthalmology, notably for diagnosis, monitoring, and telemedicine
(Figure 2) [15-18,30,31]. Across several studies, Al systems demonstrated high diagnostic accuracy
for conditions such as glaucoma, diabetic retinopathy, and myopia, with sensitivity and specificity
frequently exceeding 90% matching or surpassing human specialists [15-18,30]. Advanced imaging
modalities such as OCT and OCT angiography improved Al's predictive capabilities, including
progression forecasting with high correlations (e.g., r = 0.92) [30]. Telemedicine solutions powered
by Al allow for remote screening, triaging, and monitoring, particularly in underserved areas
[15,17,18,30]. Wearable technologies such as Clouclip and smartphone-based apps have enabled
remote monitoring, resulting in actionable insights into visual habits and disease progression [15-
17]. Home OCT systems for retinal diseases have also demonstrated significant agreement with
expert assessments for fluid detection and treatment scheduling [31].

Maternity Care

Telemedicine has also demonstrated its potential to revolutionize maternity healthcare using industry
4.0 technologies (Figure 2) [32]. Telehealth platforms, along with wearable Internet of Things (IoT)
devices, allow for remote monitoring of maternal and fetal health parameters like blood pressure and
heart rate, eliminating the need for frequent clinic visits and enhancing access in underprivileged
areas [32]. Furthermore, Al improves telemedicine by evaluating real-time data from wearable
devices to identify complications such as preeclampsia, gestational diabetes, and premature labor,
allowing for early interventions and individualized care plans [33]. Virtual assistants and Al-powered
chatbots promote self-care by providing personalized advice, reminders, and mental health support,
especially for diseases such as postpartum depression [33]. Furthermore, cloud-based telehealth
solutions improve collaboration among healthcare professionals by securely storing and sharing
medical records in real time [32,33].

Oncology

Telemedicine has also shown promise in oncology, allowing for remote consultations, follow-ups,
and mental health treatment while minimizing the need for in-person visits (Figure 2) [34]. Al-
powered virtual care provides personalized diagnosis and treatment planning, leading to better
patient outcomes. Moreover, wearable devices allow for remote monitoring of vital signs and
treatment responses, supporting proactive care. With the patients’ data obtained, international
collaboration can generate comprehensive datasets to advance research and treatment
standardization. These technologies can boost cancer knowledge access, improve treatment
coordination, and reduce healthcare costs [34].
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Rossi et al

Figure 2: Al applications in telemedicine across medical specialties. Al enhances diagnosis, treatment
planning and remote monitoring in teledermatology, ophthalmology, maternity care, and oncology. Image
created using Figma (Figma, Inc.).

Emerging Technologies and Innovations in Telemedicine

Robotics and Virtual Rehabilitation

Telemedicine, aided by Al-powered robotics and virtual rehabilitation platforms, is revolutionizing
stroke treatment and movement analysis (Figure 3). Tele-robotic systems such as CorPath GRX
allow for remote surgery during stroke therapies, addressing accessibility issues in underserved areas
and potentially improving outcomes [35]. Al integration streamlines surgical navigation and
improves procedure precision, bringing specialized care to remote locations. Meanwhile,
technologies like StepSense provide virtual rehabilitation solutions via VR biofeedback, allowing for
remote gait analysis and therapy for patients with chronic pain and Long Covid [36].

Blockchain and Decentralized Solutions

The integration of blockchain, AI, and decentralized technologies has led to substantial
breakthroughs in telemedicine (Figure 3). One study developed a blockchain-based architecture for
secure and scalable digital pathology that uses ERC-721 NFTs and IPFS, allowing for remote
diagnostic image exchange while lowering infrastructure costs [37]. This method also enabled Al-
assisted diagnosis of cancer, urology and gastrointestinal illnesses. Another innovation, mobile
diagnostic clinics (MDCs), used Al and portable diagnostic instruments to provide telemedicine
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services in underserved areas, such as remote consultations and real-time decision support [38].
Furthermore, Al-based solutions such as aEYE for video nystagmus detection have made
neurological examinations possible via telemedicine, ensuring diagnostic accuracy even in low-
resolution video environments [39]. Telemedicine for rare genetic diseases has demonstrated the
ability of Al-powered platforms to aid in early diagnosis, remote patient monitoring, and virtual
clinical trial recruitment [40]. These innovations highlight how decentralized solutions, combined
with AI, improve accessibility to healthcare while reducing infrastructure requirements and

associated costs.

Emerging Technologies and

Innovations in Telemedicine

Al & Robotics

« Tele-robotic surgery
« Al-enhanced precision

in remote surgical navigation
< Virtual rehabilitation

- Al-driven patient
monitoring

-> Secure
Al-assisted
diagnostics

Blockchain &
Decentralization

« Blockchain-based

secure digital pathology

« Al-powered mobile diagnostic
clinics for remote healthcare

« Decentralized healthcare
record-sharing

- Secure & decentralized

health data sharing

Telemedicine &
Remote Monitoring

* Al-driven neurological exams
* Al-powered platforms for rare genetic
disease monitoring & virtual trials
* Remote consultations and real-time

decision support

Figure 3: Emerging technologies and innovations in telemedicine, including AI & Robotics, Blockchain and
Decentralizations, and Telemedicine & Remote Monitoring. Image created using Figma (Figma, Inc.).

Data Integration and Privacy in Al Telemedicine

Health Data Management Solution
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The creation of Health Data Space (HDS) nodes is a big step forward in combining telemedicine data
with traditional clinical sources, such as electronic medical records (EMRs) and national health
registries (Figure 4). In a proof-of-concept study with heart failure patients, HDS nodes securely
integrated data from telemonitoring devices and other sources while protecting patient privacy using
approaches such as pseudonymization and privacy-preserving record linkage (PPRL). The system
demonstrated scalability, supporting machine learning applications such as NLP-based clinical note
classification, and highlighted the role of telehealth data in comprehensive patient analyses and
quality-of-life assessments [22].

Privacy-Preserving Techniques

Another Al-driven telemedicine innovation is represented by fog computing integration, which
enables real-time diagnostics, surgical monitoring, and remote patient care through localized data
processing that protects privacy and minimizes latency (Figure 4) [44]. This technique is
supplemented by Al-powered predictive analytics for proactive disease management. In the field of
rheumatology it has been shown that teleconsultations, smartphone applications, and wearable
devices improve disease monitoring and minimize travel burdens, yet privacy concerns and
inadequate app validation persist [45]. Furthermore, another study investigated how federated
learning and edge computing enable real-time remote diagnostics and continuous patient monitoring
while protecting data privacy [46].

Data Integration and Privacy in Al Telemedicine

Al-Enabled Healthcare Privacy-Preserving Data
Sy y 4 9 g Data Integration & Storage
Applications (User Level) Processing (Processing Level)
(Infrastructure Level)
- Telemonitoring & Wearables - Fog & Edge Computing
= ; S = 5 : o — Health Data Space
(e.g., real-time heart failure monitoring) (localized Al-driven analytics, minimal

(HDS) Nodes (securely integrating

latency)
b telemedicine & EMR data)

- Teleconsultations & Remote

Diagnostics (e.g., rheumatology apps - Federated Learning : =t
! g 5 e fed - National Health Registries & EMRs
smartphone-based disease tracking) (privacy-preserving Al model training traditional health & d
across decentralized sources) (traditionallhealthirecords)
- Al-Based Predictive Analytics B B i\ hymization & PPRL - Blockchain for Secure Data Exchange

(e.g., NLP for clinical note classification,
proactive disease management)

(ensuring decentralized, encrypted

(secure patient identity protection in
storage)

integrated health records)

Figure 4: Key components of data integration and privacy in Al telemedicine, including Al-enabled
healthcare applications (user level), privacy-preserving data processing (processing level), and data integration
and storage (infrastructure level). Image created using Figma (Figma, Inc.).

Al-Driven Mental Health and Rehabilitation Solution

Suicide Prevention and Behavioral Monitoring

Telemedicine has been shown to enhance mental health care by enabling continuous monitoring and
early intervention for at-risk individuals (Figure 5). In this context, a study revealed the potential for
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AT and mobile health (mHealth) integration in telemedicine to prevent suicide attempts through real-
time behavioral monitoring and individualized interventions [19]. By integrating passive data
collection via the eB2 app (monitoring physical activity, geolocation, and communication patterns)
with self-reported insights via the MEmind app and physiological indicators measured by armbands,
a comprehensive assessment of the status of patients is possible. Then, Al-powered programs assess
this data to identify suicide risk, directing clinicians toward prompt interventions.

Rehabilitation and Virtual Patient Models

Telemedicine developments are also evident in promising research that uses AI for remote
rehabilitation and patient monitoring (Figure 5) [20]. In particular, this study revealed a non-contact
method that uses machine learning models such as LightGBM to estimate thumb angles with high
accuracy (CC: 0.99), providing cost-effective telemedicine alternatives for posture assessment that
do not require specific equipment [20]. Similarly, another study shows demonstrated how digital
twins are combined with wearable devices to build virtual patient models, allowing for real-time
monitoring, predictive analytics, and individualized care [21].

Al-Driven Mental Health and Rehabilitation Solution

Data Collection Sources: Non-Contact Al Rehabilitation
- Passive Data (Smartphone Sensors): Monitors physical - Machine learning models (e.g., LightGBM)
activity, geolocation, and communication patterns. estimate thumb angles for posture correction.
- Self-Reported Insights (MEmind App): Captures mood, - Al-driven motion tracking enables remote
emotions, and self-assessments. Al-Dri assessment without specialized equipment.
- Physiological Indicators (Wearable Armband): e
Tracks heart rate variability and stress levels. Mental Health & Digital Twins and Virtual Patient Models:
Rehabilitation ghiie=tab Sievices ket
Al-Based Suicide Risk Assessment: 4 movement data.
- Alintegrates the collected data to detect high-risk Solution - Al creates a digital twin (virtual patient model)
behavioral patterns. based on collected data.
- Predictive algorithms assess suicide risk levels. - Predictive analytics generate
- Alerts are sent to clinicians for early intervention. individualized rehabilitation plans.

Figure 5: Al-driven mental health and rehabilitation solutions integrate data from smartphone sensors,
wearable devices, and self-reported insights to assess behavioral patterns and suicide risk. Al-powered
rehabilitation utilizes machine learning for posture correction, motion tracking for remote assessments, and
digital twin models to generate personalized treatment plans. Image created using Figma (Figma, Inc.).

Challenges

The use of Al in telemedicine creates a number of potential challenges across a variety of healthcare
applications. While Al-powered telemedicine enables remote diagnostics, decision-making and
personalized care, it also raises concerns in regulatory, technical and ethical domains. For instance, a
recent study highlighted South Africa's outdated telemedicine guidelines and called for Al-specific
legislation, emphasizing the importance of Al in remote consultations and rural care delivery, while
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raising ethical concerns such as informed consent and liability for Al errors [41]. Similarly, another
study investigated ambient intelligence (AmlI) for passive remote monitoring, enhancing clinical
decision-making with Al-driven insights while highlighting issues about privacy, bias and
explainability [42]. Moreover, infrastructure limitations and regulatory barriers in robotic telesurgery
have been raised, despite the promise of ultra-low latency networks for Al-assisted robotic surgery
and telemedicine [43].

Another challenge stems from biases in Al models trained predominantly on European and East
Asian populations, which limits the generalizability of findings to diverse settings [13,14]. Technical
constraints, such as image quality inconsistencies and the lower reliability of Al models on external
datasets, further limit implementation [13]. Ethical and legal barriers persist as well, particularly
regarding the “black box” nature of Al, which refers to a lack of transparency on how Al models
reach diagnostic conclusions [15-18,30,31].

Data privacy concerns remain a major barrier, alongside the lack of standardized reimbursement
models for Al-integrated telemedicine [14]. In low-resource settings, particularly in maternal
healthcare, obstacles such as high implementation costs, privacy concerns, and algorithmic biases
create disparities in access to care [32]. Furthermore, disparities in access to digital health
technologies underscore the need for equitable and secure implementation strategies [34].

One more challenge is the lack of interoperability between telemedicine systems, which along with
resource limitations, significantly limit large-scale adoption [46]. Also, while Al-powered predictive
analytics and remote monitoring have enhanced healthcare delivery, they have also increased the
risks of data breaches and algorithmic biases [49].

To tackle such challenges, research has been conducted focusing on the development of privacy-
preserving Al platforms. For instance, a recent study demonstrated how non-intrusive, real-time
health monitoring can be seamlessly integrated into telemedicine for remote uroflowmetry [48].
Moreover, it is also important to consider that economically, Al-driven telemedicine has the potential
to significantly reduce healthcare associated costs; however, gaps in comprehensive financial
assessments and alternative evaluations remain [50].

Discussion

The integration of AI in telemedicine has demonstrated considerable promise across different
medical specialties providing improvements in prognosis, patient monitoring and customized
treatment. This systematic review highlighted that Al-powered telemedicine enhances healthcare
accessibility, mainly in remote and underserved regions, by facilitating screening and triaging. In
dermatology, Al has achieved diagnostic accuracy comparable to dermatologists, though real-world
validation remains limited [13,14]. Similarly, ophthalmology has benefited from Al-driven screening
and monitoring for conditions such as diabetic retinopathy and glaucoma, with models attaining high
sensitivity and specificity [15-18,30]. However, issues persist regarding external validation, dataset
diversity, and the risk for clinician deskilling [15,30,31]. In maternal healthcare, Al and telemedicine
have facilitated remote monitoring, early problem detection and customized care, but challenges -
which include infrastructure limitations and algorithmic bias - still need to be addressed [32,33].
Oncology applications of Al have expanded patient access to digital care, improving treatment
coordination and long-term monitoring [34]. Emerging technologies, such as Al-driven robotic
telesurgery and wearable rehabilitation tools, have demonstrated the potential to enhance surgical
precision and post-treatment recovery, though regulatory and ethical challenges persist [35,36].
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Beyond clinical applications, Al- driven data management systems, such as Health Data Space
(HDS) nodes and federated learning frameworks, have enhanced privacy-preserving medical records
integration [22,46]. Nevertheless, interoperability and standardization issues remain key boundaries
to widespread adoption. Moreover, AI’s role in mental health monitoring and suicide prevention has
emerged as a novel telemedicine application, leveraging real-time behavioral data analysis to support
early intervention strategies [19]. Despite these advancements, the challenges identified in this
systematic review - including bias in AI models, privacy concerns, and regulatory gaps - underscore
the need for robust validation frameworks and policy-driven solutions to ensure equitable and ethical
Al use in telemedicine.

Practical Application of Al in Telemedicine

The findings of this review suggest that Al-powered telemedicine can significantly improve
healthcare delivery by decreasing diagnostic errors, expediting triage, and enhancing remote patient
monitoring. Al’s integration into telemedicine has already proven to improve patient outcomes by
enabling early detection and decreasing the burden on healthcare providers [17,18]. For example,
FDA-approved Al models for diabetic retinopathy screening have facilitated early intervention,
decreasing the risk of disease progression [17]. In stroke care, Al-assisted robot telesurgery has
extended treatment accessibility, particularly in geographically isolated areas [35,43]. Healthcare
providers can leverage Al to enhance decision-making, optimize workflow efficiency, and customize
patient care. However, for Al-driven telemedicine to be widely applied, healthcare institutions must
address challenges including clinician education, Al interpretability, and ethical concerns [42].
Ensuring clinician involvement in AI model development and validation may be crucial in promoting
trust in Al and fostering its adoption. Moreover, regulatory bodies should establish clear guidelines
for Al validation and integration, emphasizing transparency, data security, and equitable access [41].
Telemedicine platforms incorporating Al should also prioritize patient engagement by incorporating
explainable Al (XAI) features, allowing both clinicians and patients to understand Al-driven
decisions [31,42]. This is particularly relevant in specialties like oncology and mental health, where
patient trust is critical for adherence to treatment plans [19,34]. Furthermore, reimbursement models
for Al-powered telemedicine must be standardized to promote wider adoption and financial
sustainability [14,48].

Future Directions

While AI has proven its potential in telemedicine, several areas warrant additional research and
improvement. Clinical validation and generalizability remain essential, with future studies needing to
focus on large-scale, multi-center validation of AI models to assess their applicability across diverse
populations. Addressing bias in AI models, mainly those developed predominantly on data from
particular geographic areas, is critical to ensure equitable healthcare outcomes [33,49]. Regulatory
and ethical frameworks also need to be developed, with standardized guidelines for Al in
telemedicine covering data privacy, liability in Al-driven choices and clinician oversight [41]. Ethical
considerations, including informed consent and algorithmic transparency, need to be prioritized to
build trust amongst healthcare providers and patients [42,49]. The potential of Al in personalized
medicine should be further explored, mainly in chronic disease management and rehabilitation
[20,36]. Al-powered predictive analytics can improve individualized treatment plans, enhancing
long-term patient adherence and outcomes [20,21,36]. Future research should also focus on
interoperability and data integration, with particular attention to federated learning, blockchain-based
health data management and decentralized Al-driven systems, presenting pathways to enhance
compatibility between different telemedicine platforms [22,46]. Secure and standardized data-sharing
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protocols will be essential for maximizing AI’s effect on healthcare delivery [22].

Moreover, research on the financial implications of Al-powered telemedicine remains limited. In this
regard, future studies should conduct comprehensive cost-benefit analyses, including implementation
costs, operational expenses, and long-term financial sustainability, to guide healthcare policymakers
in making informed investment decisions [50]. Given the increasing adoption of Al-driven mental
health applications, further research should explore the long-term impact of Al-based interventions
on patient outcomes [19]. Ethical considerations surrounding continuous behavioral monitoring and
data privacy should also be examined to ensure responsible implementation [19,49]. Finally, the
combination of Al with emerging technologies such as 5G, AR and IoT presents new opportunities
for telemedicine [21,43]. Ultimately, dedicated research into these integrations can further enhance
real-time remote diagnostics and treatment.

Conclusion

This systematic evaluation underscores the transformative potential of AI in telemedicine,
demonstrating its potential to enhance diagnostic accuracy, remote monitoring, and personalized
patient care across various medical domains. Al-powered tools have already demonstrated tangible
benefits in dermatology, ophthalmology, mental health, and chronic disease management, improving
healthcare accessibility and efficiency. However, the widespread integration of Al in telemedicine is
hindered by critical challenges, including ethical considerations, data privacy concerns, regulatory
inconsistencies and algorithmic bias. The lack of robust real-world validation and standardized
guidelines further limits Al's clinical applicability. Addressing these barriers requires a multifaceted
approach: strengthening interdisciplinary collaboration, implementing clear regulatory frameworks,
and ensuring transparent Al development processes. Future advancements in Al-driven telemedicine
should prioritize equitable healthcare access, clinician involvement in model validation, and privacy-
preserving Al methodologies, such as federated learning and blockchain-based data management.
Also, cost-benefit evaluations are essential to evaluate the long-term financial viability of Al
integration in healthcare systems. By overcoming these challenges and improving patient outcomes,
Al-powered telemedicine has the potential to transform healthcare delivery globally, minimizing
inequalities and increasing healthcare efficiency.
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