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Abstract

Background: The internet has become a major source of health information, yet the quality of online health information varies
considerably. Users’ ability to evaluate the trustworthiness of online health information is limited, as around half of Europeans
have limited health literacy. Existing checklists and tools are either prepared for research purpose use or use by health care
professionals, have not been developed by considering the lay user perspective, are too long and complicated to be used by
laypersons, or were developed for written health information.

Objective: To develop and validate a checklist that enables laypersons to evaluate the trustworthiness of online health
information without prior training.

Methods: We employed a multistage mixed-methods approach including: (1) a comprehensive literature review to identify
existing tools and quality criteria; (2) an expert Delphi study with six specialists in patient communication and health
information; (3) cognitive interviews with 19 lay users in two rounds; (4) application testing on 15 selected health information
webpages with 20 additional lay users; (5) a determination of the factual correctness of 100 health information webpages by
assessing the difference between the claimed and factual strength of evidence on a health information webpage; and (6)
validation testing by research team members on 100 health information webpages using a Bayesian logistic regression model to
analyze the predictive validity. In the final step, we integrated all quantitative and qualitative results to select final checklist
items.

Results: From an initial pool of 1,740 items extracted from 73 documents, we systematically condensed the list through multiple
evaluation and testing rounds. To ensure the checklist is user-friendly, we involved a diverse group of potential users. The final
product, named the Info without Side Effects (iWISE) checklist, contains seven items that assess key aspects of health
information trustworthiness, including the absence of advertising, balanced presentation of information, limited use of
professional jargon, origination from an independent organization, citation of sources, mention of scientific validation, and
presence of a publication date. The checklist demonstrated the ability to distinguish between evidence-based and non-evidence-
based online health information during validation testing with a nearly 100% probability that the health information is correct if
all items were marked with yes.

Conclusions: The iWISE checklist represents a user-friendly, validated tool for evaluating online health information
trustworthiness. With only seven items, it is easy to remember and could significantly improve critical health literacy. Future
research should test its reliability for social media posts and health information videos.

(JMIR Preprints 05/12/2024:69529)

https://preprints.jmir.org/preprint/69529 [unpublished, non-peer-reviewed preprint]



JMIR Preprints Griebler et al

DOI: https://doi.org/10.2196/preprints.69529

Preprint Settings

1) Would you like to publish your submitted manuscript as preprint?
Please make my preprint PDF available to anyone at any time (recommended).
Please make my preprint PDF available only to logged-in users; I understand that my title and abstract will remain visible to all users.
Only make the preprint title and abstract visible.
No, I do not wish to publish my submitted manuscript as a preprint.

2) If accepted for publication in a JMIR journal, would you like the PDF to be visible to the public?
Yes, please make my accepted manuscript PDF available to anyone at any time (Recommended). 
Yes, but please make my accepted manuscript PDF available only to logged-in users; I understand that the title and abstract will remain visible to all users (see Important note, above). I also understand that if I later pay to participate in <a href="https://jmir.zendesk.com/hc/en-us/articles/360008899632-What-is-the-PubMed-Now-ahead-of-print-option-when-I-pay-the-APF-" target="_blank">JMIR’s PubMed Now! service</a> service, my accepted manuscript PDF will automatically be made openly available.
Yes, but only make the title and abstract visible (see Important note, above). I understand that if I later pay to participate in  <a href="https://jmir.zendesk.com/hc/en-us/articles/360008899632-What-is-the-PubMed-Now-ahead-of-print-option-when-I-pay-the-APF-" target="_blank">JMIR’s PubMed Now! service</a> service, my accepted manuscript PDF will automatically be made openly available.

https://preprints.jmir.org/preprint/69529 [unpublished, non-peer-reviewed preprint]



JMIR Preprints Griebler et al

Original Manuscript

https://preprints.jmir.org/preprint/69529 [unpublished, non-peer-reviewed preprint]



JMIR Preprints Griebler et al

Info  without  Side  Effects  (iWISE):  Development  of  a  validated  lay
checklist for assessing online health information - a mixed-methods study

Abstract

Background: The internet has become a major source of health information, yet the quality of online
health information varies considerably. Users’ ability to evaluate the trustworthiness of online health
information is limited, as around half of Europeans have limited health literacy. Existing checklists
and tools are either prepared for research purpose use or use by health care professionals, have not
been developed by considering the lay user perspective, are too long and complicated to be used by
laypersons, or were developed for written health information.
Objective: To  develop  and  validate  a  checklist  that  enables  laypersons  to  evaluate  the
trustworthiness of online health information without prior training.
Methods: We  employed  a  multistage  mixed-methods  approach  including:  (1)  a  comprehensive
literature review to identify existing tools and quality criteria; (2) an expert Delphi study with six
specialists in patient communication and health information; (3) cognitive interviews with 19 lay
users in two rounds; (4) application testing on 15 selected health information webpages with 20
additional  lay  users;  (5)  a  determination  of  the  factual  correctness  of  100  health  information
webpages by assessing the difference between the claimed and factual strength of evidence on a
health information webpage; and (6) validation testing by research team members on 100 health
information webpages using a Bayesian logistic regression model to analyze the predictive validity.
In the final step, we integrated all quantitative and qualitative results to select final checklist items.
Results: From an  initial  pool  of  1,740  items  extracted  from  73  documents,  we  systematically
condensed the list through multiple evaluation and testing rounds. To ensure the checklist is user-
friendly, we involved a diverse group of potential users. The final product, named the Info without
Side Effects (iWISE) checklist, contains seven items that assess key aspects of health information
trustworthiness, including the absence of advertising, balanced presentation of information, limited
use of professional jargon, origination from an independent organization, citation of sources, mention
of scientific validation, and presence of a publication date. The checklist demonstrated the ability to
distinguish  between  evidence-based  and  non-evidence-based  online  health  information  during
validation testing with a nearly 100% probability that the health information is correct if all items
were marked with yes.
Conclusions: The iWISE checklist represents a user-friendly, validated tool for evaluating online
health  information  trustworthiness.  With  only  seven  items,  it  is  easy  to  remember  and  could
significantly  improve critical  health  literacy.  Future  research  should  test  its  reliability  for  social
media posts and health information videos.

Introduction

With its accessibility and vast resources, the internet has become an increasingly popular source of
health information for the general public. Individuals frequently turn to online platforms to seek
answers to their health-related questions, research symptoms, and explore treatment options. A recent
study in the European Union reported that 56% of individuals aged 16 to 74 used the internet for
health-related information-seeking [1],  with the highest  rates up to  83% in Finland,  78% in the
Netherlands, and 75% in Norway. In Austria, 76% used the internet in 2020 to search for information
on health issues [2].
While the abundance of health information available online can be empowering, it  also presents
significant  challenges.  The quality  and reliability  of  this  information  vary  widely,  ranging from
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evidence-based  medical  advice  to  potentially  harmful  misinformation  [3].  This  disparity  raises
concerns about  lay users’ ability  to discern trustworthy sources  from unreliable  ones.  The latest
European health literacy survey showed that more than half of users have difficulties in deciding
whether the information they found online is trustworthy and objective [4]. According to a survey by
the  Bertelsmann  Foundation  [5],  between  64%  and  84%  of  participants  in  Germany  rely  on
advertisement-funded or scientifically  unverified web content.  Available  evidence-based websites
were only known to 18% to 27% of respondents, yet the majority surprisingly judged such evidence-
based websites as untrustworthy [5].  The ability to judge the trustworthiness of health information
depends on an adequate level of health literacy. Yet, the latest Health Literacy Survey in Europe
(HLS-EU) in 2020 showed that  at  least  1  out  of  10 participants  (12.4%) had inadequate health
literacy, and almost every second respondent (47.6%) in the total sample had limited (inadequate or
problematic) health literacy, with substantial differences between member states [6].
Health  literacy  is  a  multifaceted  construct  that  “entails  people’s  knowledge,  motivation  and
competences  to  access,  understand,  appraise  and  apply  health  information  in  order  to  make
judgments and take decisions in every-day life concerning health care, disease prevention and health
promotion” [7].
Low health literacy is known to negatively affect health [8]; it leads to poor health decisions and
inferior treatment outcomes as well as higher hospitalization, morbidity, and premature death rates
[7]. Low health literacy may also lead to disadvantageous consumer choices when confronted with
exaggerated claims about health services, over-the-counter medications, or nutritional supplements.
It  has  been shown that  people  with  lower  health  literacy  have  greater  difficulty  evaluating  and
differentiating low-quality from high-quality health information [9]. 
Furthermore,  strengthening  health  literacy  is  also  an  important  factor  for  achieving  the  United
Nation’s Sustainable Development Goal Number 3: ensuring healthy lives and promoting well-being
for all at all ages [10].
Critical health literacy, an essential aspect of health literacy, can play a crucial role in addressing
these issues. Critical health literacy is a higher order cognitive process that can be defined as “the
ability  to  access,  understand and manage health  information  as  well  as  the  ability  to  assess  its
credibility and to critically analyze and where appropriate challenge the information” [11]. It leads to
individual and community empowerment by raising critical consciousness, improving quality of life
and  health  behavior,  and  enhancing  health-related  social  and  political  action  [11].  One  way  to
enhance  critical  health  literacy  involves  employing  a  tool  for  assessing  the  reliability  of  health
information.  To  be  useful,  a  tool  must  be  based  on  operationalized  quality  criteria,  should  be
validated, and must be easily understood and applied by laypersons [12; 13]. According to a 2020
systematic review [13], none of the many preexisting checklist tools fulfill all these requirements.
This is also true for the recently developed Mapping the Quality of Health Information (MAPPinfo)
Checklist [12]. Although it is a validated tool based on operationalized and evidence-based criteria,
untrained laypersons may find it too complex to apply in their daily routines.
The aim of our study was, therefore, to develop a validated checklist for laypersons to evaluate the
trustworthiness of online health information without prior training.

Methods

We  employed  a  multistage  mixed-methods  approach  to  develop  our  checklist.  In  short,  the
development  process  included  a  comprehensive  literature  review  including  extracting  possible
checklist items, an expert Delphi study, cognitive interviews with lay users, and application tests
with  laypersons  and  the  research  team using  a  webpage  test  set  to  determine  the  suitability  of
potential checklist items for predicting the factual correctness of health information webpage content
(see Figure 1 for an overview of the development process).
We developed a protocol a priori and published and registered it in the Open Science Framework
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(OSF) retrospectively [14]. During the study, we made a few amendments to the protocol. To ensure
comprehensive reporting, we adhered to the Standards for Reporting Qualitative Research (SRQR)
[15]  and  the  American  Psychological  Association  Style  Journal  Article  Reporting  Standards  for
mixed-methods research [16].

Working definitions

Online health information

We defined online health information as any health-related information that a person will find on a
webpage when using an online search engine (such as Google). 

Trustworthiness of online health information

For the purpose of this study, we define trustworthiness of online health information as the degree to
which the information on a webpage can be trusted by laypersons to be reliable and valid. This
definition aligns with Viviani and Pasi’s [17] conceptualization of trustworthiness as a key dimension
of credibility,  focusing specifically on the audience’s perception.  We use this  as a proxy for the
correctness, that is, objective accuracy of the information.

Laypersons

Following the Cambridge Dictionary [18], we have defined  layperson as someone who is not an
expert in or does not have a detailed knowledge of health-related topics, that is, persons without a
formal health-related education (i.e., no medical doctors, nurses, or other health care professionals or
health researchers, etc.).

Literature search and selection

In a first step, we carried out a literature review for existing tools and/or checklists for the assessment
or  evaluation  of  (online)  health  information  as  well  as  for  quality  criteria  and  indicators  for
trustworthy and reliable health information.
While  we  did  not  conduct  a  systematic  review,  we  aimed  to  identify  a  broad  variety  of  tools
available. Exploratory searches revealed that many relevant tools were grey literature, so we adopted
a search process inspired by the Tailored Approach by Cooper et al. [19], which combined a variety
of search methods:

 An information specialist (IK) conducted precision-focused searches for  reviews about the
evaluation of health information in PubMed, Scopus.com, Epistemonikos.org, and Library,
Information Science & Technology Abstracts (searched via Ebsco).

 Several  team members  (IK,  BK,  FKA,  CK,  BL,  EK,  UG) carried  out  independent  web
searches using Google, Google Scholar, and the Bielefeld Academic Search Engine (BASE).

 The reference lists of all identified (systematic) reviews were checked for citations of eligible
tools or publications.

All searches were conducted between March and September 2021. Search results were collected in
an Endnote 20 Library and checked for duplicates. 
One  person  screened  all  the  results,  and  a  second  person  checked  the  selected  documents  for
completeness. We included published and grey literature documents in English or German language
(i.e., journal articles, reports, webpages, preprints) from the following categories:

 Checklists and tools for the evaluation of online health and other online information aimed at
laypersons or professionals

 Research on the concepts, quality criteria, and indicators relevant for the evaluation of online
health information
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 Systematic reviews of the tools/checklists or concepts/quality criteria/indicators

We  excluded  literature  that  either  exclusively  described  the  evaluation  of  the  layout,  design,
comprehensibility, or readability of (online) health information as well as literature applicable only
for evaluating health information for specific diseases and point-of-care information.

Data extraction

We developed a data extraction matrix in Microsoft Excel to facilitate the data extraction and item
generation  step.  The  data  extraction  consisted  of  three  parts:  1)  general  information  from  the
included references, that is, reference details, reference type, checklist/tool name, target group(s),
application  field,  and validation  status;  2)  the  names  of  domains  and subdomains/subcategories,
literal  item  text  and  original  answer  categories  (if  available),  or  description  of  the
domain/criterion/indicator  (if  applicable);  3)  for  each  included  (systematic)  review  on
tools/checklists, we extracted the included names and references of the tool/checklist and added the
most frequently mentioned tools/checklists that we had not included yet. 
After the first few data extractions, we discussed unclarities within the project team and revised the
data extraction form accordingly. If references had to be excluded during the data extraction, these
decisions were always discussed with another research team member.

Categorization of items

The next step after the data extraction was the categorization of items into content categories. One
research team member developed a draft categorization scheme inductively, which we discussed as a
team. We developed a categorization scheme iteratively including the names of the overall categories
and subcategories, a description of each subcategory, and coding examples (see Table 1). 
We excluded unsuitable criteria and marked them as “excludes” based on adapted feasibility criteria
by Provost 2006 [20], which we defined a priori:

 Timeliness: Criterion must be assessable in a short time.
 Expertise independent: Criterion must be assessable without prior topic-specific knowledge.
 Externability: Criterion must be assessable without using secondary sources.
 Generalizability: Criterion must be applicable to all possible (online) health information (i.e.,

not focused on specific aspects of a disease or a specific health topic).
We added further subcategories for the “excludes” domain during the process:

 Scope: Content of the item is not within our scope.
 Overall category: Only the item category is specified, no items.
 Unclear: Item is too unclear to be used in a checklist.
 Open question: it is not possible to formulate a yes/no question.

Table 1: Item categorization by category

Subcategory Description Example Number  of
items  after
categori-
zation  step
(n=1740)

Number  of
items  after
dedupli-
cation  and
merging
(n=449)

Number
of  items
for  the  1st

Delphi
round
(n=46)

Functional/  technical
aspects

163 (9%) 25 (6%) NAa

F.0  General  technical
aspects

A broad category if the item is
generally about technology or
several  technical  aspects  are
covered at once

9 0 NA

F.1  Technical Technical accessibility of the Browser 40 10 NA
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Subcategory Description Example Number  of
items  after
categori-
zation  step
(n=1740)

Number  of
items  after
dedupli-
cation  and
merging
(n=449)

Number
of  items
for  the  1st

Delphi
round
(n=46)

accessibility website compatibility,  website
loading  times,
registration

F.2 Navigation Navigation  through  the
website

Site  menu,  simple
navigation,  internal
search engine

55 5 NA

F.3 Interactivity Interactive offers on the site Direct  feedback
options  on  the  site
(e.g.,  comment  field,
rating  options,  chat
room,  forum,  etc.),
download options

38 3 NA

F.4  Accessibility/
personalization

Possibility  of  customization
(of  the  presentation)  to
individual needs

Customization of font
sizes/types,  text-only
option,  several
languages available 

17 3 NA

F.5 Other (technology) An  item  belongs  in  this
category but does not fit into
any  of  the  available
subcategories

4 1 NA

Transparency 450 (26%) 199 (44%) 9 (20%)

T.0  General
transparency

A  category  if  the  item  is
generally  about  transparency
and cannot be assigned to any
of the subcategories (or must
be assigned to several)

82 0 0

T.1  Up-to-date
information 

Information  on  the  content’s
actuality is available

Date  of  creation
and/or  last  update
stated;  update
frequency stated

82 31 2

T.2  Author  and
copyright

Identification  of  the  content
authorship/ creator,  copyright
information 

Name  of  the
author/authorship,
email address, imprint

81 43 2

T.3 Author information Further  information  that
provides an indication of the
content  creator’s  (author’s)
context

Mention  of  the
content creator’s role,
profession,  education,
name,  author
qualifications;
mention of affiliation,
(type of) institution

52 29 0

T.4  Disclosure  and
funding

Identification  of  funding
sources, cooperation partners,
conflicts  of  interest,
identification of advertising

Naming  of  sponsors,
financing  institution,
adverts/advertising  is
shown,  separation  of
editorial  and
advertising content 

126 47 4

T.5
Standards/certificates

Information  on  whether  the
content  creators  adhere  to
certain external guidelines or
whether  the  source  is
externally certified

HONcode Standard 6 4 1

T.6  Privacy  and  data
protection

Information/functions
regarding  privacy  and  data
protection

General  disclaimer,
information  on  the
use  of  cookies,
message when leaving
a secure website

46 24 0

T.7 Target group Definition  of  the  website’s
target group

Explicit  explanation
of  who  the  website
and  its  content  are

17 5 0
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Subcategory Description Example Number  of
items  after
categori-
zation  step
(n=1740)

Number  of
items  after
dedupli-
cation  and
merging
(n=449)

Number
of  items
for  the  1st

Delphi
round
(n=46)

aimed at
T.8 Purpose Explicit  mention  of  the

website’s purpose and goals
Educational purposes,
commercial  interests
(this does not refer to
subjective
assumptions  as  to
what  the  purpose
might be)

40 16 0

T.9  Other
(transparency)

An  item  belongs  in  this
category but does not fit into
any  of  the  available
subcategories

0 0 0

Presentation  of
information

402 (23%) 66 (15%) 22 (48%)

I.0 General presentation
of information

A  category  if  the  item  is
generally  about  the
presentation  of  information
and cannot be assigned to any
of the subcategories 

7 0 0

I.1 Balance Presentation of information is
one-sided or different aspects
are highlighted

Complete,
scientifically balanced
comparison  of
information;  in
addition  to  benefits,
risks,  possible
complications,
consequences  of  no
treatment  are
mentioned,  other
treatment  options  are
listed;  information
and recommendations
are clearly distinct 

215 34 12

I.2 References Details  on  the  origin  of  the
information  provided  are
available

Availability  of
information  sources,
references,  links  to
sources

66 9 3

I.3 Level of evidence Information  on  the
categorization  of  the
significance/evidence
level/quality  of  the
information is available

The  text  explicitly
addresses how well or
poorly  the
findings/data  are
scientifically
validated.  Gaps  in
knowledge  are
addressed

30 10 2

I.4 Quality assurance Presence of quality assurance
processes

It is clear to users that
there  is  an  editorial
review  process  and
how it works

21 4 1

I.5 Methods The procedure for creating the
content is described

Transparent
systematic  literature
search,  evaluation
according  to  the
GRADE criteria 

22 4 3

I.6 Further information Indication of further websites,
literature, contacts

Links  to  further
content;  references to
offers  of  help;
disclaimer:  note  that
health  information
does  not  replace  a

41 5 1
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Subcategory Description Example Number  of
items  after
categori-
zation  step
(n=1740)

Number  of
items  after
dedupli-
cation  and
merging
(n=449)

Number
of  items
for  the  1st

Delphi
round
(n=46)

doctor visit
I.7  Other  (presentation
of information)

(Not meant are cited sources
or  the  author’s  contact
information)

0 0 0

Presentation
(linguistic and visual)

303 (17%) 99 (22%) 7 (15%)

D.0  General
presentation

A  category  if  the  item  is
generally  about  visual  and
linguistic  presentation  or  if
several  subcriteria  are
covered at once

9 2 0

D.1 Comprehensibility Appropriate  presentation  of
information  for  the  target
group (content and form)

Appropriateness  of
language,  sentence
structure,  readability,
comprehensible
presentation  of
figures,  explanation
of  technical  terms,
degree  of  complexity
is  adapted  to  the
target group

116 42 1

D.2 Layout The  website  and  content’s
layout and design

The  content’s  layout
(e.g.,  font,  font  size,
structure)  and  visual
presentation  (e.g.,
illustrations, graphics,
tables),  clarity  (e.g.,
short  text),
appropriate  color
contrast,  appealing
design,  illustration
quality,  graphics,
tables  (readability),
etc.

126 40 1

D.3 Linguistic style Type  of  information
preparation  (neutral,
emotional, sensationalist)

Objective,  neutral
language  style,  no
judgmental,
emotionalizing
language

42 14 5

D.4 Formal correctness Reference to the care taken in
content  creation:  Are  there
formal  errors  in  texts  or
presentation?

Correct  grammar  and
spelling,  figures  in
text and tables match

10 1 0

D.5  Other
(presentation)

An  item  belongs  in  this
category but does not fit into
any  of  the  available
subcategories

0 0 0

User perception 185 (11%) 60 (13%) 8 (17%)

N.0  General  user
perception

A  category  if  the  item  is
generally  about  user
perception  and  cannot  be
assigned  to  any  of  the
subcategories

10 2 0

N.1 Emotion What feelings does the health
information trigger?

Subjective assessment
based  on  the  formal
and  content-related
presentation  of  the
information

7 4 1

N.2  Familiarity  and Is the source already known? Subjective assessment 40 13 1
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Subcategory Description Example Number  of
items  after
categori-
zation  step
(n=1740)

Number  of
items  after
dedupli-
cation  and
merging
(n=449)

Number
of  items
for  the  1st

Delphi
round
(n=46)

reputation How are the source’s and site
creator’s reputation assessed?

based  on  the  content
but  also  on  external
factors  (prior
knowledge,  bias,
background, etc.) 

N.3  Trustworthiness  of
content

Individual  assessment  of  the
content’s trustworthiness

Subjective assessment
based  on  the  content
but  also  on  external
factors  (prior
knowledge,  bias,
background, etc.)

47 15 3

N.4  Trustworthiness  of
references

Individual  assessment  of  the
trustworthiness of the sources
and of further links 

Subjective assessment
of the trustworthiness
of  specified  sources
of  information  and
data,  of  further
literature,  of
references to offers of
help 

10 5 1

N.5  Trustworthiness  in
general

General  assessment  of  the
trustworthiness  of  the  entire
website/the entire offer

Trust  in  the
organization  creating
the  offer,  assessment
of  the  website  name
or URL

29 13 2

N.6
Relevance/usefulness

Individual  assessment  of  the
content’s  usefulness/practical
applicability

Influence  of  the
information  on
individual  user
behavior; relevance to
the  user’s  original
need  for  information,
specific  examples  for
users are given

42 8 0

N.7  Other  (user
perception)

An  item  belongs  in  this
category but does not fit into
any  of  the  available
subcategories

0 0 0

Excludes 237 (14%) NAb NAb

X_external source Can only be assessed by using
additional tools/sources

If  the  institution’s  or
author’s  reputation  is
unknown  and  further
internet  research
would be necessary

36 NA NA

X_Scope The  item’s  content  is  not
within this study’s scope

Items  on  laypersons’
search behavior, items
for health information
producers

82 NA NA

X_Generalizability The  item  cannot  be
generalized,  but  can  only  be
used  for  a  specific  type  of
health information

The  item  is  only
relevant  for  cancer
information;  the  item
refers to a comparison
of  treatment  methods
and may not be used
for health information
on  the  prevalence  of
diseases

59 NA NA

a items from the functional/technical aspects category were excluded as they were deemed not useful
for the checklist
b excludes were not further deduplicated or translated
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Abbreviations: GRADE, Grading of Recommendations, Assessment, Development and Evaluation;
n, number; NA, not applicable

We piloted the categorization process and revised the category system. For each category, there was
one  subcategory  called  “other,”  where  we  added  items  provisionally  and  either  created  new
subcategories or decided on a subcategory after joint discussion. We also adapted subcategories for
the “excludes” (see Table 1).
Four members of the research team (CK, EK, IK, UG) categorized all the available items, and a
second person checked the categorization. Any uncertainties were discussed together.

Condensation of items

The first step of condensing the item list was the merging of duplicate and similarly worded items as
well as the translation of English items into German. As the literal items were very diverse, we also
unified their wording in two ways: first, we changed the wording so that each item was a question
and, second, we determined that the answer “yes” always indicates a trustworthy text. This was done
in one step by one person. We divided all the items among four team researchers (CK, EK, IK, UG)
and developed a procedure for merging and item formulation to ensure that the process was done
similarly by each. We noted discussion points and discussed unclarities and uncertainties during the
condensation process among the team. After the first round of merging and item formulation, the
process was checked by a second person, and discrepancies or conflicts were resolved by discussion.
After merging the duplicates, we still had too many items to conduct a meaningful expert Delphi
study. We therefore applied a further reduction step. For this, we created an Excel file matrix with the
item text, the category and subcategory allocation, and two rating options on a scale from 1 to 5, with
1  being  “very  poor  appropriateness/applicability”  and  5  being  “very  good  appropriateness/
applicability:” one for item’s appropriateness (i.e., how appropriate is the item for assessing whether
the health information is trustworthy) and one for the item’s applicability (i.e., how easily can the
item be applied by checklist users without prior knowledge). After being given detailed instructions,
eight members of the research group (EK, FKA, BL, UG, BK, CK, IK, IS) determined the ratings
separately. We calculated each item’s mean rating to decide which to keep for the expert Delphi
study. Items that scored very low (i.e., achieving only ratings of 1 and 2 from all eight research group
members) were eliminated without further inspection. All other items within each subcategory were
checked to determine which was the highest rated alternative; the other items were eliminated. The
final selection was made according to content-related aspects and while accounting for the target
number of approximately 50 items for the expert Delphi study.

Expert Delphi study

Next, we conducted an expert Delphi study with the aim of eliciting the opinions of invited experts
and establishing a consensus on the most pertinent items for the checklist [21; 22]. Our objective was
to assemble a diverse panel of experts specializing in patient communication, health information, and
general  online  communication.  To  identify  potential  experts,  we  searched  the  internet,  utilized
established contacts,  took suggestions from within the research team, and applied a snowballing
approach. Out of the twelve experts invited, six participated in the expert Delphi study.
During an initial online meeting with the invited experts in May 2022, we clarified the research
objectives and study process and presented the categories and subcategories of the preliminary item
checklist.  The  experts  received  a  comprehensive  information  sheet  as  well  as  instructions  for
participating in the Delphi study, using the same Excel file matrix layout as in the previous item
condensation step. In addition to rating the items from 1 to 5 for appropriateness and applicability,
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the experts were given the opportunity to suggest improvements in the wording of existing items or
to provide comments. They were also encouraged to propose up to five new items that they felt were
missing. We calculated the mean, standard deviation, and minimum and maximum rating values for
each item and incorporated suggestions for improvements and ideas for missing items. In the second
Delphi  round,  the  expert  panel  rated  the  items  again  for  appropriateness  and  applicability.
Descriptive statistics were calculated again, and items were selected based on the experts’ scores and
on content considerations. The result of the two-step Delphi study was an interim checklist version 1.

Cognitive interviews

Next, the first version of the interim checklist was presented to laypersons in a cognitive interview.
The cognitive interview methodology examines individuals'  cognitive processes when processing
information and responding to questions [23] and is widely used in questionnaire pretesting [24; 25].
Cognitive interviewing was used in this study to identify problems with item comprehension and to
evaluate the usability and applicability of interim checklist version 1. We used both the think-aloud
and verbal probing techniques [26; 27], where participants were explicitly instructed to verbalize
their thought processes during the cognitive interview.

Participant selection and sample

The sample size and characteristics were based on the recommendations of the cognitive interview
[28].  We  used  the  purposive  sampling  method  and  maximum  variance  strategy  for  participant
recruitment and selection [29]. Recruitment strategies included advertising the study through social
media,  using established contacts  with self-help  groups,  and drawing on our  personal  networks.
Interested individuals were asked to provide basic sociodemographic information to populate our
sampling grid. We selected participants to reflect the current sociodemographic pattern in terms of
age groups, gender, educational level, and migrant background. Eligible participants were adults of
any gender, 18 years and older, with a basic education level (i.e.,  compulsory schooling or high
school diploma) and no formal health-related education (i.e., no medical doctors, nurses, or other
health care professionals or health researchers, etc.), who regularly use the internet to seek answers
to health-related questions (i.e., at least once in the last three months). Our target group is fluent in
German  with  no  cognitive  limitations.  Before  the  interview,  study  participants  were  given  an
information sheet explaining the study purpose, privacy protection policy, and cognitive interview
procedure.

Data collection and ethical considerations

Interviews were conducted either online via MS Teams (n=16) or face-to-face (n=3), according to the
study participants’ preferences. Participants provided their informed consent verbally prior to starting
the interviews and received a gift voucher of 30 Euro afterward to compensate for their time and
effort. The study was conducted in accordance with art. 13 GDPR of the University for Continuing
Education Krems’ privacy policy and was approved by the university’s Ethics Commission under
reference number EK GZ 23/2021-2024.
We developed an interview guide with probing questions prior to the first interview and adapted it
after discussion among the research team. Furthermore, we prepared a version of interim checklist
version 1 with a visually appealing layout along with brief written instructions for use. Interviews
were conducted by three researchers (EK, CK, UG), recorded using MS Teams or a recording device,
and transcribed verbally. The interviewers preselected three sample health information webpages for
the cognitive test. A few days before the interview, study participants received an email from the
interviewer  with  a  link  to  the  health  information  webpage and an  invitation  to  read  the  text  in
advance. While responding to the checklist items, participants were free to view the sample health
information webpage and to surf to webpages beyond the initial page. Participants were asked to use
the checklist on the provided health information webpages. They were prompted to comment on any
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potentially  problematic  words  or  phrases  in  the  checklist  and  whether  they  had  any  problems
answering  the  checklist  items.  Additionally,  probing questions  were  used  to  identify  or  explore
potential sources of response errors. Finally, study participants were asked to evaluate the checklist’s
layout, usability, and overall quality. The interviews lasted between 33 and 91 minutes (mean: 56
minutes).  Further,  each interviewer  completed  a  structured  protocol  on their  observations  of  the
problems encountered, comments on the nature of the problems, or whether there was no evidence of
a problem.

Data analysis

We employed the framework approach [30] to analyze the interview data. The three interviewing
researchers (UG, CK, EK) started by reading the transcripts of the interviews they conducted and
their  notes  on  the  observation  sheet.  They  marked  potential  problems  (e.g.,  problems  with
comprehension, knowledge,  or the instructions or checklist  layout)  and extracted the data into a
structured matrix. Any reasons for unclarities, suggestions for revision, or comments on which words
and phrases were particularly well understood were extracted into the structured data analysis table.
The responses to the additional questions were also paraphrased in the matrix.  Each interviewer
extracted  the  data  from  their  own  interviews,  and  the  overall  assessment  was  done  in  several
discussion rounds among all  three analyzers (UG, CK, EK). Questionable or controversial  items
were identified and suggestions for any revisions discussed among the whole research team. The
cognitive testing was done in two rounds: after approximately half of the interviews, the checklist
was adapted, the order of the checklist items was rearranged, and explanatory item subtitles were
added. The analysis of all the cognitive interviews and discussions among the whole research team
resulted in interim checklist version 2, which was used as the basis for the application testing with
additional lay users.

Application testing with lay users

We tested the applicability of interim checklist version 2 with another set of potential future lay
users.
We recruited 20 additional laypersons, including interested individuals not previously selected for the
cognitive interviews. Participants were asked to apply the checklist to 15 selected health information
webpages. After returning the completed checklist documents, they received a link for a short online
post-task questionnaire. The 15 health information webpages were a purposively selected sample
from a test set consisting of 100 health information webpages (see next chapter) representing a range
of  different  types  of  health  information—around  half  of  which  provided  the  information  and
underlying  evidence  correctly  and  half  of  which  did  not.  The  post-task  questionnaire  asked
participants to rate how easy or difficult they found using the checklist on a scale from 1 (very easy)
to 10 (very difficult). It also provided a list of all 23 items from interim checklist version 2, where
participants could mark those that were difficult  to  answer and provide an explanation for why.
Furthermore, we asked participants to mark the items that they perceived as particularly important
for  evaluating  health  information.  Participants  were  also  given  the  opportunity  to  suggest  the
rephrasing of item texts. The interim checklist version 2 items used in the application test can be
found in Table 4.
Each participant was remunerated for their effort with a voucher of 225 Euro after having returned
the completed checklists and questionnaire.
We considered the quantitative and qualitative results from the application testing with lay users in
the  final  selection  of  items  for  the  final  checklist.  We calculated  Fleiss’ Kappa as  an  interrater
reliability  measure for the laypersons’ ratings for each item to see whether  they arrived at  very
different answers. The aim was to sort out such items because they are obviously unsuitable for an
objective  assessment  of  health  information  webpage  by  lay  users.  The  data  from the  post-task
questionnaires was analyzed in two ways: the quantitative data was analyzed descriptively, and the
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qualitative data in the open answers by means of content analysis.

Application testing with research team members

Interim checklist version 2 was also applied to the full test set of 100 health information webpages
by members of the research team (BL, IK, DL, BK, IM, UG). The health information was considered
trustworthy if between 16 and 23 out of a total of 23 items were answered with “yes.” To maximize
the objectivity, each webpage was assessed independently by two researchers, and disagreements
were resolved by discussion or consultation with a third person. For each item, agreement among the
research team (before reaching a consented rating) ranged from 66 to 97 (out of a possible 100
webpages from the test set). We used the quantitative data from the checklists (i.e., the item ratings
and  interrater  agreement)  for  statistical  analysis  (see  chapter  “Statistical  analysis  for  predictive
validity”).
In addition, after the application test, each research team member took notes on the specific item’s
difficulty, importance, or possible ambiguity. These qualitative results were also considered in the
overall discussion and final selection of items. We also calculated the mean difference between the
consented expert ratings and each layperson’s rating and took this into account for the final item
selection.

Operationalization of health information trustworthiness

We aimed  to  assess  each  item’s  suitability  in  predicting  health  information  trustworthiness.  To
accomplish this,  we operationalized trustworthiness as the factual correctness of the answer to a
given health question on a health information webpage.
To  test  the  predictive  power  of  our  items,  we constructed  a  test  set  of  100  health  information
webpages that provided answers to ten common health questions such as, for example, does vitamin
C help with a cold? Does arthroscopy help with osteoarthritis? Or do omega-3 fatty acids prevent
cardiovascular diseases? (see Table A4 in the supplement for a full list). For each of these questions,
we conducted a  Google search to  find ten webpages  covering the respective topics.  We tried to
balance the factual correctness, with approximately half of the webpages accurately reflecting the
evidence base of the respective health question, while the other half did not.
The evidence base behind these ten health questions had been researched within the previous year by
a team of specially trained science journalists from the fact-checking platform “Medizin transparent”
[31], a project by Cochrane Austria and the Department for Evidence-based Medicine and Evaluation
at the University for Continuing Education Krems, Austria. Medizin transparent is also a certified
signatory of the International Fact Checking Network at the Poynter Institute [32]. It applies an ultra-
rapid  evidence  synthesis  method [33]  starting  with  a  systematic  literature  search  followed by a
critical appraisal of the studies’ risk of bias. The strength of the evidence is then evaluated using the
Grading of Recommendations, Assessment, Development and Evaluation (GRADE) approach [34]
and is reflected by four categories: very low, low, moderate, and high strength of evidence. For the
use of Medizin transparent, we expanded this scale to include a directional dimension indicating
whether the evidence supports a treatment effect or no treatment effect. The result was a seven-level
scale ranging from -3 (indicating high strength of evidence that the treatment is ineffective) to 3
(indicating high strength of evidence that the treatment is effective), with a midpoint of 0 indicating
insufficient evidence for or against the treatment effect.
For the purpose of this study, we defined an analogous seven-level scale to express the  claimed
strength of evidence implied by each of the 100 health information webpages while accounting for
the accepted terminology for the different GRADE categories [35]:
-3: The webpage does not mention any doubts about the ineffectiveness of the treatment.
-2: The webpage implies that the treatment is probably/likely ineffective.
-1: The webpage implies that the treatment may or could be ineffective.
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0: The  webpage implies  that  it  is  unclear  or  insufficiently  researched  whether  the  treatment  is
effective.

1: The webpage implies that the treatment may or could be effective.
2: The webpage implies that the treatment is probably/likely effective.
3: The webpage does not mention any doubts about the effectiveness of the treatment.

Two  members  of  the  research  team  (BK,  IM)  independently  assessed  the  claimed strength  of
evidence for each of the 100 health information webpages. All disagreements were solved through
discussion to arrive at a final assessment.
As previously described [36], we operationalized the degree of factual correctness as the difference
between the factual strength of evidence and the claimed strength of evidence and interpreted it as a
proxy  measure  of  a  webpage’s  trustworthiness.  If  this  difference  was  more  than  1  for  a  given
webpage (out of a possible range between 0 and 6), we defined the webpage as containing incorrect
information. We defined the information as correct if the difference was 0 or 1, accounting for a
small level of uncertainty in the evidence ratings. However, if the factual strength of evidence was 0
(insufficient) for a certain health question, we also defined a claimed strength of evidence of 1 or -1
(maybe effective or maybe ineffective) as incorrect. This is because numerous complementary or
alternative medicine treatments have been claimed to be potentially effective despite a clear lack of
proven efficacy as well as plausibility.

Statistical analysis for predictive validity

The statistical analysis method was designed to answer the question: which items can best predict the
factual  correctness  of  health  information  statements  on  a  webpage?  We used the  results  of  our
application  tests  of  trustworthiness  and  factual  correctness  to  calculate  each  item’s  predictive
validity.
To analyze the relationship between the factual correctness and item ratings across specific items of
interest, a Bayesian logistic regression model was employed and specified using the brms package in
R (version 4.2.2) [37]. Data wrangling visualization was done via the tidyverse package [38].
The dependent variable, binary, indicated whether a given response was correct (1) or incorrect (0).
We  used  the  interaction  between  the  rating  (a  continuous  variable)  and  ID_Item  (a  variable
representing the individual items) as a predictor. This interaction term allows the effect of rating on
the probability of a correct response to vary across different items.

The model was defined as follows:
correct 1+rating:ID_Item∼

This formula indicates that the model includes an intercept and an interaction between the rating and
ID_Item.  The  outcome  variable  was  modeled  using  a  Bernoulli  distribution.  The  prior  for  the
intercept was a normal distribution with a mean of 0 and a standard deviation of 2 (normal(0, 2)).
The prior for the regression coefficients (b) was also a normal distribution with a mean of 0 and a
standard  deviation  of  2  (normal(0,  2)).  These  priors  reflect  weakly  informative  assumptions,
allowing the data to primarily inform the posterior distributions.
The items were finally ordered according to their predictive validity. We chose different sets of items
depending on their predictive validity, layperson judgments regarding the difficulty of answering the
item,  the  item’s  perceived  importance,  any  layperson  comments  or  research  team  notes,  the
regression coefficient for the predictive validity, the interrater agreement separately among laypeople
and among the research team, and the agreement between laypersons and the research team.
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Results

Literature search and selection

Because  of  the  varied  nature  of  the  included  documents  (e.g.,  published  articles,  webpages,
downloadable PDFs of checklists, tools, and grey literature reports, etc.), we could not adhere to a
strict separation of abstract and full-text screening. Each document was screened by one person, with
a second person verifying the inclusion/exclusion decision.
The initial  search steps  (database and web searches)  identified 200 documents  that  were further
evaluated, resulting in 52 tools and checklists that were included for the data extraction.
We also identified 11 relevant reviews. From each included systematic or literature review on tools
and checklists, we extracted the tools’ and checklists’ names and references. Out of the resulting 140
additional references, 21 tools or checklists that met our eligibility criteria were added for the data
extraction. This led to a final set of 73 included documents.

Data extraction and categorization of items

We performed a data extraction of general information for all 73 included documents. Of these, 36
were journal articles, 27 were webpages, three were books or book sections, three were reports, two
were  conference  papers,  and  one  each  was  a  preprint  and  an  unpublished  paper.  Of  the  73
documents, 46 (63%) were tools or checklists, more than half of which were aimed at laypersons,
consumers, or patients (27/46, 59%), approximately a third at experts (13/46, 28%), that is, health
information producers or health care professionals, and three (7%) did not have a specific target
audience.
We extracted a total of 1,740 items and either categorized all items into five content categories or
marked  them  as  excluded.  Table  1  shows  the  subcategories  for  each  category  along  with  a
description and examples as well as the number of items for each subcategory. The largest number of
items (n=450, 26%) belonged to the transparency category, followed by presentation of information
(n=402,  23%).  The least  number  of  items  belonged to  the  functional/technical  aspects  category
(n=163, 9%), which is unsurprising as this was not our search’s main focus. About 14% (n=237) of
the items had to be excluded, either because of the wrong scope, the need for prior knowledge, the
lack of generalizability, or the need to use an external source to apply the item, all of which we
defined a priori as reasons for exclusion.

Condensation of items

The first step in condensing the item list resulted in a reduction from 1,740 to 449 items. Table 1
shows the distribution of items among the respective content categories and subcategories. A further
reduction  step  using  the  research  team  members’  ratings  of  the  items’  appropriateness  and
applicability resulted in a list of 46 items (see last column in Table 1 for the content distribution).

Expert Delphi study

The descriptive results of the ratings of the 46 items, grouped according to the subcategories, in the
first Delphi round can be found in the Appendix Table A1. The experts, two from Germany and four
from Austria, four female and two male, made some minor suggestions for improving the wording of
the items. A major revision according to the experts’ feedback was to formulate statements instead of
questions.  Overall,  the  participating  experts  suggested  including  six  additional  items.  In  Delphi
round 2, the experts were given a total of 52 items, both the original 46 items with new wording
suggestions along with the results from round 1, plus six additional items. The descriptive results of
the ratings of the 52 items in the second Delphi round can be found in the Appendix Table A2.
Overall,  the  applicability  ratings  changed  more  than  the  appropriateness  ratings  during  the  two
Delphi rounds (see Appendix Table A3).
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After  the  Delphi  results  were  available,  the  research  team convened  to  discuss  the  results  and
perform the item selection. For the selection process, we did not have a specified a priori selection
criteria as we assumed that the decisions could only be made after a thorough discussion of the
results. In general, the experts gave higher ratings for appropriateness (mean min and max values:
3.2 and 5) than for applicability (mean min and max values: 2.2 and 4.8). We chose a stepwise
process  for  the  selection  and  first  excluded  items  with  a  mean  rating  of  4.0  or  lower  on  the
appropriateness scale and 3.0 or lower on the applicability scale. Then we excluded items with an
applicability  rating  between  3.0  and 4.0.  We carefully  scrutinized  the  remaining  list  and  cross-
checked with the excluded items that all content categories were still represented and included the
best-rated items in case no item for the category was present. For example, we included an item with
an  applicability  rating  of  3.17  because  we  considered  the  topic  of  quality  assurance  as  very
important,  and  it  was  only  reflected  in  one  item.  We  also  cross-checked  once  again  for  any
redundancies.
The selection process resulted in interim checklist version 1 consisting of 23 items. In general, the
items selected received higher ratings on both scales on average than the items not selected (Table 2).

Table  2: Ratings in Delphi Round 2 for each item subcategory, subgroups for items selected/not
selected

Subcategory Items not selected Items selected
#

Items
Appr.

M
Appl. M

#
Items

Appr.
M

Appl. M

D.1 Comprehensibility 2 3.52 3.27 1 4.00 4.50
D.2 Layout 1 3.67 4.17 - - -
D.3 Linguistic style 3 4.17 3.50 1 4.33 4.17
I.1. Balance 9 4.35 3.35 7 4.53 4.33
I.2 References 2 4.58 2.83 1 4.67 3.67
I.3 Level of evidence 1 4.67 3.67 1 4.83 3.67
I.4 Quality assurance - - - 1 4.00 3.17
I.5 Methods 1 4.50 3.17 2 4.58 3.67
I.6 Further information - - - 1 4.33 4.67
N.1 Emotion - - - 1 4.50 4.17
N.2  Familiarity  and
reputation

1 4.17 2.83 - - -

N.3  Trustworthiness  of
content

2 4.17 3.25 1 4.00 4.00

N.4  Trustworthiness  of
references

1 5.00 3.67 - - -

N.5  Trustworthiness  in
general

1 4.17 3.83 1 4.00 4.00

T.1  Up-to-date
information

1 4.50 4.33 1 5.00 4.83

T.2 Author and copyright 1 4.67 3.83 2 4.67 4.42
T.4  Disclosure  and
funding

3 4.56 3.50 1 4.83 4.17

T.5 Standards/ certificates - - - 1 4.33 4.33
Abbreviations: Appr., appropriateness; Appl., applicability; M, mean; T, transparency; I, presentation
of information; D, presentation (linguistic and visual); N, user perception
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Cognitive interviews

We conducted two rounds of cognitive interviews, involving nine persons in the first round and ten in
the second. We managed to recruit a diverse set of persons for inclusion, with 58% (n=11) female,
58% (n=11) between 40 and 64 years old,  11% (n=2) and 26% (n=5) with a lower educational
background  of  either  compulsory  school  only  or  apprenticeship/vocational  secondary  school,
respectively, and 21% (n=4) with a migration background (Table 3).

Table 3: Characteristics of lay participants in cognitive interviews and application tests

Cognitive
interviews (n=19)

Application  tests
(n=20)

Gender
female 11 (58%) 12 (60%)
male 8 (42%) 8 (40%)
Age groups in years
19–39 5a (26%) 9 (45%)
40–64 11 (58%) 10 (50%)
65–84 3 (16%) 1 (5%)
Highest education level
Compulsory school 2 (11%) 1 (5%)
Apprenticeship/vocational
secondary school 5 (26%)

10 (50%)

Upper  secondary
school/vocational  upper
secondary school 8 (42%)

8 (40%)

College/academy/university 4 (21%) 1 (5%)
Migration background
no 15 (79%) 20 (100%)
yes 4 (Germany, Turkey,

Hungary,  USA)
(21%)

-

a one participant was 16 years old
Abbreviation: n, number

The first round results showed that many words used in interim checklist version 1 were difficult to
understand for the users, and some items were rated as less important to the lay users than to the
experts. Therefore, we made large modifications to the checklist: We reworded 17 of the 23 items,
deleted one item, and added another; we revised the instructions on how to interpret the checklist
results; we reordered the items in a way in which the information on a webpage would usually be
presented to avoid too much scrolling by the users.
In the second round, further  modifications to  interim checklist  version 1 were implemented,  for
example, adding subtitles to structure the checklist and provide more guidance to the users. Two
additional items were tested with the last seven cognitive interviews.
After analysis and discussions among the whole research team, a second interim checklist version
was created for use in the application test (see Table 4). The wording of thirteen items was changed
or text was added to the item to give tips on where to find the respective information on the webpage.
Furthermore, the order of the items was changed once more.
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Already in the first round, lay users made remarks on single items that were less important to them
than expert users, for example, “It is clear to which target group the health information applies.” As
this was an item deemed important by the experts in the Delphi study, we kept it for the application
test but added an example because the term target group was ambiguous for some users. In general,
many of  the  suggested  modifications  led  to  shorter  and more  straightforward  sentences  and the
explicit use of examples (i.e., “for example”). We also removed redundancies and used words that
were unlikely to be misunderstood, and we avoided negative constructions as these are difficult to
understand in German. During the analysis, we realized that some items may be more important for
health information creators than for health information consumers, for example, one item that we
dropped after the cognitive interviews: “The health information mentions how well the differences
between men and women have been researched.”

Table 4: Items of interim checklist version 2 with the lay application test results

Item text Items
perceived
as
difficult to
answer by
lay  users
(n=20)

Items
perceived
as
important
by  lay
users
(n=20)

Regression
coefficient,
error,  96%
CIa

Agreement
among  lay
users
(Fleiss’
Kappa)

Agreement
among research
team  members
(100=complete
agreement)b

Item  part  of
the  final
checklist  with
wording

1 The  title  or
subtitle  is
factual  and
neutral. 

1 0 0.56,  0.24,
(0.07, 1.02)

0.30 80

2 The  health
information
does  not
contain
advertising
related  to  the
health
problem.

1 4 0.46,  0.25,
(-0.02, 0.94)

0.52 85

3 The  health
information
does  not
contain  any
advertising.

3 4 0.82,  0.31,
(0.22, 1.44)

0.50 84 The  health
information
does  not
contain
advertising.

4 The  health
information  is
from  an
independent
institution that
is  unlikely  to
make  money
from  others’
health.
For  example,
not  from  a
company  that
sells
medicines  or
food
supplements.
***  Tip: Such
information  is
often found in

6 14 (70%) 0.67,  0.24,
(0.2, 1.14)

0.48 81 The  health
information  is
from  an
independent
institution  that
presumably
does  not  make
any  money
from  our
health (e.g., no
suppliers  of
medicines  or
food
supplements.  ..
.).
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Item text Items
perceived
as
difficult to
answer by
lay  users
(n=20)

Items
perceived
as
important
by  lay
users
(n=20)

Regression
coefficient,
error,  96%
CIa

Agreement
among  lay
users
(Fleiss’
Kappa)

Agreement
among research
team  members
(100=complete
agreement)b

Item  part  of
the  final
checklist  with
wording

the imprint.
5 There  is  a

quality seal on
the  website.
Examples  of
reliable
quality  seals
are: afgis logo
(Action Forum
Health
Information
System).
International
Fact  Checking
Network.

5 1 1.16,  0.45,
(0.27, 2.06)

0.39 94

6 I  feel  the
information  is
presented  in  a
balanced way.
For  example,
different
treatment
options  are
described.  Or
besides
positive
effects,  side
effects  or
disadvantages
are  also
described.

1 11 (55%) 1.12,  0.28,
(0.57, 1.66)

0.30 72 I  feel  the
information  is
presented  in  a
balanced  way
(the  health
information
describes  e.g.,
advantages and
disadvantages,
different
treatment
options. ...).

7 The  health
information
describes
treatment
effects  that  I
can  feel
myself. 
For  example,
“the feeling of
dizziness
decreases”
instead  of
“blood
pressure
decreases.”

6 1 0.48,  0.23,
(0.04, 0.93)

0.16 66

8 The  health
information
also tells me if
and  what
consequences
there  are  if  I

8 (40%) 1 0.52,  0.47,
(-0.42, 1.4)

0.08 74
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Item text Items
perceived
as
difficult to
answer by
lay  users
(n=20)

Items
perceived
as
important
by  lay
users
(n=20)

Regression
coefficient,
error,  96%
CIa

Agreement
among  lay
users
(Fleiss’
Kappa)

Agreement
among research
team  members
(100=complete
agreement)b

Item  part  of
the  final
checklist  with
wording

choose  not  to
have  a
treatment.

9 The  health
information
mentions
whether  there
are differences
between  men
and women. 
For  example,
differences  in
a  treatment’s
symptoms,
effects, or side
effects.

4 2 0.35,  0.45,
(-0.53, 1.21)

0.22 87

10 The  health
information
does not make
exaggerated or
sensational
statements.

1 1 0.5,  0.25,
(0.01, 0.97)

0.28 72

11 The  language
is  factual  and
neutral. 

0 5 0.43,  0.24,
(-0.05, 0.9)

0.12 72

12 Technical
terms are used
sparingly,  and
their meanings
are explained.

0 6 0.67,  0.26,
(0.16, 1.2)

0.23 78 Technical
terms  are  used
sparingly,  and
their  meaning
is explained.

13 It  is  clear  to
which  target
group  the
health
information
applies. 
For  example,
for
men/women,
people  with
certain
conditions,
etc.

3 1 0.24,  0.23,
(-0.23, 0.68)

0.09 76

14 The  health
information
indicates  how
well  a  fact  is
scientifically
proven.

7 11 (55%) 0.87,  0.24,
(0.4, 1.34)

0.30 80 The  health
information
indicates  how
well  the  facts
claimed  are
scientifically
supported.

15 The  health
information

2 7 0.69,  0.27,
(0.16, 1.2)

0.62 85 The  health
information
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Item text Items
perceived
as
difficult to
answer by
lay  users
(n=20)

Items
perceived
as
important
by  lay
users
(n=20)

Regression
coefficient,
error,  96%
CIa

Agreement
among  lay
users
(Fleiss’
Kappa)

Agreement
among research
team  members
(100=complete
agreement)b

Item  part  of
the  final
checklist  with
wording

provides
detailed
references  for
the  facts
mentioned.
For example, a
list  of  sources
or links to the
studies
mentioned.

states  in  detail
which  sources
are  behind  the
facts
mentioned
(bibliography,
links  to
studies. ...).

16 The  health
information
clearly  states
that  only  a
doctor  can
assess  my
health
problem.

0 4 0.7,  0.3,
(0.12, 1.29)

0.41 75

17 After  reading
the  health
information,  I
feel  I  can
make  a
decision
without
pressure.

4 1 0.53,  0.24,
(0.06, 1.01)

0.10 67

18 It  is  clear
when  the
health
information
was created or
updated.

3 4 0.68,  0.24,
(0.21, 1.16)

0.67 94 It is clear when
the  health
information
was  created  or
updated.

19 It  is clear that
the  health
information  is
up to date. 
For  example,
the date it was
created  or
updated.

4 4 0.7,  0.26,
(0.19, 1.19)

0.39 88

20 It  is clear that
the  health
information
was written by
a  person  or
team  with
suitable
scientific
training. 
For  example,
medical
studies  or

5 9 (45%) 0.62,  0.34,
(-0.06, 1.28)

0.34 86
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Item text Items
perceived
as
difficult to
answer by
lay  users
(n=20)

Items
perceived
as
important
by  lay
users
(n=20)

Regression
coefficient,
error,  96%
CIa

Agreement
among  lay
users
(Fleiss’
Kappa)

Agreement
among research
team  members
(100=complete
agreement)b

Item  part  of
the  final
checklist  with
wording

other  health-
related
training
(nursing,
pharmacy,
biology,  etc.).
***  Tip: Such
information  is
often found on
the  “About
Us” page or in
further links.

21 It  is clear that
the  health
information
has  been
checked  by  a
person  with
appropriate
scientific
training. 
For  example,
medical
studies  or
other  health-
related
training
(nursing,
pharmacy,
biology,  etc.).
***  Tip: Such
information  is
often found on
the  “About
Us” page or in
further links.

9 (45%) 6 0.43,  0.45,
(-0.48, 1.3)

0.31 86

22 It  is  described
how  the
information
was created. 
For  example,
which  studies
were
considered
and  why,  and
which  were
not.  ***  Tip:
Such
information  is
often found on
the  “About
Us” page or in

8 (40%) 1 1.49,  0.52,
(0.49, 2.53)

0.22 85
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Item text Items
perceived
as
difficult to
answer by
lay  users
(n=20)

Items
perceived
as
important
by  lay
users
(n=20)

Regression
coefficient,
error,  96%
CIa

Agreement
among  lay
users
(Fleiss’
Kappa)

Agreement
among research
team  members
(100=complete
agreement)b

Item  part  of
the  final
checklist  with
wording

further links.
23 The  health

information
states  whether
and  how
readers  were
involved  in
creating  the
information.
***  Tip: Such
information  is
often found on
the  “About
Us” page or in
further links.

11 (55%) 0 3.39,  1.07,
(1.57, 5.7)c

0.02 97

a higher values denote better predictive validity
b before the disagreements were solved through discussion or by involving a third person
c  this item was only ticked in 8 health information webpages; therefore the practical value of the
predictive validity is low
red  marking:  items  perceived  as  difficult  by  40% of  lay  users  or  more;  green  marking:  items
perceived as important by 45% of lay users or more
Abbreviations: n, number; CI, confidence interval

Application test with lay users

We conducted application tests with 20 further lay users (see participant characteristics in Table 3).
All 20 lay users returned quantitative and qualitative feedback on using interim checklist version 2.
The mean answer to the general question “On a scale from 1 to 10: how easy or difficult did you find
it to use the checklist?” (1=very easy, 10=very difficult) was 4.0 (SD 1.8), with a range from 2 to 9.
We asked participants to check the items they found difficult to answer, and four items were marked
by either  8,  9,  or 11 participants (40–55%, see Table 4).  Explanations  to why these items were
difficult  were also given (see Table 4).  All  this  information was taken into consideration in our
discussion on the final selection of items for the checklist. As evidenced in Table 4, none of the four
items that were considered difficult by nearly half or more than half of the lay users made it to the
final checklist. The reasons for the difficulties in applying certain items were manifold. For example,
regarding item 23 “The health information states whether and how readers were involved in creating
the information,” over half of the lay users stated that it was either difficult to find that information
on the webpage or the concept of reader involvement in creating health information was unclear to
them. Furthermore, no one rated this item as especially important.
Conversely, four items were also rated as especially important by 9, 11, or 14 participants (45–70%,
see  Table  4),  and  three  of  these  made  it  to  the  final  checklist.  Multiple  users  had  trouble
understanding item 14 “The health information indicates how well a fact is scientifically proven,”
and seven also marked it as a difficult item. However, more than half also rated it as especially
important, and this item made it to the final checklist.
For item 19 “It is clear that the health information is up to date,” one-third of participants demanded
a clear timeframe for their judgment of up-to-dateness. Since the timeframe depends on the health
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information topic and is highly variable, this item was not included in the final checklist, but a more
neutral  item on currency was included (“It  is  clear  when the health  information was created or
updated.”).

Predictive validity with a test set and creating the final checklist

Out of 100 health information webpages in the test set, 37 were factually correct, that is, with no or
little difference between the claimed and factual strength of evidence; 63 webpages were incorrect.
The regression coefficients of the model for predicting the correctness of the health information
webpages are shown in Table 4, along with the estimated error and 96% confidence interval. The
higher the values, the better the respective item’s predictive validity in predicting the trustworthiness
of the online health information.
Table 4 also shows the agreement among lay users and among experts, respectively. Based on the
initial results, we tested a few item combinations until we arrived at the final checklist (see Textbox
1).
As stated above, all quantitative and qualitative results were integrated into our final decision.
Some  items  with  the  highest  regression  coefficient  for  predicting  a  correct  health  information
webpage were not chosen because of other reasons. For example, item 23 “The health information
states  whether  and  how  readers  were  involved  in  creating  the  information”  with  the  highest
predictability values was only fulfilled in 8 out of 100 health information webpages. Therefore, the
practical value of this item’s predictive validity is low. Furthermore, more than half of the lay users
perceived this item as difficult to answer, and the agreement among lay users in answering this item
was  very  low  (see  Table  4).  The  situation  was  similar  with  item  22  “It  is  described  how  the
information was created. For example – which studies were considered and why – and which were
not.” While this had a good predictive value, 8 out of 20 lay users perceived it to be difficult to
answer; therefore, we decided not to include it in the final checklist, as only items that are easily
answered and clear to laypeople can also be useful in the final checklist.
After  several  discussion rounds among the  whole research team, we arrived  at  the final  iWISE
checklist with 7 items (see Textbox 1).
According to our statistical model, the probability that the health information is correct if all of these
items were marked with “yes” is 99.9%. The probability that the health information is correct if all of
the items are marked with “no” is 20.4%. However, this requires that the items are marked correctly
by the user, which in practice may not be the case.
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Textbox 1: Seven items of the final iWISE checklist

1. The health information does not contain advertising.
2. I feel the information is presented in a balanced way (the health information

describes,  for  example,  advantages  and  disadvantages,  different  treatment
options, ...).

3. Technical terms are used sparingly, and their meaning is explained.
4. The health information is from an independent institution that presumably does

not make any money from our health (e.g., no suppliers of medicines or food
supplements, ...).

5. The  health  information  states  in  detail  which  sources  are  behind  the  facts
mentioned (bibliography, links to studies, ...).

6. The health information indicates how well the facts claimed are scientifically
supported.

7. It is clear when the health information was created or updated.

We published the checklist on our webpage [39] and also provided short additional explanations for
each item to further guide users in applying the checklist items. Furthermore, we created a video
explaining all seven items to aid users in the checklist’s application.

Discussion

Principal results and comparison with prior work

The iWISE checklist is a short, easy to understand, and easy to apply checklist for lay users to judge
the trustworthiness of health information webpages. To our best knowledge, it is the first checklist
that can be applied by laypersons in everyday situations without the need for prior training.
Numerous  tools  and  checklists  are  available  to  assess  online  health  information  [13;  40-42];
however,  these  tools  were  either  prepared  for  research  purpose  use  or  use  by  health  care
professionals,  have  not  been developed by considering  the  lay  user  perspective,  contain  a  large
number of items, or have a sophisticated scoring system that makes it impossible for consumers to
actually use the tool [12; 20; 43; 44].
Others  are  tools  to  judge  written  consumer  information,  such  as  the  well-known  DISCERN
instrument [45; 46] or the Ensuring Quality Information for Patients (EQIP) tool [47; 48], neither of
which can be directly transferred to the use for online health information.
In general, the wide range of tools for rating the quality of health-related websites can be broadly
distinguished into different approaches [49]: 1) quality criteria for health information providers or
developers that contain a list of recommendations for website development and content (e.g., [50-
54]), 2) quality labels or logos that are displayed on screen and represent a provider’s commitment to
implement or adhere to a set of quality criteria (e.g., the widely used HON code [55], which was
permanently discontinued in December 2022), and 3) user guidance systems for lay users or patients
that enable them to check whether a site and its contents comply with certain standards by accessing
a series of questions (e.g., [12; 13; 20; 43; 44]).
In  the  development  of  the  iWISE  checklist,  we  searched  the  literature  comprehensively  and
accounted for all of those approaches as well as the literature on indicators, quality criteria, or the
concept of online health information trustworthiness. We involved experts on health information and
patient  communication  as  well  as  laypersons with a  low general  education  level  and no formal
health-related  education.  This  was  especially  important  in  the  development,  as  other  quality
evaluation checklists are mostly based on experts’ views [56] and may not effectively serve lay users’
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needs. For example, the recently developed MAPPinfo checklist exclusively comprises items that are
justified by either ethics or research evidence. However, it may therefore lack important criteria that
are  not  yet  evidence-based  [12].  Furthermore,  MAPPinfo  user  tests  were  done with  health  and
nursing science students who found it easy to understand and use. In contrast, the iWISE checklist is
made for laypersons without  any prior  medical  or specialized health-related knowledge,  and we
involved lay users at several time points during the development process. We specifically eliminated
all items that necessitated expertise or prior knowledge, so that the iWISE checklist can be applied
only by reading the health-related webpage that one wants to appraise. Thereby we have ensured that
the checklist  items are both easy to  understand and easy to  apply for  untrained laypersons.  For
everyday internet searches, it is often inconvenient to use a separate checklist because this requires
either printing it out or constantly switching to it on the same electronic screen. A checklist is most
useful when it is short enough to remember all of its items. Psychological research has long ago
shown that the human short-term memory can hold seven items (plus or minus two) [57]. With seven
items, our checklist is therefore short enough to remember.
The  validation  test  showed that  the  items  in  the  iWISE checklist  can  help  distinguish  between
evidence-based and non-evidence-based online health information. The operationalization of health
information trustworthiness that we chose to base our checklist validation on is novel and unique. As
a  proxy  for  the  trustworthiness,  we used  the  factual  correctness  of  a  particular  health  question
presented on a webpage. The factual correctness was fulfilled if the factual strength of evidence for a
certain health question and the claimed strength of evidence on the webpage were the same or only
differed slightly. For our validation, we used the GRADE system [34], which is widely used in the
field of evidence-based medicine, to rate the strength of evidence. Only items that were reasonably
associated with factual correctness were included in the final  iWISE checklist.  Furthermore,  the
factual correctness is among the most important criteria of online health information for lay users
[56].
The seven indicators and underlying criteria that constitute the iWISE checklist align with those
found by Sun et al. 2019 [56], showing that our checklist is easy to relate to users/consumers and is
congruent with their evaluation of quality. Sun et al. 2019 [56] summarized the relevant criteria and
indicators that are important for the evaluation of online health information from the consumer’s
perspective. They concluded that online health information quality could be reasonably measured by
a small set of core dimensions that consumers deemed important. The three criteria that constitute the
core dimensions of online health information quality as perceived by consumers were trustworthiness
(whether  a  source  or  information  can  be  trusted),  expertise  (whether  a  source  or  author  has  a
sufficient  level  of  subject-related  knowledge),  and  objectivity  (whether  a  source  or  information
presents facts that are not influenced by personal feelings or commercial interests). 
As pointed out by Hanif et al. [58], rating tools should be available to consumers, require a limited
number of elements to be assessed, be assessable in all elements, be readable, and be able to gauge
the readability and consistency of the information provided from a patient’s view point. These are all
points that were taken into account in the iWISE checklist.

Limitations

Our checklist  has  some limitations.  With 100 webpage articles,  our  validation test  set  of health
information  articles  was relatively  small.  We tested  our  checklist  only  with  a  limited  set  of  10
popular health questions—and with 10 articles for each of these questions, respectively. Our test set
might therefore be biased and not be representative of the broad mass of health information that a
typical user encounters when searching the web. A different, more varied, and larger test set might
therefore have resulted in a slightly different combination of checklist items. However, iWISE is
comparable with other checklists that have either used a smaller validation test set or that deal with
one health topic or both, for example, the MAPPinfo checklist was tested on 57 webpages [12], the
QUality Evaluation Scoring Tool (QUEST) on 45 online articles on Alzheimer’s disease treatment
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and  prevention  [43],  and  Dobbins  et  al.  used  120  web  resources  and  another  107  in  a  second
validation round on healthy aging [44].
The predictive validity results, one of the factors we considered in selecting the final checklist items,
are based on the ratings from the application test with the research team. Laypersons’ ratings were
not integrated in this validation step. However, the perspectives of laypersons were considered in
other ways, and we specifically ensured that all items were well understood by our lay user group.
Our checklist has only been validated for information on treatments or health decisions. It has not
been tested for articles lacking interventional information. The checklist might therefore not be valid
for judging the accuracy of information on symptoms for the diagnosis of a disease or on the health
risks  of  non-interventional  hazard  exposure.  Also,  our  checklist  is  not  tested  with  social  media
postings or health information videos and cannot be used for evaluating medication leaflets.

Conclusions

The  iWISE  checklist  is  a  user-friendly,  easy-to-understand  checklist  for  evaluating  the
trustworthiness of health information websites. It has been carefully developed and validated. The
perspective of lay users has been especially integrated into the final checklist. With only seven items,
the  final  checklist  is  easy  enough  to  remember  and  could  significantly  improve  critical  health
literacy.  The  iWISE  checklist  is  a  tool  that  can  empower  individuals  to  make  more  informed
decisions about their health while potentially reducing the spread of misinformation.
In future studies, the reliability of the iWISE checklist should be tested, and it should be tested for
use on social media posts or health information videos.
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