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Abstract

Misleading information has significant implications for society but can have disastrous impact for health matters. Transformative
artificial intelligence (AI) tools such as large language models (LLMs) have the potential for limitless content generation
(including fake), soon making internet information impossible to assess using traditional human approaches. We asked if the
same LLMs (GPT4 and Gemini1-5-Pro) could be part of a more scalable solution. We tested 2 publicly available LLMs for their
ability to identify misinformation in HealthReleases previously labeled by human experts. We found that simple prompts lead to
overall low accuracy (F1 Macro 0,45 (GPT4) and 0,49 (Gemini1-5Pro)), but very different profiles for each LLM. Adding
specific criteria used by experts to critically assess the Releases enhanced Gemini (0.66) but surprisingly reduced GPT4 (0,37)
performances. We therefore developed a novel approach incorporating summaries of expert feedback into prompts and then
observed major improvements in performance for both LLMs(GPT4;0.63 and Gemini1-5Pro; 0.96). Our study provides the first
use case of LLMs as high throughput proofing of medical text, but more importantly provides insights into LLMs’ “truth
biases”. We provide a novel paradigm integrating knowledge into the prompts which may reduce the need for LLM training, and
the requirement for ever larger datasets and compute power. Importantly, we show how experts could and need to be involved in
LLMs used to enhance their performance and potentially minimize the data wall issue.
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Misleading  information  has  significant  implications  for  society  but  can  have  disastrous  impact

forhealthmatters.Transformativeartificialintelligence(AI)toolssuchaslargelanguagemodels

(LLMs)havethepotentialforlimitlesscontentgeneration(includingfake),soonmakinginternet  information

impossible  to  assess  using  traditional  human  approaches.We  a s k e d  i f  t h e  s a m e

L L M s (GPT4andGemini1-5-Pro)couldbepartofamorescalablesolution.Wetested2publicly  available  LLMs  for

their ability to identify misinformation in HealthReleases previously labeled by human experts. We found that

simple prompts lead to overall  low accuracy (F1 Macro 0,45 (GPT4) and 0,49 (Gemini1-5Pro)),  but  very

different  profiles  for  each LLM. Adding specific  criteria  used by experts  to  critically  assess  the  Releases

enhanced Gemini (0.66) but surprisingly reduced GPT4 (0,37) performances. We therefore developed a novel

approach incorporating summaries of expert feedback into prompts and then observed major improvements in

performance for both LLMs(GPT4;0.63 and Gemini1-5Pro; 0.96). Our study provides the first use case of LLMs

as high throughput proofing of medical text, but more importantly provides insights into LLMs’ “truth biases”.

We provide a novel paradigm integrating knowledge into the prompts which may reduce the need for LLM

training,  and  the  requirement  for  ever  larger

datasetsandcomputepower.Importantly,weshowhowexpertscouldandneedtobeinvolvedin LLMs used to enhance

their performance and potentially minimize the data wall issue.
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Introduction

Online  platforms  have  greatly  democratized  access  to  medical  information1,but  have  also

highlightedtheneedofevaluatingthequalityofinformationonunprecedentedscales,inorderto  minimizet h e

s h a r i n g  o f  m i s l e a d i n g  i n f o r m a t i o n 2,3.  The  rapid  developments  in  generative  artificial

intelligence (AI) , especially large language models (LLMs), make scalable content evaluation even more

needed, while leaving health experts and institutions to redefine not only how information is critically

appraised  but  also  how to  engage  with  AI  generated  content.  But,  misinformation,  especially  when

usinge x a g g e r a t i o n ,  s a t i r e ,  p a r o d y,  f a b r i c a t i o n ,  m i s t a k e s 4or  emotionally  charged

messages5remains very challenging to detect for machines.

Nonetheless, there have been several attempts at using computers to detect misinformation. Pre-

LLM,naturallanguageprocessing(NLP)6–8consistedoflinguisticfeatureextraction9,10combined  with  machine

learning (ML) based multi-modal features-based misinformation

detection11,12,andevidence-basedfact-checkingwithdeeplearningalgorithms(BERT,SciBERT, and RoBERTa)13,1415. Using a

dataset  of  news releases related to the  health (and annotated by experts  as true or  misleading)16,  fine

tuning17and  inclusion  of  linguistic  features18to  the  ML  model  allowed  for  detection  of  misleading

information  but  with  relatively  low  accuracy  (0.616-  0.658  MacroF1),  as  F1  above  0.7  is  generally

accepted (REF). But, integrating user and

content-relatedinformation(numberoffollowers,verifiedstatus,numberofretweetsandlikes)  enhanced

accuracy  (0.843  MacroF1)19.  While  promising,  these  required  dedicated  teams,  large

computingpower,aredomainspecificandremainnotaccessibletomosthealthprofessionalsor the lay public.

LLMs  have  the  potential  to  transform  text  generation20f o r  m e d i c a l  q u e r i e s ,  m e d i c a l

e x a m i n a t i o n s ,  a n d  m e d i c a l  a s s i s t a n t s . 21–23Combined with chatbots (as seen with OpenAI

ChatGPT324)  LLM  can  be  intuitively  accessed  by  both  the  general  public2526and  health

professionals.27Moreover, ChatGPT has recently been used for fact-checking general information.28,29On

the  other  hand,  LLMs  have  been  shown  to  confabulate30–32,  harbor  gender

andracebiases33,34,orrespondbasedonoutdated,unreliable,ordomain-nonspecifictrainingdata35,36. Moreover, LLMs’

answers are influenced by the way the question (prompt) is designed.37
38,39
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Here  we  show  that  publicly  available  LLM-chatbots,  GPT440and  Gemini  can  detect  misleading

information from health-related news releases. We also elucidate key aspects in prompt engineering,

including  a  novel  approach  integrating  expert  input  in  order  to  improve

performancesignificantly.O u r workshowshowintegratingexpertknowledgeinpromptscould  mitigate  the  data

wall and thus help reduce compute needs.

Method

Datasetusedformedicaltexts.Weleveragedthesamepublisheddataset16p r e v i o u s l y usedin  other

publications171819i n c l u d i n g  6 0 6  t e x t s  ( H e a l t h R e l e a s e )  a n n o t a t e d  b y  d o m a i n

e x p e r t s  ( j o u r n a l i s m ,  m e d i c i n e ,  h e a l t h  s e r v i c e s  r e s e a r c h ,  a n d  p u b l i c

h e a l t h )  w i t h  a  g r o u n d  t r u t h  v a l u e  (  3 1 5  r a t e d  b y  e x p e r t s  a s  t r u e  a n d  2 9 1

a s  f a k e ) a s  w e l l  a s  i n d i v i d u a l  l a b e l s  o n  1 0  s t a n d a r d i z e d  q u e s t i o n s

( c r i t e r i a ) 41(Supp. Table 1).1 4  r e s o u r c e s  ( n e w s _ r e v i e w s _ 0 0 0 1 8 ,  0 0 1 3 6 ,  0 0 1 6 8 ,

00235, 00284, 00395, 00422, 00490, 00499, 00507, 00589, 00590, 00601, 00605) out of 606are

not considered (no description text or no news_source wasprovided).

Prompt  engineering.We  first  tested  a  zero-shot  prompting  approach:  (Prompt1)  where  GPT4  or

Gemini-1.5-Pro are instructed to detect misleading informationi n  t h e  N e w s R e l e a s e  w i t h o u t

p r o v i d i n g anycontext.Torestricttheoutput,itwasaskedtoshowonlythoseclaimswhichitcan  provide  a

reference for (details inSupp. Method file).F o r  t h e  s e c o n d  p r o m p t  ( Prompt2), we included in

the prompt a specific criteria (quality of evidence, sensational language, novelty of approach, disease

mongering  and  benefits  of  treatment,  existing  alternatives,  harms  of  intervention,  availability  of

treatment, cost of intervention, and conflict of interest) which was used also previously by experts to rate

the NewsReleases41(Supp. Table 1)  as a context  to make the model  perform guided decisions along

certain  domain-specific  dimensions.  Additionally,  the  output  instruction  was  modified  to  assign

satisfactory  or  not  satisfactory  labels  to  each  criteria

andtheoveralltext.Forthethirdprompt(Prompt3),wefirstselected,foreachcriteriaanalyzed  (quality  of

evidence, sensational language, novelty of approach, disease mongering and benefits of treatment), 50

NewsReleases labeled fake by experts and noted as not satisfactory for the criteria. We then asked GPT4 or

Gemini-1.5-Pro to summarize into bullet point the justification provided by experts for marking a release

as misleading (Supp. Method File, Supp Table 2).

Wethenincorporatedthesummarizationintotheprompt.Theremainingfivecriteria(existing

https://preprints.jmir.org/preprint/67329 [unpublished, non-peer-reviewed preprint]
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alternatives,harmsofintervention,availabilityoftreatment,costofintervention,andconflictof  interest)  were  kept

the same as prompt2.

Query process.We queried GPT4 and Gemini1-5-Pro using the requests library in Python following the

request/response  protocol.  Initially,  all  the  claim  text  description  was  stored  in  an

ExcelsheetwhichwastakenasinputbythePythonscript.Alistofclaimtextswasiteratedanda  prompt  was  created

by embedding claim text descriptions into prompt templates to obtain the prompts for both experiment

settings. Each prompt was passed as a message to Open AI or Gemini API calls along with other required

API parameters with default  values (role = user,  frequency_penalty = 0.0,  and temperature 0.0/0.2f o r

G P T 4  a n d  d e f a u l t  a n d  t e m p e r a t u r e  0 / 1  f o r  G e m i n i 1 - 5 P r o ) .  T h e  A P I

r e t u r n e d  a  l i s t  o f  r e s p o n s e s  f o r  a  g i v e n  p r o m p t ,  a n d  o n l y  t h e  f i r s t

r e s p o n s e  i n  t h e  l i s t  w a s  c o n s i d e r e d  f o r  f u r t h e r  a n a l y s i s .  F o r  p r o m p t  3 ,  w e

u t i l i z e d  L a n g C h a i n  f r a m e w o r k 42for GPT to create chat templates and the json output parser.

Code is publicly available at GitHub43.

Analysis: for prompt 1 and 2, GPT-4 and Gemini responses were further analyzed (using a Python script

followed by manual result validation) to create a specific label (satisfactory or not satisfactory) for each

output.  For  evaluating the prompts,t h e  a n a l y s i s  o f  I d e n t i f y i n g  F a k e s  w e  u s e d  t h e

f o l l o w i n g  d e f i n i t i o n s :  T r u e  P o s i t i v e  ( T P ) :  T h e  N u m b e r  o f  f a k e s

i d e n t i f i e d  c o r r e c t l y . F a l s e  P o s i t i v e  ( F P ) :  T h e  n u m b e r  o f  t r u e  i t e m s

i d e n t i f i e d  a s  f a k e s .  T r u e  N e g a t i v e  ( T N ) :  T h e  n u m b e r  o f  t r u e  i t e m s

i d e n t i f i e d  c o r r e c t l y  a s  t r u e .  F a l s e  N e g a t i v e  ( F N ) :  T h e  n u m b e r  o f  f a k e s

i d e n t i f i e d  i n c o r r e c t l y  a s  t r u e .  F o r  t h e  a n a l y s i s  o f  I d e n t i f y i n g  T r u e s :  T r u e

P o s i t i v e  ( T P ) :  T h e  n u m b e r  o f  t r u e  i t e m s  i d e n t i f i e d  c o r r e c t l y  a s  t r u e .

F a l s e  P o s i t i v e  ( F P ) :  T h e  n u m b e r  o f  f a k e s

i d e n t i f i e d incorrectlyastrue.TrueNegative(TN):Thenumberoffakesidentifiedcorrectly.False  Negative  (FN):

The number of true items identified as fakes. We used those to calculate the Precision = TP / (TP + FP) and the

Recall  =  TP  /  (TP  +  FN).  The  F1  score  was  calculated  as  before

2∗((precision∗recall)/(precision+recall)).M a c r o  a v e r a g e  o f  t h e  c l a s s i f i c a t i o n

m e t r i c s ( p r e c i s i o n ,  r e c a l l  a n d  f 1 )  i s  c a l c u l a t e d  b y  t a k i n g  t h e  u n w e i g h t e d

m e a n  o f  t h e  m e t r i c s  f o r  e a c h  l a b e l  u s i n g  s c i k i t - l e a r n  l i b r a r y 44.

Results
https://preprints.jmir.org/preprint/67329 [unpublished, non-peer-reviewed preprint]
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We  started  by  asking  if  GPT4  or  Gemini  could  label  a  NewsRelease  as  containing  or  not

misleadinginformation(Prompt1,zeroshot)(Fig.1A).Importantly,thoseNewsReleaseswere  labeled  for  ground

truth by experts and used in ML based experiments for fake detection16.

Importantlythedatasetcontainedbothtrue(315)andfake(291)resources.We foundthatGPT-4

matchedexpertannotationfortruenewsin90.6%ofcasesbutwasonlyabletoidentify11.2%of  the  Fake  ones,

resulting in a low overall performance (as indicated by MacroF1 of 0.45)( Fig.

1B-C;Supp.  Table  3-4).  Surprisingly,  Gemini1-5  Pro  presented  with  an  almost  mirror  image,

lowperformanceforTrue(21.2%)andhighperformance(88.4%)forFake,leadingtoasimilar  Macro  F1  of  0.49

(Fig.  1D-E;Supp.  Table  3-5).  For  both  models,  we  found  no  significant  differences  by  varying

temperature from 0 to default settings (Supp. Table 4-5).

https://preprints.jmir.org/preprint/67329 [unpublished, non-peer-reviewed preprint]
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Figure  1.  LLMs  true/fake  detection.Prompt  1:  Identify  misleading  information.  A)Schematic

representation of the workflow. GPT4 or Gemini are asked to assess the NewsReleases for misleading

information.B)For  Releases  labeled  by  experts  as  true,  GPT4  identified9 0 . 6 %  a s  a c c u r a t e ,

w h i l e  r e p o r t i n g  4 . 2 %  o f  t h e m  a s  i n a c c u r a t e . C)But, GPT4 only detected 11.2% of the

Releases  labeled  as  Fake  by  experts.D)In  comparison,  Gemini1-5Pro

identifiedonly21.2%ofTrueReleasesassuchbutwasabletorecognizemisleadinginformation  in  88.4%  of  Fake

Releases.

Next, we postulated that using prompts similar to criterias used by experts to evaluate the NewsRelease

would enhance LLMs performance (Fig.2 A). We therefore use the same criteria and ground truth scoring

(more  than  6/10  criteria  scored  as  misleading  is  labeled  Fake)  to

compareLLMandexpertlabels.Surprisingly,wefoundthatGPT4performanceincreasedforits  ability  to  match

experts  on  true  news  (  97.5%)  but  worsened  Fake  detection  (2.2%),r e s u l t i n g  i n  l o w

M a c r o F 1 ( 0 . 3 7 ) ( Fig.  2B-C);  Supp.  Table  3-4).  For  Gemini1-5  Pro,  we  noticed  a  major

improvement of performance for True (63.6%) but reduced for Fake (68.1%) nonetheless resulting in a

more balanced performance and improved MacroF1 of 0.66(Fig. 2D-E); Supp.

Table3-5).

https://preprints.jmir.org/preprint/67329 [unpublished, non-peer-reviewed preprint]
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Figure 2. Criteria guided queries reveal uneven performance of LLMs. A)Schematic representation

of the workflow. The LLM has to mark the release as satisfactory (or not) on specific criteria (asserted by

experts  on  each  release).  6  or  more  not  satisfactory  results  in  the

ReleasebeingmarkedasFake.GPTwasabletoidentifyB)Truereleasesin97.5%butC)Fake  in  only  2.2%.  On

the other hand, Gemini identifiedD)true in 63.6 % andE)fake in 68.1 %.

PerformanceofF)GPT4andG)GeminirevealsheterogeneityinLLMresponsesbasedon individual criteria.

https://preprints.jmir.org/preprint/67329 [unpublished, non-peer-reviewed preprint]
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Examining performance on individual criterias revealed heterogeneous performance(Fig. 2F-G)in GPT4

and to a lesser extent in Gemini1-5Pro. Interestingly, examining justifications provided by both models

(GPT4 for Fake and Gemini1-5Pro for True) revealed differences in bias toward critical thinking. For

GPT4, when assessingdisease mongering, experts raised the issue of the prevalence of conditions either

lacking, not being supported by references, or cherry-picking the highest prevalence, when GPT4 thought

the  information  provided  was  satisfactory.  Also,

controversiesaboutdisordersortreatmentswerenotflaggedbyGPT4butwerenotedbyexperts.

Similarly,inreleasefailsrelatedtothequalityofevidence,GPT4didnotachieveenoughcritical analysis and did not

pick on limitations (study design, power, data quality, outcome measures), methodological flaws (statistical

analysis), or exaggeration of the significance of the results (translating findings, lack of peer review). In

many  cases,  GPT4  marked  the  releases  as  true  ift h e  a u t h o r s  s t a t e d  t h o s e  l i m i t a t i o n s

s o m e w h e r e  i n  t h e  t e x t  i n s t e a d  o f  r e p o r t i n g  t h e  N e w s R e l e a s e  a s

m i s l e a d i n g .  S o m e  i s s u e s  i n  G P T 4  u n d e r s t a n d i n g  n u a n c e s  a b o u t  l a n g u a g e

b e c a m e  m o r e  e x p l i c i t  b y  l o o k i n g  a t  t h e  q u e s t i o n  a b o u t Emotional or inflammatory

language. Here, words like “breakthrough, cure,  or  revolutionary” were felt  to be unsubstantiated by

experts  but  marked  as  quotes  and  therefore  not  judged  misleading  by  GPT4.  Interestingly,  GPT4

commented  that  those  quotes  were  “optimistic  or  exciting”  or  justified  considering  the  promising

research instead of flagging them as inappropriate.

On  the  other  hand,  Gemini1.5-Pro  struggled  with  True  news  by  being  very  critical:  reporting

Newsasoverlyoptimisticbasedontheevidenceprovidedandreportingthatauthorswereusinglaguagewhich  was

not conservative enough for health related topics.

So  we  hypothesized  that  by  fine  tuning  the  prompt  (instead  of  the  LLM  itself)  with  input  from

theexperts(throughsummarization),wecouldenhance(rebalance)performanceforbothLLMs  (Fig.3

A).I t e r a t i v e  t e s t i n g  r e v e a l e d  t h a t  s u m m a r i z a t i o n  o f  e x p e r t s '  f e e d b a c k

f r o m  m i s l e a d i n g  s t a t e m e n t s  l e d  t o  b e s t  p e r f o r m a n c e  ( Supp. Table 3). For GPT4,

prompt 3 boosted overall detection of fake releases to 43.4% but deflated the performance for true news

(84.9%)(Fig.3

B-C)(MacroF10.63)(Supp.Table3-4).ForGemini1-5Pro,wesawimprovementinbothTrue  (97.4%)  and  Fake

detection (93.7%) resulting in overall F1Macro 0.96 (Supp. Table 3-5).

https://preprints.jmir.org/preprint/67329 [unpublished, non-peer-reviewed preprint]
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Figure  3.  Integrating  critical  thinking  into  the  prompt  enhances  LLMs  performance.

A)Schematicrepresentationofworkflow.Thefeedbackprovidedbyexpertsastowhytheyrateda  NewsRelease  as

not  satisfactory for  an individual  criteria  (N=50 releases  summarized  per  criteria)  are  summarized and

integrated  into  the  criteria  specific  prompt  (3).  GPT4  performance  onB)True( 8 4 . 9 % )  a n d C)Fake

(43.4%) NewsReleases. Gemini1-5Pro performance onD)True (97.4%) andE)Fake (93.7%)r e l e a s e s .

https://preprints.jmir.org/preprint/67329 [unpublished, non-peer-reviewed preprint]
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Discussion

Finding  ways  of  scaling  the  identification  of  misleading  information  remains  challenging  but  is

becoming a crucial aspect related to the value of online information. While we better appreciate now

how  misleading  information  ranging  from  “Fake  News”  to  misinformation  campaigns  can

beimpactfulonsocietyandpublichealth,wecanonlyimaginehowdisastrousitcouldbewhen

itcomestohealth.Moreover,generativeAIopensatotallynewlevelofcapabilitieswithalmost  unlimited  voluntary

(or not) machine based production of misleading information.

So, we asked if LLM could be used to evaluate information qualityb u t  a l s o  s o u g h t  t o  b e t t e r

u n d e r s t a n d  t h e i r  i n n e r  w o r k i n g s .  T h i s  i s  n o t  t r i v i a l  c o n s i d e r i n g  t h e

l i m i t a t i o n s  i n h e r e n t  t o  L L M :  b e i n g  p r e d i c t i v e  m o d e l s ,  p r o n e  t o

c o n f a b u l a t i o n ,  g r o w n  o n  d i f f e r e n t  s e t s  o f  d a t a ,  r e l e a s e d  a t

d i f f e r e n t stagesofvalidationandrapidlyevolving.R e c e n t workusingLLM(ChatGPT)toassert

misinformationinpoliticalclaims28,2945,46,education47,48,socialmediapostonCOVID4950shows  promising  results  but  their

usefulness for health related news remains untested.U s i n g  a  d a t a s e t  o f  N e w s  R e l e a s e s  l a b e l e d

b y  e x p e r t s  a s  e i t h e r  T r u e  o r  F a k e ,  w e  t e s t e d  t w o  p u b l i c l y  a v a i l a b l e  L L M s

( G P T 4  a n d  G e m i n i 1 - 5 P r o )  f o r  t h e i r  a b i l i t y  a t  d e t e c t i n g  m i s l e a d i n g

i n f o r m a t i o n .  N o t  s u r p r i s i n g l y  c o n s i d e r i n g  r e c e n t  w o r k  o n  p r o m p t

c o n t e x t u a l i z a t i o n 515239, the first zero shot approach led to relatively low accuracies but revealed

how different  LLMs would respond in very different  ways:  GPT4 labeled most  articles as true,  and

therefore  missed  most  of  the  Fake ones  whereas  Gemini1-5Pro proved overly  critical  and  therefore

labeled most  true articles  as  containing misleading information.  This  could be due to  differences  in

training data for each model, but recent work on another LLM, CLAUDE (Golden Gate version)53showed

how individual entities could be assigned more weight and completely change the LLM’s output.

Another surprise was the relatively poor performance of both models when including specific scientific

criteria  as  prompt  in  order  to  identify misleading information,  showing that  simply  includingexpert-

basedguidanceinpromptdevelopmentwasnotsufficientinachievingaccurate rating of the NewsRelease. This is

important as it means that the inner knowledge of the LLM exert a major effect on its output, and would

suggest that LLMs be grown on large amounts of data for complex applications such as science and health,

adding further to the issue with compute needs/cost.
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But,  we  found  that  injecting  insights  from  experts  on  why  they  judged  a  NewsRelease  was  able

forbothmodelto“rebalance”andenhancetheirperformancetolevelnotpreviouslyachievedby  ML  approaches

(Gemini1-5 Pro MacroF1 0.96), giving us 1) a novel approach to promptdesign,

2)  a  novel  approach  for  LLM  fine  tuning  which  would  reduce  compute  needs  ando f  t h e

p o t e n t i a l 3 ) awayforwardforexpertstobeinvolvedinAIprogressesinsteadofsittingin margin. Our approach

may help deal with the data wall

There  are  still  several  unresolved  questions  regarding  the  evolution  of  LLMs.  For  instance,  their

acceptability considering their rapid evolution, the relative opacity around the training data (including use

of copyrighted material, and publicly created content) and our still basic understanding of their growth

process.  The  emergence  of  on-device  LLMs,  while  providing

potentiallyenhancedprivacy,willalsomaketheevolvingnatureofLLMsanimportantaspecttostudy.
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