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Abstract

Background: There is data paucity regarding users’ awareness of privacy concerns and the resulting impact on the acceptance
of mHealth apps, especially in the Saudi context. Such information is pertinent in addressing users’ needs in the Kingdom of
Saudi Arabia (KSA).

Objective: This article presents a study protocol for a mixed-method analysis to assess the patients’ and stakeholders’
perspectives regarding the privacy, security, and confidentiality of data collected via mHealth apps in the KSA and the factors
affecting the adoption of mHealth apps.

Methods: An exploratory mixed-method study design methods will be employed. Patients and end-users of mHealth apps will
be randomly recruited from 4 purposively selected hospitals in Saudi Arabia for the quantitative phase (i.e., survey). The
research instrument will be developed based on the emerging themes and findings from the interview conducted among
stakeholders, app developers, healthcare professionals and users of mHealth apps (n = 25). The survey will focus on 1) how to
improve patients’ awareness of data security, privacy, and confidentiality, (2) feedback on the current mHealth apps in terms of
data security, privacy, and confidentiality, (3) the features that might improve data security, privacy, and confidentiality of
mHealth apps. Meanwhile, specific sections of the questionnaire will focus on patients’ awareness, privacy concerns,
confidentiality concerns, security concerns, perceived usefulness, perceived ease of use, and behavioural intention. Qualitative
data will be analysed thematically using NVIVO version 12. Descriptive statistics, regression analysis, and structural equation
modelling will be performed using SPSS and PLS-SEM.

Results: The ethical approval for this research has been obtained from the Biomedical and Scientific Research Ethics
Committee, University of Warwick (REF: ) and the Medical Research & Ethics Committee Ministry of Health in the KSA. The
qualitative phase is ongoing and 15 participants have been interviewed. The interviews for the remaining 10 participants will be
completed by 25 November 2023. Preliminary thematic analysis is still ongoing. Meanwhile, the quantitative phase will
commence by December 10, 2023, with 150 participants providing signed and informed consent to participate in the study.

Conclusions: The mixed methods study will elucidate the antecedents of patients’ awareness and concerns regarding the
privacy, security, and confidentiality of data collected via mHealth apps in Saudi Arabia. Furthermore, pertinent findings on the
perspectives of stakeholders and healthcare professionals toward the aforementioned issues will be gleaned. The results will
assist policymakers in developing strategies to improve Saudi users'/patients' adoption of mhealth apps and addressing the
concerns raised in order to benefit significantly from these advanced healthcare modalities.
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Patients and Stakeholders’ Perspectives Regarding the Privacy, Security, and Confidentiality of

Data Collected via mHealth Apps in Saudi Arabia: A Protocol for a Mixed Method Study

Abstract
Background: There is data paucity regarding users’ awareness of privacy concerns and the resulting
impact  on the acceptance of mHealth apps,  especially in  the Saudi context.  Such information is
pertinent in addressing users’ needs in the Kingdom of Saudi Arabia (KSA). 
Objectives:  This article presents a study protocol for a mixed-method analysis to assess the patients’ and

stakeholders’ perspectives regarding the privacy, security, and confidentiality of data collected via mHealth

apps in the KSA and the factors affecting the adoption of mHealth apps.

Methods: A mixed-method  study  design  methods  will  be  employed.  In  the  quantitative  phase,
patients and end-users of mHealth apps will be randomly recruited from the various pronvinces in
Saudi Arabia with high population of mHealth users. The research instrument will  be developed
based on the emerging themes and findings from the interview conducted among stakeholders, app
developers, healthcare professionals and users of mHealth apps (n = 25). The survey will focus on 1)
how to improve patients’ awareness of data security, privacy, and confidentiality, (2) feedback on the
current mHealth apps in terms of data security,  privacy, and confidentiality,  (3) the features that
might  improve  data  security,  privacy,  and  confidentiality  of  mHealth  apps.  Meanwhile,  specific
sections of the questionnaire  will  focus  on  patients’ awareness,  privacy concerns,  confidentiality
concerns, security concerns, perceived usefulness, perceived ease of use, and behavioural intention.
Qualitative  data  will  be  analysed  thematically  using  NVIVO  version  12.  Descriptive  statistics,
regression analysis, and structural equation modelling will be performed using SPSS and PLS-SEM. 
Results: The ethical approval for this research has been obtained from the Biomedical and Scientific
Research Ethics Committee, University of Warwick and the Medical Research & Ethics Committee
Ministry of Health in  the KSA. The qualitative phase is  ongoing and 15 participants have been
interviewed. The interviews for the remaining 10 participants will be completed by 25 November
2023.  Preliminary  thematic  analysis  is  still  ongoing.  Meanwhile,  the  quantitative  phase  will
commence by December 10, 2023, with 150 participants providing signed and informed consent to
participate in the study. 
Conclusions: The mixed methods study will elucidate the antecedents of patients’ awareness and
concerns regarding the privacy, security, and confidentiality of data collected via mHealth apps in
Saudi  Arabia.  Furthermore,  pertinent  findings on the perspectives of stakeholders  and healthcare
professionals toward the aforementioned issues will be gleaned. The results will assist policymakers
in  developing strategies to improve Saudi users'/patients' adoption of mhealth apps and addressing
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the concerns raised in order to benefit significantly from these advanced healthcare modalities.

KEYWORDS: Awareness, data privacy, confidentiality, security, healthcare, patients, Saudi Arabia,

mHealth, mobile apps

Introduction

Background

In recent  years,  the usage of mHealth apps by both public  and healthcare professionals  (HCPs)
significantly  increased  with  the  introduction  of  smartphones  [1]  and  growing  interest  in  the
healthcare  industry  and  research  field  [2].  The  coronavirus  disease  2019  pandemic  has  further
accelerated reliance on digital health [3]. mHealth apps are used to manage diseases, self-monitoring,
gather health information, supervise behavioural changes, manage fitness, and remind patients of
their medication and rehabilitation schedules [4]). From the HCPs' view, mHealth apps help manage
health  records,  provide  easy  access  to  health  records,  and  provide  a  path  to  conduct  mobile
consultation and remote monitoring during and after treatment [5]).
Healthcare professionals like physicians are the second-largest stakeholders within the healthcare
field after  patients.  Thus,  mhealth apps connected to  clinical  information systems (CICs) permit
healthcare professionals to access patients’ databases [6] . One of the prime goals urging the adoption
of  mhealth  apps  among  healthcare  professionals  is  providing  timely  consultation  and  decision-
making at the point of care, which require different resources, especially clinical data from CISs.
CISs are part of the hospital information systems (HISs), directly linked to inpatient and outpatient
care. The main advantage of these systems is that they can be connected to other subsystems within a
hospital, like different departments and laboratories [7] . Clinicians rely on this system when making
decisions on their patients' health. Therefore, patients are compelled to use CISs, especially when the
healthcare  provider  offers  care  only  through  the  mhealth  apps.  Although  connecting  CISs  with
mhealth  apps  simplifies  hospital  workflows  but  still  creates  new  challenges,  such  as  data
confidentiality and security. Data confidentiality, privacy, security, and regulatory supervision of the
apps are known barriers that hinder mHealth adoption in the HC field [8].
Confidentiality refers to the responsibility of those who obtain data/information (app providers) to
uphold  the  solitude  concerns  of  those  to  whom  the  information  is  related  (consumers)  [8].
Meanwhile, according to the National Committee on Vital and Health Statistics (NCVHS), privacy
refers to an individual legal right or freedom to protect or disclose their health information,  and
security is explained as personal, mechanical, or authority protection tools used to guard the health
information  against  unwanted  people  or  access.  Security,  on  the  other  hand,  is  defined  as  the
physical, mechanical, or legislative mechanism or tools to shield personal health information from
unauthorised disclosure  [8]. There are several reasons for data protection in mhealth applications,
such as keyed-in information being susceptible and mobile apps being of interest to attackers or
hackers [7]. In addition, data management and storage, data privacy disclosure, data integration, data
encryption, app operability, and authentication are established factors contributing to data breaches
[7]. 
Several studies have highlighted the connection between patients’ awareness and the risk of data
breaches  [7-9].  End-users  have  an  obligation  for  the  security  and  privacy  of  their  data,  to  be
maintained [4,10]. As the main stakeholders of the healthcare system, patients have a contractual
relationship with healthcare providers as the latter is expected to ensure the safety and confidentiality
of  patients’ health  information  confidential.  While  mhealth  providers  are  aware  of  the  security
measures, privacy, and confidentiality related to patient's health data, the latter appears to lag in these
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vital aspects [4,10].
In  Saudi Arabia's context, the healthcare economy is fast growing owing to the digitisation of the
sector  [11].  This  advancement  in  healthcare  service  delivery  is  related  to  the  nation’s  high
penetration rate of smartphones, the Internet, and social networking usage in the Arabic Gulf. Recent
statistics indicate that smartphone and mobile phone users in the KSA will increase from 21.87 and
23.77 million in 2018 to 24.02 and 30.0 million in 2025, respectively [11]. In line with the increasing
population of smartphone users, Saudi Arabia has implemented several mhealth apps according to its
Vision 2030 goals [12]. As part of the nation’s goals, the implementation of the digital transformation
plan for private and public health sectors commenced in 2017  [13]. The Saudi Ministry of Health
(MOH) has specifically created several mobile apps to facilitate administrative protocols for users
and patients to allow them to receive medical consultations and update their medications [12,14].
Nevertheless,  the  adoption  of  the  mhealth  app in  Saudi  Arabia  has  yet  to  achieve  the  expected
benchmark  [13].  Issues  relating  to  safety,  privacy,  and confidentiality  of  information  shared  via
mHealth  apps  that  are  connected  to  CICs  have  been  reported  in  recent  studies  [11,15].  These
challenges might contribute to the low adoption rate among end-users and patients. Nevertheless, this
can  only  be  established  by  understanding  their  awareness  of  the  raised  issues.  For  instance,
significant  security  and privacy issues  were reported in  previous studies  that  could lead to  data
breaches with severe social, legal, and financial consequences [11,15]. Aljedaani et al. [15] presented
empirical evidence that most end-users of mhealth apps were unaware of the current security features
provided. A recent study within the context of mhealth apps in Saudi Arabia reported that only a few
participants were aware of adverse drug reactions and denied receiving prior education and attending
events relating to such mhealth apps [16].
Another issue regarding existing literature on mhealth apps in the KSA is that most previous studies
have focused more on healthcare professionals, whereas patients’ perspectives have received little
attention [15]. Both developers' and users’ perspectives need to be balanced to ensure that mhealth
apps achieve their targeted goals in enhancing healthcare service delivery. However, no qualitative
analysis of users’ awareness and perspectives regarding data privacy, confidentiality, and security has
been attempted in Saudi  Arabia.  In addition,  there is  data paucity regarding users’ awareness of
privacy concerns and the resulting impact on the acceptance of mHealth apps, especially in the Saudi
context.  Such information is pertinent in addressing users’ needs and developing patient-friendly
mHealth apps in the KSA. This article presents a study protocol for a mixed-method analysis of
patients’ and stakeholders’ perspectives regarding the privacy, confidentiality, and security of data
collected via mHealth apps in Saudi Arabia. The study scope, theoretical background, and research
hypotheses are presented in the next section. 

Scope

The scope of the present study is precise in terms of end-users’ awareness of the security, privacy,
and confidentiality regarding clinical mhealth apps, such as patient management systems that handle
highly  sensitive  health-critical  data  and  personal  information.  This  study  focuses  on  end-user
perspectives, specifically their awareness of the security, privacy, and confidentiality of information
collected via mhealth apps. This study will provide an in-depth view of end-users' security awareness
by  evaluating  their  current  knowledge  of  existing  security  features  provided  by  mhealth  apps
available  in  the  country.  Additionally,  the  relationship  between  end-users'/patients’  security
awareness and their socio-demographic characteristics will be elucidated while identifying specific
security features that may enhance end-users’ confidence in using mhealth apps. The findings will
assist in benchmarking the effectiveness of mhealth apps' security features that need to be considered
by developers while engineering the existing or next generation of mhealth apps in the context of
Saudi Arabia. These may improve mhealth app adoption in Saudi healthcare management.
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Theoretical Framework

A review of the current literature depicts extensive usage of different technology acceptance theories
relating to the adoption of advanced healthcare systems, such as the Technology Acceptance Model
(TAM), the theory of Reasoned Action (TRA), health information management,  and information
assurance and security ethical behaviour [17]. The TAM is a widely deplored model for investigating
technology  acceptance  in  information  systems,  such  as  healthcare  systems,  due  to  its
understandability and simplicity [18]. The proponents of TAM argued that the key to promoting use
is  to  increase  the  acceptance  of  information  technology,  which  is  measurable  based  on  an
individual’s future intention to use [19]. 
Closely related to TAM is the theory of reasoned action (TRA), which encompasses a psychological
approach that reflects how individuals’ belief systems mediate human behaviour. TRA posits that an
individual’s behavioural intention (BI) to use a system is determined by the individual’s subjective
norms and attitude associated with the behaviour [19]. Fernandez-Aleman  et al. [20] assessed the
psychosociocultural (PSC) framework and some other socio-demographic features (gender, age, and
experience) in their research and they advocated for better security awareness training to promote
good security practices. 
Another  approach utilised in a previous study was the combination of the protection motivation
theory  (PMT)  and  the  theory  of  planned  behaviour  (TPB)  [21].  These  theories  were  used  to
determine  whether  security  practices  were  affected  by  security  awareness,  experience,  and
information  policy.  Whereas  the  TPB  depends  on  subjective  norms,  attitudes,  and  perceived
behaviours predicting human behaviour [22], the PMT emphasises the ability to protect oneself from
threats based on the perceived likelihood of occurrence or vulnerability,  `perceived severity of a
threat, perceived self-efficacy and the impact of recommended preventive measures [21]. 
Thus, various theories could be adopted in evaluating security practices and perspectives of users
regarding e-health and mHealth in the Saudi context. Given that socio-demographic characteristics
influence healthcare security practices and psychological factors, this study attempts to propose the
PSC  framework  to  facilitate  a  holistic  approach  toward  elucidating  users'  characteristics  and
antecedents for using mHealth apps in Saudi Arabia, as well as their views on data privacy, security,
and confidentiality. Since users’ acceptance levels, awareness and antecedents will be assessed in this
study, the TAM theory will be considered in developing the conceptual framework.

Research Hypotheses

This  study  proposes  awareness  of  data  privacy,  security,  and  confidentiality  as  a  predictor  of
behavioural intention towards using mHealth apps among the Saudi population. The literature posits
that users’ awareness of data privacy makes them circumspect about adopting technology and sharing
their  personal  information  [4,6].  Users’ perspectives  and  concern  about  data  privacy  of  health
information  may influence  their  avoidance of  using specific  healthcare services,  mHealth  in  the
present  context  [9].  Previous  research  revealed  that  the  failure  to  mitigate  customers’ privacy
coseverely  impactmpacts  on  the  customers’ behaviour  and  attitude  towards  healthcare  services
[23,24]. Mukherjee and Nath [23] also found that security to privacy combined with shared values
was positively associated with customers’ behavioural intention. The present study aligns with the
argument that privacy, security,  and confidentiality concerns are related to end-users or patients’
assessment of lack of reliance on mHealth apps, especially relating to sharing their personal data.
Hence, based on the aforementioned arguments, the following hypotheses are proposed:
H1(a):  Behavioural  intention  to  use  mHealth  apps  connected  to  CICs  is  associated  with  users’
awareness level of data privacy, security, and confidentiality issues.
H1(b): Socio-demographic factors (i.e., gender, age, job type, income level, location, and educational
qualification) are associated with users’ awareness level of data privacy, security, and confidentiality
issues. 

https://preprints.jmir.org/preprint/54933 [unpublished, peer-reviewed preprint]



JMIR Preprints Alhammad et al

In terms of acceptance of mHealth apps among the Saudi population, this study attempts to utilise the
TAM in deriving the research hypotheses. The two key components of TAM are perceived ease of
use (PEOU) and perceived usefulness (PU), and they are believed to influence users’ behavioural
intentions  (BI)  [24].  Despite  the  extensive  research  on  data  privacy  and  security  in  different
environments and contexts, only a few studies considered the effects of privacy concerns on PU and
PEOU [25]. In fact, no study in the literature focused on these aspects in users’ or patients’ adoption
of  mHealth  apps.  A study reported  that  higher  privacy and security  concerns  played a  negative
mediating role in the association between users’ perceived risk and attitude [25]. Therefore, it  is
plausible to predict that patients or end-users will not find usefulness in technology with a high risk
of invading their privacy. People are more likely to direct more effort towards monitoring, especially
when they perceive that their data privacy is threatened while using any service. Thus, privacy and
security concerns might decrease individuals’ perceived ease of use and usefulness for any service,
including  the  use  of  mHealth  apps.  Based  on  these  arguments,  the  following  hypotheses  are
proposed: 
H2(a).  Privacy,  security,  and confidentiality  concern  is  negatively  associated  with  the  Perceived
usefulness (PU) of using mHealth apps.
H2(b). Privacy, security, and confidentiality concern is negatively associated with Perceived ease of
use (PEOU) to use mHealth apps.

Research Objectives

i. To explore patients’ and stakeholders’ awareness level and perspectives on issues relating to
the privacy, security, and confidentiality of data collected via mHealth apps in Saudi Arabia. 

ii. To determine the association between behavioural intention to use mHealth apps and users’
awareness level of data privacy, security, and confidentiality issues.

iii. To  determine  the  association  between  patients’ socio-demographic  factors  and  concerns
regarding data privacy, security, and confidentiality issues.

iv. To determine the association between patients’ perceived usefulness (PU) of mHealth apps
and concerns regarding data privacy, security, and confidentiality.

v. To determine the association between patients’ perceived ease of use (PEOU) of mHealth
apps and concerns regarding data privacy, security, and confidentiality.

vi. To propose initiatives for the Saudi government to improve Saudi users/patients' adoption of
mhealth apps and address the concerns relating to data privacy, security, and confidentiality.

Research Questions
In line with the research objectives, this study aims to answer the following questions:

i. What is the patient awareness level of data confidentiality, privacy, and security issues of
mhealth apps in Saudi Arabia?

ii. Is there any relationship between behavioural intention to use mHealth apps and users’
awareness level of data privacy, security, and confidentiality issues?

iii. Is  there  any  relationship  between  patients’ socio-demographic  factors  and  concerns
regarding data privacy, security, and confidentiality issues? 

iv. Is there any relationship between patients’ PU of mHealth apps and concerns regarding
data privacy, security, and confidentiality?

v. Is  there  any  relationship  between  patients’  PEOU  of  mHealth  apps  and  concerns
regarding data privacy, security, and confidentiality?

vi. What are the perspectives of patients and stakeholders regarding the privacy, security, and
confidentiality of data collected via mHealth apps?
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Methods

Study Area and study design

There are a total of 13 provinces in Saudi Arabia, namely, Riyadh, Madinah, Mecca, Tabuk, Najran,
Hall, Northern, Eastern, Al Jouf, Asir, Qassim, Jazan, and Al Baha. However, this study will focus on
regions  encompassing hospitals  with state  of art  facilities  and currently using mHealth apps for
patient  management.  mHealth  users  from the  identified provinces  will  be considered during the
recruitment process, irrespective of their current place of work or occupation. Hence, mHealth users
in the health, service, educational, and industrial sectors will be recruited into the study as long as
they fufill the inclusion criteria. These study sites were selected since they are Saudi Arabia's fastest-
growing medical complexes and have implemented mHealth apps that connect patients straight to
CISs. Given the high number of patients and users of mHealth apps in the aforementioned provinces,
including the availability of clinicians and healthcare providers who are experienced in mHealth apps
connected to CISs, these study sites will enable the researcher to gather the required data to execute
the research objectives.
A mixed-method approach of qualitative and quantitative methods will be used in this study. This
study will be exploratory due to the data paucity on the aforementioned research topics in the Saudi
context. Hence, mixed methods will enable the researcher to develop a broad breadth of the topic.
The  mixed-method  approach  ensures  convergence  and  correspondence  of  results  drawn  from
different method [26,27].
Qualitative data will be collected via a structured interview involving stakeholders of mHealth apps
in Saudi Arabia while the quantitative phase will involve patients either currently using mHealth
apps or not but seeking health services from healthcare facilities in Saudi Arabia. For the quantitative
phase,  a  structured  survey  (questionnaire)  will  be  developed,  validated,  and  pilot-tested  before
conducting the actual  survey.  Thus,  the  first  to  fifth  research  questions  will  be answered in  the
quantitative phase while qualitative data will be collected for the sixth research question. Given that
different participants will be enrolled for the quantitative and qualitative parts, both phases will be
conducted concurrently.

Study population

The  study population  and unit  of  analysis  in  this  study encompasses  all  the  patients  and other
stakeholders that fulfil the inclusion criteria. Meanwhile, the target population will be mHealth app
users actively seeking health services from healthcare institutions, as well as other stakeholders such
as app developers, healthcare professionals, and policy makers in Saudi Arabia’s health sector.  

Inclusion and exclusion criteria

Certain inclusion and exclusion criteria will be considered in this study for respondents’ recruitment.
The target participants will be mHealth app users and stakeholders and aged 18 years and above. For
the patients, they must be actively seeking health services, currently visiting any hospital in any
Saudi Arabia’s province, and must have a basic understanding of the functions of mHealth apps.
Meanwhile, individuals less than 18 years old, lacking the basic knowledge of mHealth apps, and not
currently visiting any hospital in the provinces will be excluded from this study. On the other hand,
the stakeholders have to be either healthcare professionals, mHealth app developers or policy makers
who are experienced with mHealth apps. Such knowledge will assist the researcher in elucidating
patients’ and stakeholders’ perspectives regarding data confidentiality, privacy, and security issues in
the usage of mHealth apps. 

Sample size calculation and sampling technique

The sample size for the quantitative phase will be estimated based on the estimated total population
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of mHealth app users in the study locations, a confidence interval of 95%, a precision error of 5%,
and estimates from previous related studies on the adoption rate of mHealth apps in Saudi Arabia and
other countries in the Middle East. Specifically, the sample size will be estimated by utilising the
formula for analytical and cohort studies presented below: 

n'
=

[ z1−α /2√2 Ṕ (1−Ṕ )+z1−β √P1 (1−P1 )+P2 (1−P2 ) ]
2

¿¿

n=
n '
4 (1+√1+

2(2)

n'
( P2−P1) )

2

Where,
n = Sample size
Z1 – α/2 = Z statistic for 95% confidence level = 1.96
Z1-β = Z statistic for 90% power = 1.28
P1 =  Proportion  of  participants  with  satisfactory  accessibility  and  receptiveness  levels  toward
counselling in one group
P2 =  Proportion  of  participants  with  satisfactory  accessibility  and  receptiveness  levels  toward
counselling in one group
P1 and P2 will be obtained from previous studies conducted in Saudi Arabia or other countries in the
Middle East reporting the proportions of participants adopting mHealth apps or being aware of data
privacy, security or confidentiality issues. The obtained values will be substituted into the equation to
calculate the required sample size (n). A non-response rate of 20% will also be considered before
deciding on the final sample size. The probability proportionate to size (PPS) method will be utilised
to allocate sample size for each selected province to facilitate proportionate distribution of patients
and users of mHealth apps. Thereafter, a convenience sampling technique will be used to obtain the
required number of participants from each region. Meanwhile, purposive sampling will be utilised in
selecting the provinces as mentioned in the study design and study area. 

Qualitative phase: Study instrument and Interview Session

A semi-structured  interview  will  be  developed  in  the  qualitative  phase.  The  interview  session
involves  patients,  developers  of  mHealth  apps,  and  healthcare  professionals.  Questions  in  the
interview  session  will  be  synthesised  based  on  an  in-depth  review  of  previous  literature  and
discussion  between  the  researchers.  Previous  studies  that  deployed  interviews  or  focus  group
discussions will be reviewed [4, 24], followed by selecting and modifying the topics relevant to the
present study and the Saudi context. Overall, the questions will focus on (1) how to improve patients’
awareness of data security, privacy, and confidentiality, (2) feedback on the current mHealth apps in
terms of data security, privacy, and confidentiality, (3) the features that might improve data security,
privacy, and confidentiality of mHealth apps connected to CICs. The interview guide will enable the
participants  to  share  their  experiences  of  using  mHealth apps and their  concerns  regarding  data
security, privacy, and confidentiality.
The  interview  will  be  performed  by  a  trained  enumerator  and  conducted  in  English  or  Arabic
depending on the participant preference. The interview is expected to last for 10-20 minutes and the
location would be the hospitals for the patients, whereas the stakeholders will be interviewed based
on their preferred locations. The relevant authorities and personnel in the hospitals will be contacted
and briefly informed regarding the research objectives and methodology. Upon receiving approval
from hospitals,  potential  participants  will  be approached during  their  visits  and their  consent  to
participate in the study will be sought. The same method will be used in recruiting the stakeholders
from the respective industries. A snowball method will also be employed whereby participants would
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be informed to nominate other potential patients or stakeholders that will be willing to take part in
the  study.  With  participants’ permission,  a  voice recorder  will  be available  during the interview
session. Different participants will be recruited in the qualitative and quantitative phases. 

Quantitative phase: Instrument development and Administration 

Questionnaire development comprises designing, directing, and compiling the items for assessing or
measuring various constructs in a given survey [28]. A multi-dimensional approach was applied to
develop  the  instrument  to  be  used  in  this  study.  The  approach  entailed  findings  gleaned  from
previous related research, modification of instruments utilised in prior studies and discussion among
the researchers. The structured questionnaire was designed in two broad parts; Part 1 and 2. Part 1
contained  demographic  details  such  as  age,  gender,  marital  status,  occupation,  income  level,
education level, current health app usage, and frequency of mobile App use. As discussed in the
previous section, participants’ socio-demographic factors are crucial in understanding the adoption of
a new healthcare technology such as mHealth apps. These socio-demographic factors were selected
in this study based on previous research demonstrating their relevance in the adoption of mHealth
and their association with security and privacy issues in the Saudi context [15]. The second part of
the  questionnaire  (Part  2)  consists  of  six  sections.  The  first  section  was  designed  to  gather
information on patients’ awareness of mobile health apps connected to CISs. A total of five items
(Q1-Q5)  were  adopted  from  previous  research  conducted  by  AlJedaani  et  al.  [15]  with  slight
modifications  to  suit  the  present  study context.  The questions  emphasize  patients’ awareness  of
access to their personal data, installation of trackers, and their self-reported awareness level of data
privacy and security. 
The second section focuses on patients’ privacy concerns about mHealth apps. A total of eight (Q6-
Q13) items  were  utilised  in  this  section  as  described  by  Dhagarra  et  al.  [24]  with  slight
modifications. The initial three items seek patients’ concerns regarding the extent of information
requested  and  those  collected  by  health  centres.  Meanwhile,  the  remaining  items  emphasised
concerns  relating  to  access  from  authorized  persons,  non-accurate  storage  of  patient  data,  and
measures taken to ensure data privacy. 
The third section is designed to assess patients’ concerns about data confidentiality in mHealth apps.
A total of six (Q14-Q19) items are utilised in this section as described by Al-Jedaani et al. [15]. The
first  and second items seek patients’ concerns  relating  to  sharing confidential  data,  whereas  the
remaining three items focus on actions taken to ensure the confidentiality of data shared via mhealth
apps. 
The fourth section focuses on data security, comprising seven items (Q20 to Q27). These items were
adopted from the studies conducted by Al-Jedaani et al. [15], Zhou et al. [29], and Zhou et al. [4].
Likewise,  the  items  include  actions  to  ensure  data  security,  such as  password  settings,  security
policies and settings, encryption functions, and user authentication. 
The  perceived  usefulness/utility  of  mobile  health  apps  was  investigated  in  the  fifth  section,
comprising four items (Q28-31) to document patients’ responses to the expected effects of mhealth
apps  on  productivity,  performance,  effectiveness,  and  accessibility  to  healthcare  services.
Meanwhile, perceived ease of use was evaluated in the sixth section using six items  (Q32-Q37)
adopted from the sources reported for perceived utility. The last section contains three items (Q38-
Q40) adapted from Dhagarra et al. [24] to assess patients’ behavioural intentions. 
Finally, the questionnaire will be translated from English to Arabic by two experienced translators.
Upon completing the translation process, both versions of the questionnaire will be subjected to pilot
testing to assess the validity and reliability of the instrument. Findings from the experts’ opinions and
pilot testing will be employed to prevent potential ceiling and floor effects from the questionnaire
items that may affect accurate data interpretation. The developed questionnaire (see supplementary
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file)  will  be  distributed  either  online  (i.e.,  Google  Forms and Qualtrics)  or  self-administered  to
selected  patients  and users  of  mHealth  apps in  Saudi  Arabia.  The method of  administrating  the
questionnaire will depend on the participants’ preferences. Data obtained from the quantitative and
qualitative approaches will be combined to provide a more robust assessment of the study (Figure 1).

Ethical consideration

Ethical approval is vital for this study as the researcher will recruit patients and users of mHealth
apps. The ethical approval for this research has been obtained from the  Biomedical and Scientific
Research Ethics Committee, University of Warwick and the Medical Research & Ethics Committee
Ministry  of  Health  in  the  KSA.  Participation  will  be  anonymous  to  ensure  that  participants’
confidentiality of the participants maintained throughout the research. No identifying details will be
obtained  from  the  participants  during  the  research  process.  The  researcher  will  also  state  the
confidentiality of all information provided by the participants. The participants will be informed that
they can decide to withdraw from the study at any time without any penalty. All collected data will
be stored on a personal computer with a secure password and only accessible to authorised parties
(the supervisory team and the researcher).

Management and Quality Control Measures

Participants’ anonymity  will  be  protected  in  this  research  and all  data  will  be  kept  confidential
without revealing the participants’ identities. When submitting the results to sponsors or regulatory
institutions, all participants’ clinical records will be represented using a coding system, which will
only be accessible by the researcher. Each participant will be given two copies of consent forms
signed by both parties. All data files will be stored in a single folder in a secured location. 
This study does not expose the participants to any risk and no personal expenses will be incurred
either during the interview or filling up the survey. In addition, participation is not associated with
any financial gain or incentives. All expenses will be borne from the research budget. Participation is
voluntary and there are no implications for the participants’ health upon deciding not to take part in
the study. Participants can also demand to terminate their participation irrespective of time, without
any consequences to their care at the hospitals. The research findings will be published in journal
articles and presented at conferences or meetings; nevertheless, participants’ identities will remain
confidential. 
Several  methodological  resources  including  mixed-method  study  design,  inclusion  criteria,  and
random sampling will be employed to ensure quality control and reduce bias when gathering the
data. The interviews, and data collection during the quantitative phase will be completed by trained
enumerators. Quality control will be further evaluated by assessing the enumerators periodically to
ensure the survey protocol is adhered to. The retrieved questionnaire will be assessed in terms of data
completeness and quality. 

Data Analysis

The qualitative data will be transcribed, coded and analysed thematically using NVivo (Version 12),
leading to the emergence of themes and sub-themes. A reliability analysis based on Cronbach alpha
will be performed to assess the internal consistency of the questionnaire. The items with a minimum
Cronbach alpha value of 0.7l will be considered reliable and acceptable. Descriptive statistics will be
used to summarise the participants’ background information, and other sections in the questionnaire
items measured in  scale  will  be checked for  normality  using  the Smirnov-Kolmogorov test  and
presented  in  mean  (±  standard  deviation)  or  median  (±  interquartile  range)  depending  on  the
normality results. The association between the variables will be determined statistically using simple
and  multiple  linear  regression  models.  Both  SPSS  version  25  and  smart-PLS  will  be  used
accordingly.  Aligning with the present study, measurement and structural models in PLS-SEM will
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be constructed to test the research hypotheses. PLS-SEM is chosen as it aligns with the predictive-
oriented objectives of this study. 

Timeline 

The participants for the qualitative study have been recruited, and the interviews will be completed
by November 2023. Participant recruitment for the quantitative phase is being performed currently
and is expected to be completed by May 2024. Data analysis will be performed by June 2024 and the
research will be completed by August 2024. 
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Results
The ethical approval for this research has been obtained from the Biomedical and Scientific Research
Ethics Committee, University of Warwick and the Medical Research & Ethics Committee Ministry
of Health, Saudi Arabia. The qualitative phase is ongoing and 15 participants have been interviewed.
The  interviews  for  the  remaining  10  participants  will  be  completed  by  25  November  2023.
Preliminary thematic analysis is still ongoing. Meanwhile, the quantitative phase is currently ongoing
as well with 150 participants providing signed and informed consent to participate in the study.  The
data collection for the quantitative part is expected to be completed by May 2024. Data analysis will
be performed by June 2024 and the research will be completed by August 2024. 

Discussion

Expected Findings 

Research has shown that patients’ awareness level of mHealth apps is a strong predictor of adopting
the technology for health management [4,30]. However, there is a paucity of research focusing on
patients’ concerns regarding data privacy and data security and the influence on mHealth app usage.
Therefore, the first objective of this study is to empirically assess patients’ awareness and perception
of issues relating to the privacy, security, and confidentiality of data collected via mHealth Apps in
Saudi Arabia. 
The  findings  will  assist  the  relevant  stakeholders  in  identifying  the  factors  contributing  to  low
awareness levels about data security and privacy, as well as the areas requiring utmost attention.
Since this study also involves qualitative assessment, the underlying events leading to discordant
perspectives on mHealth apps can also be gleaned from the analysis. For instance, users who are
more  aware  of  mHealth  apps,  healthcare  providers’  role  during  the  data  collection,  and  the
importance  of  using  collected  patient  data  strictly  for  medical  purposes  may  demonstrate  more
concerns regarding data security and privacy.
Saudi Arabia’s government has intensified efforts to improve the adoption and usage of e-health and
telemedicine modalities by organising awareness campaigns and investing in the country’s healthcare
sector  [12].  Such  strategies  might  positively  impact  the  stakeholders  and  influence  behavioural
intention to use the advanced health technologies. Nonetheless, no specific approaches have been
taken to explore users’ and healthcare professionals’ perspectives regarding the security and privacy
of data collected via such apps. The results from this study will elucidate these aforementioned gaps
in knowledge. 
Four broad research hypotheses will be tested in this study, based on the constructs in TAM (PEOU,
PU,  and  behavioural  intention)  and  patients’ awareness  and  concerns  relating  to  data  privacy,
security, and confidentiality. Previous studies reported that users’ awareness of data privacy triggered
their intention to adopt the technology and share their personal information  [4, 31]. The usage of
specific healthcare services, including mHealth, may be shaped by users’ perspectives and concerns
about data privacy of health information [9]. However, most of these studies were empirical and not
supported by theoretical frameworks. 
In this study, we hypothesised that PU and PEOU will directly influence users’ concerns about data
security, privacy, and confidentiality. PEOU entails the ease of operating the technology in question,
understanding the features, and the support provided to address any difficulty faced. We expect at
least  one or  more of the hypotheses to  be supported,  reflecting that  users’ PU or  PEOU to use
mHealth apps will increase once their concerns about data security, privacy, and confidentiality are
addressed.  In  other  words,  one  approach  to  address  users’ concerns  regarding  data  security  is
ensuring they can easily navigate the technology and access the security features. These expected
findings are consistent with the reports from previous studies on various approaches to improve the
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adoption and uptake of mHealth apps [32,33]. 
Specific themes and sub-themes will emerge from the qualitative phase and be aggregated with the
empirical  findings  from the quantitative data.  Therefore,  our  study will  assist  in  elucidating  the
events that shape participants’ concerns regarding data privacy, security, and confidentiality. Diverse
perspectives will be gleaned since this study encompasses stakeholders, healthcare professionals, and
patients.  Past  research  demonstrated  that  severe  consequences  on  users’ behaviour  and  attitude
towards healthcare services may arise from failure to address issues relating to data security and
privacy violations [23,24]. Likewise, a recent review by Nurgalieva et al. [34] also revealed that low
levels of security and privacy are the main drive for declining uptake of mHealth apps among the
target audience. The expected themes in the present study may also include negative perceptions,
fear of data breaches, and failure to address issues relating to data security and privacy violations. 
We  also  attempt  to  identify  the  association  between  participants’  demographic  attributes  and
concerns regarding the privacy and security of mHealth apps. A previous study found that married
patients demonstrated higher information security and privacy concerns and desired more stringent
security protection than single patients [4]. In addition, users who earned less than 10, 000 USD
annually exhibited the weakest concerns about the privacy and security provided by mHealth apps.
Apart from these factors, we expected attributes such as age and educational background to influence
concerns regarding the privacy and security of mHealth apps in Saudi Arabia’s context. For instance,
users who are highly educated are more likely to understand and update their knowledge of data
security  features  available  in  mHealth apps.  This  group of  respondents  is  also more inclined  to
inform the app developer if any data privacy or confidentiality issue is experienced. Younger patients
or users are the predominant users of various social media platforms with security notifications and
authentication, which increases the risk of exposure to events relating to data breaches. Besides, they
spend more time on their smartphones than the older population. These events may culminate in
greater concerns regarding data privacy and security of mHealth apps.

Implications 

This study has important implications for mHealth app developers, end-users, and the healthcare
system  in  Saudi  Arabia.  The  security  and  adoption  of  mhealth  systems  could  be  effectively
strengthened if both developers’ and patients’ perspectives of mhealth apps are aligned [35]. Mhealth
developers can use the research findings to identify the specific security features that require urgent
adjustment  to  ensure  the  safety  of  patient  health  information,  the  delivery  of  healthcare  service
efficiently,  and  maintain  the  balance  between  security  and  usability.  More  importantly,  the
developers will gain direct information from the main stakeholders in mhealth apps: patients and
end-users.  On the  other  hand,  patients  will  be  able  to  share  their  views  regarding  the  security,
privacy, and confidentiality of sharing their health data via mhealth apps. This in turn could elicit
vital adjustments that will enhance both the security and usability of such apps and other numerous
advantages associated with the connection of mhealth apps to CICs. 
Saudi  Arabia  has  also  introduced  several  mhealth  apps  in  order  to  enhance  healthcare  service
delivery,  aligning  with  its  Vision  2030  goals  [12].  The  findings  from  this  study  will  reflect
underlining issues relating to patients' and users’ awareness of security and privacy features provided
in mhealth apps implemented by the Saudi government. Hence, the research outcomes might reveal
certain factors contributing to the present low adoption rate of mhealth apps among the population.
Necessary adjustments in terms of decision-making, policies, and investments could be performed to
ensure that mhealth apps align with Vision 2030 goals, particularly in public health. 

Limitations 

Despite employing a mixed-method approach in this study, certain methodological limitations need
to be acknowledged. The inclusion and exclusion criteria employed in selecting the study subjects
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might exclude potential participants with pertinent information on the research topics. Furthermore,
only patients will be recruited for the survey and the use of survey instruments has its limitations in
terms of response bias. Respondents might also be unwilling to provide in-depth information about
the questions during the interview. These limitations may affect the generalisability of the results.
Lastly, this study is a cross-sectional design and the findings will only depict the association between
the studied variables, which entails PEOU, PU, and behavioural intention to use mhealth apps, as
well as awareness and concerns regarding data privacy, security, and confidentiality. In other words,
no causal relationships would be inferred. Notwithstanding, the strengths of this study stem from the
dearth of information on the research topic in Saudi Arabia’s context, including the data paucity on
studies employing mixed methods to bridge the knowledge gap. 

Conclusion 
Accumulated evidence reflects the knowledge gap on the antecedents of patients’ awareness and
concerns regarding the privacy, security, and confidentiality of data collected via mHealth apps in
Saudi Arabia.  Likewise,  the perspectives of stakeholders and healthcare professionals toward the
aforementioned  issues  are  not  fully  understood.  Given  the  rising  usage  of  smartphones,  huge
investment in mHealth apps, and the campaign to improve the usage of advanced healthcare systems
in Saudi Arabia, this research will be pertinent in elucidating a vital aspect that may jeopardise these
targeted goals Policymakers and relevant bodies can use the findings to implement a model that will
enhance  the  adoption  of  mHealth  apps  and address  issues  relating  to  the  privacy,  security,  and
confidentiality of data collected via mHealth apps. 
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